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Y2K MYTHS AND REALITIES 


THURSDAY, NOVEMBER 4, 1999 


House of Representatives, Subcommittee on Gov- 
ernment Management, Information, and Tech- 
nology, Committee on Government Reform, Joint 
WITH THE Subcommittee on Technology, Com- 
mittee ON Science, 


Washington, DC. 

The Subcommittees met, pursuant to call, at 2:15 p.m., in room 
2318, Rayburn House Office Building, Hon. Constance A. Morelia 
(Chairwoman of the Subcommittee on Technology) presiding. 

Chairwoman MORELLA. I am going to gavel the joint subcommit- 
tees’ hearing to order. 

You just heard the beeper; we’re going to have a series of about 
four, probably maybe even five votes. But I thought I would give 
an opening statement and then return right after the votes. There 
is also a markup taking place in Government Reform, which is 
where our co-chair is right now, and that is why you do not have 
the members here. They will return. But I will at least comment 
on what we are here today to listen to and what the topic is of the 
meeting. 

I want to welcome all of you to the House’s Y2K Working Group, 
that is comprised of the Science Committee’s Technology Sub- 
committee and the Government Reform Committee’s Government 
Management, Information, and Technology Subcommittee. 

With the anticipated adjournment of the first session of this 
106th Congress looming before us, this hearing is expected to be 
the culmination of our House Y2K Working Group efforts before 
the January 1, 2000, deadline. 

It is sometimes hard to believe that we have focused on this 
issue ever since the spring of 1996. When our two subcommittees 
held the first congressional hearings 3V2 years ago on the then lit- 
tle publicized year 2000 computer problem, the millennium bug 
seemed to be more suited to the realm of exterminators than Con- 
gress. But our Y2K review revealed some troubling news. At that 
time, our Nation was simply not moving forward with the required 
dispatch to effectively respond to the devastating effects of the 
“mother” of all computer glitches, potentially crippling vital Gov- 
ernment functions, critical industry performance, and our robust 
economy. 

We in Congress attempted to step up to the plate by raising 
awareness about the problem and by pushing Federal agencies and 
private industry toward immediate corrective measures. We did 
this through a series of comprehensive hearings, vigilantly exer- 
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cised our oversight authority, and enacted laws that required the 
creation of a national Federal strategy and prohibited the purchase 
of Federal information technology that was not Y2K compliant. 

It was clear, however, that despite our congressional powers, the 
legislative branch alone was ill-suited to lead our Nation’s Y2K ef- 
forts. We desperately needed the help of the President’s executive 
powers. We were frustrated by what seemed to be the lack of lead- 
ership. It was clear to us that without greater urgency and aggres- 
sive agency management. Federal agencies were at risk of being 
unable to provide services or to perform functions that are critical 
to its mission and vital to the American public. 

We spent a year urging the President to personally embrace the 
need for Federal action and to appoint a Y2K czar to oversee the 
Nation’s public and private sector initiatives, until he finally ap- 
pointed a very capable man, who is here today, John Koskinen, to 
chair the Year 2000 Conversion Council. Given the late start in his 
appointment, John, who was lured out of retirement to take on this 
herculean task, obviously had his work cut out for him. And while 
we have not necessarily agreed on all aspects of our Nation’s Y2K 
strategy, I want to say to John that your extremely competent 
achievements, performed with such a high level of professional 
dedication and commitment to public service, really do deserve rec- 
ognition. 

Since John’s appointment, we in Congress have successfully 
worked together to require greater Federal and private sector dis- 
closures, provide a special Federal appropriation solely for Y2K ef- 
forts, raise Y2K awareness throughout the country, and enact laws 
to improve Y2K readiness, and to curb the number of frivolous 
glitch-related law suits. 

Yet, as we now move toward the remaining 50 days before the 
unforgiving and immovable Y2K deadline, Americans still have a 
number of questions about how, in the midst of all their millen- 
nium celebrations, they will be affected, if at all, by the year 2000 
problem. We know the American people are counting on us. 

This hearing is designed to respond to some of those questions. 
I am pleased that we have a distinguished panel of witnesses that 
seek to help us provide some of those answers today. 

Finally, before I turn to our ranking member of the Technology 
Subcommittee, I want to thank, on behalf of both of us including 
Chairman Horn, who will be with us later, to all of our fellow col- 
leagues on the House Y2K Working Group, I want to thank them 
for their leadership, support, and participation. It is also important 
to note that our Y2K efforts have been bipartisan. I want to com- 
mend our ranking members, Mr. Barcia of Michigan, who is here 
with us, Mr. Turner of Texas, Mr. Gordon of Tennessee, Mrs. 
Maloney of New York, Mr. Kucinich of Ohio. 

And now I would be very happy to recognize the Ranking Mem- 
ber of the Technology Subcommittee, Mr. Barcia, for any opening 
remarks before we go vote. 

[The prepared statement of Hon. Constance A. Morelia follows:] 
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Opening Statement of 
Congresswoman Constance A. Morelia 

Chairwoman, Technology Subcommittee 
House Science Committee 


1 


Y2K Myths and Realities: Responding to the Questions of the 
American Public With 50 Days Remaining Until January 1, 2000 

Final oversight hearing on the status of the Year 2000 computer problem 
Thursday, November 4, 1 999 


Welcome to today’s hearing of the House Y2K 
Working Group, comprised of the Science 
Committee’s Technology Subcommittee and the 
Government Reform Committee’s Government 
Management, information and Technology 
Subcommittee. 

With the anticipated adjournment of the first 
session of this 106^ Congress looming before us, 
this hearing is expected to be the culmination of our 
House Y2K Working Group efforts before the January 
1, 2000 deadline. 

It is sometimes hard to believe that we have 
focused on this issue ever since the spring of 1996. 

When our two subcommittees held the first 
Congressional hearings 3% years ago on the-then 
little publicized Year 2000 computer problem, the 
millennium bug seemed to be more suited to the 
realm of exterminators than Congress. 
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But our Y2K review revealed some troubling 
news. 

At that time, our nation was simply not moving 
forward with the required dispatch to effectively 
respond to the devastating effects of the mother of 
all computer glitches - potentially crippling vital 
government functions, critical industry performance, 
and our robust economy. 

We, in Congress, attempted to step up to the 
plate by raising awareness about the problem and by 
pushing federal agencies, and private industry 
toward immediate corrective measures. 

We did this through a series of comprehensive 
hearings, vigilantly exercised our oversight authority, 
and enacted laws that required the creation of a 
national federal strategy and prohibited the purchase 
of federal information technology that was not Y2K 
complaint. 

it was clear, however, that despite our 
Congressional powers, the legislative branch alone 
was ill-suited to lead our nation’s Y2K efforts. 

We desperately needed the help of the 
President’s executive powers and were frustrated by 
his lack of leadership. 
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It was clear to us that without greater urgency 
and aggressive agency management, federal 
agencies were at risk of being unable to provide 
services or to perform functions that are critical to its 
mission and vital to the American public. 

We spent a year urging the President to 
personally embrace the need for federal action and 
to appoint a Y2K Czar to oversee the nation’s public 
and private sector initiatives - until he finally 
appointed John Koskinen to chair the Year 2000 
Conversion Council. 

Given the late start in his appointment, John, 
who was lured out of retirement to take on this 
Herculean task, obviously had his work cut out for 
him. 


While we have not necessarily agreed on all 
aspects of our nation’s Y2K strategy, I want to say to 
John, that your extremely competent achievements 
performed with such a high level of professional 
dedication and commitment to public service 
deserves recognition. 

Since John’s appointment, we, in Congress, 
have successfully worked together to require greater 
federal and private sector disclosures, provide a 
special federal appropriation solely for Y2K efforts, 
raise Y2K awareness throughout the country, and 
enact laws to improve Y2K readiness and to curb the 
number of frivolous glitch-related lawsuits. 
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Yet, as we now move towards the remaining 50 
days before the unforgiving and immovable Y2K 
deadline, Americans still have a number of questions 
about how, in the midst of all their millennial 
celebrations around the world, they will be affected, 
if at all, by the Year 2000 problem. 

We know the American people are counting on 
us. 


This hearing is designed to respond to some of 
those questions and I am pleased that we have a 
distinguished panel of witnesses that seek to help us 
provide some of those answers today. 

Finally, before I turn to the Co-chair of this 
hearing, I want to thank, on behalf of both of us, all 
of our fellow colleagues of the House Y2K Working 
Group for their leadership, support, and 
participation. 

It is also important to note that our Y2K efforts 
have been bipaitisan with several Ranking Members, 
over the years, Mr. Barcia of Michigan, Mr. Turner of 
Texas, Mr. Gordon of Tennessee, Ms. Maloney of 
New York, and Mr. Kucinich of Ohio. 

I now recognize the Co-Chair and my co- 
collaborator, my friend and a leader of our 
Congressional Y2K efforts, the distinguished 
gentleman from California, the Chairman of the 
Government Management, information and 
Technology Subcommittee, Mr. Horn. 
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Mr. Barcia. Thank you, Chairwoman Morelia. I want to return 
the compliment and thank you for the leadership and the bipar- 
tisan nature in which you have conducted the hearings of this sub- 
committee, and the tremendous amount of energy and time that 
you have invested in this Y2K issue and its importance to the citi- 
zens across the country. 

I want to join my colleagues on the subcommittee in welcoming 
our distinguished panel to this last hearing of the year 2000 com- 
puter bug. 

Over the past 3 years, we have held hearings on almost every as- 
pect of the Y2K problem; on Federal agencies’ efforts, international 
issues. State and local government efforts, the impact on industry, 
and liability. Although confident with the strides made by Federal 
agencies, we continue to be hampered in our assessment of the im- 
pact of the year 2000 problem on State and local governments and 
industry because there is still a lack of factual information on Y2K 
readiness. 

I urge our panelists today to provide us with as much specific in- 
formation as possible about the overall level of Y2K readiness in 
the United States and abroad, if you can. If we are to calm public 
fears, we must provide the public with facts. 

This series of hearings has served to educate the public about the 
magnitude and scope of the Y2K problem. And although it has been 
my experience that most people are aware of the Y2K issue, they 
still do not have a good understanding of its potential impact or 
lack of impact. I am concerned because, unless we get the message 
out, the level of public fear could rise. 

What could be the single largest public awareness announce- 
ment, a November 21st made for television movie, entitled, ‘Y2K: 
The Movie.” According to news reports, this movie has the U.S. 
Government grounding all airplanes, the Eastern seaboard experi- 
encing a major power outage, and even worse problems yet to come. 
In the absence of facts, what is designed to be entertainment could 
achieve the saddest effect. 

As this is the last hearing, I would like to commend Mr. Joel 
Willemssen and the staff of GAO for the outstanding work that 
they have done during the past 3 years. I would also like to com- 
mend Mr. Koskinen for the coordination role his office has provided 
in the administration’s Y2K efforts. And, of course, finally, I want 
to thank the witnesses for appearing before us. I look forward to 
hearing your comments. 

Thank you. Madam Chair. 

[The prepared statements of Hon. Debbie Stabenow and Hon. 
Jim Turner follow:] 
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HEARING ON Y2K MYTHS AND REALITIES; RESPONTIING TO THE QUESTIONS OF 
THE AMERICAN PUBLIC WITH 50 DAYS REMAINING UNTIL JANUARY 1, 2.000 

Opening Statement of Congresswoman Debbie Stabenow 
of the 3* District, State of Michigan 

November 4, 1999 


Madame Chairwoman, Ranking Member Barcia, it is hard to believe we have reached the 
end of our Y2K hearings. I appreciate the thoroughness with which the Subcommittee has 
approached this important and unique topic, and look forward to our final discussion today. I am 
interested in hearing the current assessment of our Y2K preparedness, and I hope we dedicate a 
good portion of our time to the question of state prepare&ess and how problems at that level 
may impact federal programs. As we all know, the states have a role in administering many 
federal programs, such as LIHEAP, Medicaid, and Food Stamps. How will the federal 
government aid in restoring these services if complications occur? 

I would also like to address this afternoon the recent media reports that federal law 
enfoicement agencies are recommending that more attention be given to possible violent 
outbursts by militia and other groups surroimding the beginning of the new millennium. Do we 
know how extensive such activities are likely to be and how serious? At the same time, I think 
we also need to remind ourselves of the important role government officials can play in 
informing the public concerning what to expect on January 1. Practical preparations, such as 
storing extra food and water and a little extra cash, should not give way to panic. This is a role I 
think the President’s Y2K Council has performed well, and I urge us all to maintain this effort 
for the next fifty days. 

Madame Chairwoman, I would like to again thank the Subcommittee for its rigorous 
treatment of this subject matter, as well as our panelists for their continued dedication to helping 
us with these topics. With less than two months to go, I will welcome the passing of this much 
anticipated event. 
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STATEMENT OF THE HONORABLE JIM TURNER 
JOINT HEARING ON “Y2K MYTHS AND REALITIES” 

11/04/99 

Thank you. For more than three and a half years, this Subcommittee along 
with the Technology Subcommittee of the Science Committee have held 
congressional hearings on the Year 2000 computer challenge, focusing on 
virtually every facet of the computer problem. These hearings have included such 
high risk Y2K areas as the Global Positioning System (GPS), international air 
travel, and the healthcare industry. 

Due in large part to the hard work of Chairman Horn, Chairwoman Morelia, 
the .Administration, and these committees, we believe the federal government’s 
computer systems are ready to successfully operate in the new millennium. ! want 
to commend the committees and the agencies for their diligence in meeting this 
challenge. According to John Koskinen, chairman of the President’s Council on 
Year 2000 Conversion, the council has a “high degree of confidence” that many 
major domestic areas are Y2K compliant. However, nobody really knows for sure 
what will happen on January 1, 2000. 

Therefore, I think it is appropriate that the House Y2K Task Force’s final 
hearing before January 1, 2000, should focus on the public’s reaction to Y2K’s 
myths and realities. Because we are dealing with a new problem of a such a large 
magnitude, we should, as I have mentioned before, always expect the unexpected. 
Such a situation is ripe for pranksters, hackers, frauds, and others who seek to 
mislead the public on what might happen due to the Y2K problem. We all know 
that their has already been a lot of propaganda and confusion over what might 
happen as a result of Y2K. 
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I understand that a movie on Y2K1 will be released shortly which capitalizes 
on this fear and ponrays a world in chaos due to computer problems associated 
with the rollover. Misinformation about this subject could potentially cause 
serious problems. For example, it is my understanding that last week IBM 
announced that sales of personal computers were down as consumers and 
businesses are not buying PCs until after January 1 , 2000. Consequently, IBM’s 
stock lost value. 

At a hearing on this topic last week, I suggested that the agencys’ put 
together some type of centralized communication center to educate the public on 
Y2K and correct any misinformation that pranksters or hackers may spread. I 
even went as far as to recommend that a high credible figure such as a “Walter 
Cronkite type” be employed to serve as spokesman for this issue. We have an 
obligation to educate and inform society on Y2K, and I will be anxious to learn 
what the agencys’ have planned to stop misinformation. 

Today, we wili discuss the federal government’s progress and challenges 
that remain in correcting its systems. There are several significant areas that we 
sti,ll need to be concerned about, including the status of local governments, 
healthcare, education, and small businesses. It has been noted that some 
organizations are not paying appropriate attention to the Y2K problem or are 
adopting a “wait and see” approach. 

Again, I would like to thank the chairs and the witnesses for their focus and 
hard work, and I look forward to a productive hearing. 
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Chairwoman MORELLA. Thank you, Mr. Barcia. 

As you probably know from the timing, we have got to go over 
to vote. We have got about 6 minutes, if even that, before the vote. 
There are going to be about five procedural votes. 

Mr. Koskinen, I know you must leave here shortly. So what I will 
do is go over and vote and, if there is a 15 minute interval, come 
back so we can hear some of your oral testimony. Will there be 
somebody else here who could also respond to any questions we 
may have when you have to leave? 

Mr. Koskinen. Well, with all these wonderful witnesses, some- 
one will know. But there is no one else from my office. 

Chairwoman MoRELLA. And you have a written testimony for us, 
too, which will be part of the record. 

So I shall return after our first vote when we have a 15 minute 
interval. For the rest of you, it will probably be about three-quar- 
ters of an hour before we reconvene fully the hearing beyond Mr. 
Koskinen. Thank you. 

[Recess.] 

Chairwoman MoRELLA. I am going to reconvene the joint hear- 
ing. 

I am going to ask Mr. Koskinen and Mr. Willemssen, in the tra- 
dition of the Science Committee, if they would please stand and 
raise their right hands. Do you swear that the testimony that you 
are about to give is the truth, the whole truth, and nothing but the 
truth? 

[Witnesses respond in the affirmative.] 

Chairwoman MoRELLA. The record will show an affirmative re- 
sponse. 

Mr. Koskinen, we are delighted that we will have you give us 
your comments at this very last meeting of the year 1999 of the 
Joint Y2K Working Group. 

TESTIMONY OF HON. JOHN KOSKINEN, SPECIAL ASSISTANT 

TO THE PRESIDENT, CHAIRMAN, PRESIDENT’S COUNCIL ON 

YEAR 2000 CONVERSION; AND JOEL C. WILLEMSSEN, DIREC- 
TOR, CIVIL AGENCIES INFORMATION SYSTEMS, U.S. GEN- 
ERAL ACCOUNTING OFFICE 

Mr. Koskinen. Thank you. Good afternoon. Chairwoman 
Morelia. I am pleased to appear before you today to discuss the 
year 2000 issue, or Y2K, as it is known. Let me begin by thanking 
the Chairwoman for her very kind comments which I genuinely ap- 
preciate. 

The subcommittees themselves deserve great credit for their con- 
tinuing interest in the Y2K issue. Your efforts have helped to in- 
crease the visibility of this important challenge within the Federal 
Government and the country as a whole. 

With your permission, I will submit my full statement for the 
record and summarize it here. 

Chairwoman MoRELLA. Hearing no objections, so ordered. 

Mr. Koskinen. In keeping with the title for this hearing, let me 
begin with what I believe are some of the more important myths 
and realities regarding the Y2K issue. 

One of the more troubling Y2K myths is the notion that January 
1 is a seminal date on which everything, or nothing, Y2K-related 
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will occur. As you know, year 2000 challenges can happen any time 
a computer that is not Y2K-compliant comes into contact with a 
year 2000 date, before or after January 1. In fact, a number of 
businesses and governments have already had to use year 2000 
dates in their automated operations. Information technology profes- 
sionals are well aware that the Y2K challenge is not limited to 
January 1 and they will be monitoring systems well into the New 
Year for flaws in billing and financial cycles and possible slow deg- 
radations in service. 

Another important myth deals with the reporting of Y2K readi- 
ness data. It goes something like this: Self-reported Y2K informa- 
tion is not valid since people will not voluntarily report problems, 
so virtually everything we have heard in terms of industry and 
Government progress reports cannot be believed. This is not true 
for several reasons. Most organizations have structures in place 
whereby independent authorities have been reviewing the results 
of Y2K testing. In some industries, such as electric power. Govern- 
ment agencies have conducted selected audits of the reported infor- 
mation and found no major discrepancies. And, most importantly, 
the industry surveys done for the President’s Council have been 
conducted pursuant to the Year 2000 Information and Readiness 
Disclosure Act provisions, which the Congress passed at our urging 
last year. This act guarantees individual companies that their re- 
sponses to these surveys will be treated confidentially, such sub- 
stantially increases the likelihood of candid responses. 

In the interest of time, let me now move to a discussion of the 
operation of the Council’s Information Coordination Center, or ICC, 
as it is known. 

The ICC will be the Federal Government’s central point for co- 
ordinating a wide range of information on system operations and 
events related to the Y2K transition that will be collected by Gov- 
ernment emergency centers and the private sector. The ICC will 
gather information about system operations in Federal agencies; 
among State, local, and tribal governments; in critical areas of the 
private sector; and internationally. 

To accomplish this task, we are relying to the greatest extent 
possible on existing structures and expertise. Domestically, infor- 
mation on systems operations will be collected by the States and 
provided through normal channels to FEMA which will review the 
reports and pass them on to the ICC. In addition, the ICC will re- 
ceive reports from national information centers established, many 
for the first time, by the private sector. The status reports will be 
provided to appropriate lead agencies. We presently have agree- 
ments with the electric power, banking, finance, telecommuni- 
cations, oil, gas, airline, pharmaceutical, and retail industries to 
operate information centers during the rollover period and to share 
information on the status of their members with the ICC. 

The ICC will receive international status reports from the State 
Department, the Defense Department, the intelligence agencies, 
private sector information centers, and national Y2K coordinators 
around the world. In addition, the ICC will work with the National 
Infrastructure Protection Center and Computer Emergency Re- 
sponse teams here and around the world to monitor unauthorized 
intrusions into systems. 
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Information gathered by the ICC will be the basis for complete, 
regularly updated national and international status reports that 
will be provided to all Federal agencies and organizations sharing 
information with the center. These reports will help agency deci- 
sion makers determine what, if any. Federal actions are appro- 
priate in response to Y2K-related difficulties. Status reports will 
also be provided on a regular basis to the Congress and to the pub- 
lic. 

As I mentioned earlier, based on available information, we do not 
believe the Y2K issue will create significant problems in the United 
States. But no one can rule out the possibility that there will be 
temporary disruptions in some services. This week we published 
‘Y2K and You,” an information booklet on the Y2K issue as well 
as a ‘Y2K Preparedness Checklist,” which I am submitting as part 
of the record. Our suggestions include preparing for the long holi- 
day weekend by having at least a 3 day supply of food and water, 
keeping copies of important financial records before and after Janu- 
ary 1, 2000, and checking with manufacturers to make sure that 
home electronic equipment is Y2K ready. 

Perhaps most importantly, whatever people are going to do to 
prepare, they should do it early. If everyone waits until the last 
moment to take even modest precautions, supply systems could be 
overwhelmed. 

When I appeared before you in January of this year, I closed by 
saying that overreaction by the public to real or perceived Y2K 
risks was in some ways our greatest challenge. I still believe that. 
On the other hand, our goal is not public complacency. All of us 
need to encourage the public to take the appropriate steps to be 
ready for the date change. As I said in January, the way to achieve 
this delicate balance is to provide people with as much information 
as possible about Y2K readiness efforts, the good and the bad. 

Thank you for the opportunity to continue this process of infor- 
mation sharing here today. I would be pleased to answer any ques- 
tions you may have now or in the future. 

[The prepared statement of Mr. Koskinen follows:] 
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Good afternoon, Chairwoman Morelia. Chairman Horn and members of the 
subcommittees. ^ I am pleased to appear before you today to discuss the Year 2000 {Y2K) issue. 

I would like to start by thanking the subcommittres for your continuing interest in the 
Y2K issue. Your effoits have helped to^-increase the visibility of this important challenge within 
the Federal Government and the country as a whole. 

I think it is altogether fitting that, with 57 days until January 1, we are gathered here to 
discuss the American public’s questions about Y2K that are reflected in the ambitious set of 
objectives you have announced for today’s hearing I will not attempt to cover all of the topics 
outlined in the objectives, as you will hear today from others with expertise in several of these 
areas, but I would like to address what.I believe are some of the more important myths and 
realities regarding the Y2K issue. I will also discuss the Federal Government’s plans for the date 
rollover as well as steps individuals can take to prqiare for, the century date change. 

Y2K Myths and Realities 

As public awareness of the Y2K issue has increased, so has the level of debate about 
Y2BC myths and realities. Where possible, the Council has been working to separate fact from 
fiction - in our quarterly assessment reports, ai^public events and press conferences, in Y2K 
Community Conversations held across the country, and most recently through our new Y2K and 
Tow booklet and “Y2K Preparedness Checklist.” 1 appreciate the opportunity today to address 
some of the myths and realities that I think are most important for the public to understand with 
less than twia months remaining. until January 1. 

One of the more troubling Y2K myths is the notion that January 1 is a seminal date on 
which everything, or nothing, Y2K-related will occur. A corollary of this myth is that we will all 
be able to “close the books” on the Y2K issue and declare victory or defeat by the end of New 
Year’s Day. As you know. Year 2000 challenges can happen any time a computer that is not 
Y2K-compliar.t comes into contact with a Year 2000 date - before or after January 1 . In fact, a 
number of businesses and governments have already had to use Year 2000 dates in their 
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automated operations. Information technology professionals are well aware that the Y2K 
challenge is not limited to January 1 and will be monitoring systems well into the New Year for 
flaws in billing and financial cycles and possible slow degradations in serv'ice. So I think it is 
important for the public to know that January 1 is just one of the important dates in the life of the 
Y2K issue. 

Another important myth deals with the reporting of Y2K readiness data. It goes 
something like this: Self-reported Y2K information is not valid since people will not voluntarily 
report problems, so virtually evervlhing we've heard in terms of industry and government 
progress reports cannot be believ'ed. This is not true for several reasons. Most organizations 
have structures in place whereby independent authorities have been reviewing the results of Y2K 
testing. In some industries, such as electric power, government agencies have conducted 
selected audits of the reported information and found no major discrepancies. And, most 
importantly, the industry surA-eys done for the President’s Council have been conducted pursuant 
to the “Year 2000 Information and Readiness Disclosure .-^ct,” which the Congress passed at our 
urging last year. This Act guarantees individual companies that their responses to these surv^eys 
w ill be treated confidentially, which substantially increases the likelihood of candid responses. 

We cannot rule out entirely the possibility that someone, somewhere has at one time or 
another created a rosier report of their Y2K progress than justified to appease their superiors or 
shareholders, but I think the overwhelming majority of self-reporting has been very responsible. 
As I’ve often said, if the self-reporting on Y2K was truly like allowing students to grade their 
ow'n papers, everyone should have reported total compliance a long time ago. It would have 
saved countless organizations months, and in some cases years, of bad publicity. Instead, some 
companies in the surv'eys we’ve been provided have noted that they were behind industry goals 
or the majority of their peers. 

Finally, I’d like to- address some of the myths that take the form of y2K “doomsday” 
scenarios such as the claims that the ^'2^ i.ssue will cause nuclear weapons to launch themselves, 
the Federal Government is plamiing to use the Y2IC issue as an excuse to “lake control” of key 
institutions in the United States, and problems related to the date change will cause all foreign 
trade to grind to a halt. None of the available information suggests that any of these stories are 
true. Nuclear weapons require human intervention to launch, no computer malftmction - y2K or 
otherwise - will cause weapons to fire themselves. How'ever, we are concerned about the ability 
of the Russian early warning systems to function effectively during the rollover period. We are 
pleased that Russia has agreed to participate with us in a joint stability center in Colorado, where 
w^e will share information from our early warning system to ensure that there are no 
misunderstandings. 

I would also like to stress that the Federal Government is not planning to use the date 
change as an excuse to usuip the authority of existing organizations. To the contrary, the Y2K 
challenge’s complex nature and vast scope has caused the Federal Government to advise State 
and local governments that they need to be prepared to respond to possible Y2K problems on 
their own, at least initially. With regard to foreign trade, the developed countries most important 
to U.S trade, such as Mexico and Canada, appear to be in good shape for the date change and 
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vital areas such as international shipping and air transport are reporting increasing levels of 
compliance. While some developing countries are likely to experience some Y2K failures, 
which could create difficulties for those who are trading with companies in these countries, there 
is no indication that these problems will have a negative impact on the overall U.S. economy. 

There are a number of Y2K realities, as well as myths, that deserv'e our attention as w'ell. 
I’d like to address two such realities. First, it is important for the public to know that our basic 
national inftastructure is ready for the date change. The information provided to the President’s 
Council and the public indicates that the electric power grids, telecommunications netw'orks, 
financial transaction systems, and key national transportation systems will make a successful 
transition to the Y ear 2000. .According to the most recent industry and government assessments, 
99 percent of the nation’s electricity supply is ready, 99.6 percent of banks are ready, all of the 
local and long distance carriers that serve over 90 percent of the .American public are ready, and 
the air tra.ffic control system as well as most airports and major airlines are ready. 

The second Y2K reality is that, in spite of all of oui best efforts to fix and test systems, 
there will be problems. Not every system will be fixed before Januaiy 1 , and no amount of 
testing can ensure perfection. We have already seen Y2K problems surface in instances where 
systems had been fixed and tested, as was the case for some of the minor problems that a few 
Federal agencies experienced with the transition to fiscal year 2000. We also expect failures in 
sectors where large numbers of organizations were late in starting or, even more troubling, are 
taking a “wait-and-see approach.” The important thing is for all organizations to be monitoring 
their systems for Y2K problems during the rollover period and to have updated contingency 
plans to allow them to minimize any disruptions that could be created. 

Federal Government Rollover Activities - Information Coordination Center 

The subcommittees have heard in recent testimony from the Office of Management and 
Budget about the progress of Federal agency remediation efforts, as well as contingency and 
“Day One" planning. I will therefore provide a brief overview of the activities of the Council’s 
Information Coordination Center (ICC). The ICC will be the Federal Government’s central point 
for coordinating a wide range of information on system operations and events related to the Y2K 
transition that will be collected by government emergency centers and the private sector. The 
ICC will gather information about system operations in Federal agencies; among State, local, and 
tribal governments; in critical areas of the private sector; and internationally. 

To accomplish this task, we are relying to the greatest extent possible on existing 
strucmres and expertise. Domestically, information on system operations will be collected by 
the States and provided through nonnal channels to FEMA, which will review the reports and 
pass them on to the ICC. In addition, the ICC will receive reports from national information 
centers established, many for the first time, by the private sector. The status reports will be 
provided to appropriate lead agencies. In the case of electric power, for example, the 
Department of Energy will receive the industry reports, analyze them, and forward the 
infomiation to the ICC. In addition to electric power, we presently have agreements with the 
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banking, finance, telecommunications, oil, gas, airfine, pharmaceutical and retail industries to 
operate information centers during the rollover period and to share information with the ICC. 

The ICC will receive international status reports from the State Department, the Defense 
Department, the intelligence agencies, private sector information centers and national Y2K 
coordinators around the rvorid. In addition, the ICC will work with the National Infrastructure 
Protection Center and Computer Emergency Response teams here and around the world to 
monitor unauthorized intmsions into systems. 

Information gathered by the ICC will be the basis for complete, regularly updated 
national and international status reports that will be provided to all Federal agencies and 
organizations sharing information with the center. These reports will help agency decision- 
makers determine what, if any. Federal actions are appropriate in response to Y2k-related 
difficulties. Status reports will also be provided on a regular basis to the public. 

The ICC has been testing data collection methods with agency operations centers and 
private sector information partners. We also conducted a limited training e.aercise in gathering 
information from Federal agencies related to the so-called 9/9.'99 problem. More extensive 
training sessions are planned for November and December. The ICC will begin 24-hour 
monitoring operations on December 28, 1999, continuing through the first few days of January 
2000 or longer if conditions warrant. 

Personal Preparedness 

As I mentioned earlier, based on the available information, we do not believe the Y2K 
issue will create significant problems in the United States, but no one can rule out the possibility 
that there won’t be temporary disruptions in some services. We believe it is likely that any 
disruptions will be short-lived, like temporary problems caused by storms, and w’ill not cause 
long-term challenges. In light of that situation, the Council is advising the public to take 
reasonable steps to prepare themselves and their families for the date change. 

At the beginning of this month, we published Y2K and You, an informational booklet on 
the Y2K issue as well as a '‘Y2K Preparedness Checklist,” which I am submitting as part of the 
record. The checklist is an expansion of the Council’s previous guidance on personal readiness 
for the Year 2000. Our suggestions include preparing for the long holiday weekend by having at 
least a three-day supply of food and water, keeping copies of important records before and after 
January 1 . 2000, and checking with manufacturers to make sure that home electronic equipment 
is Y2K ready. 

It is important to note, however, that we are advising individuals to adapt the 
recommendations in the checklist to their own personal situations and Y2K information made 
available by their local service providers. I think the most important Y2K information any of us 
can have is about the readiness of our own communities. There is no "one size fits all” for the 
entire country with regard to preparing for Y2K. People need to take the time to read Y2IC 
notices being provided by local governments, banks, phone and power companies, supermarkets. 
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and others so that ihey.Iiave a better understanding of what to expect in their neighborhoods and 
can prepare accordingly. 

Perhaps most importantly, whatever people are going to do to prepare, they should do it 
early. If everyone waits until the last moment to take even modest precautions, supply systems 
could be overwhelmed. 

Conclusion 

When I appeared before you in Januaiy of this year, I closed by saying that overreaction 
by the public to real or perceived Y2K risks was in some ways our greatest challenge. I still 
believe that. On the other hand,-our goal is not public complacency. All of us need to encourage 
the public to take the appropriate steps to be ready for date change. As I said in January, the way 
to achieve this delicate balance is to provide people with as much information as possible about 
Y2K readiness efforts - the good and the bad.. Thank you for the opportunity to discuss these 
important issues with you today. 

I would be pleased to answer any questions you may have at this time. 
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Chairwoman MORELLA. Thank you, Mr. Koskinen. 

I am now pleased to recognize Mr. Willemssen. But as I do, I just 
want to comment on the fact that the GAO mission is to independ- 
ently audit all Federal Government agencies and we have worked 
very closely with GAO over the past 3y2 years on the year 2000 
computer problem. Just as John Koskinen has demonstrated an ex- 
emplary dedication and commitment to public service, so has Joel 
Willemssen. He has always been ready to assist. His contributions 
to our House Y2K Working Group’s efforts cannot be understated. 
He has been very much appreciated. And while he may have been 
a thorn in the side of agencies that required greater congressional 
attention, he is also one of the reasons that those agencies have re- 
doubled their efforts to comply with the Y2K computer glitch. So, 
in welcoming Mr. Koskinen, I welcome Mr. Willemssen for his com- 
ments. 


TESTIMONY OF JOEL C. WILLEMSSEN 

Mr. Willemssen. Thank you very much. Chairwoman Morelia. 
Thank you for inviting us to testify today. And as requested, I will 
briefly summarize our statement. 

In early 1997, we identified Y2K as a high risk area for the Fed- 
eral Government. Since that time, we have observed substantial 
progress in the Federal Government’s Y2K readiness. While this 
progress has been significant, it has not been uniform among all 
Federal agencies. Some agencies have long had strong Y2K pro- 
grams, others have made dramatic improvements, while still others 
must continue to be monitored carefully. 

For example, on one end of the spectrum is the Social Security 
Administration, which started its program 10 years ago, has been 
very responsive to any issues that have surfaced, and has been a 
government-wide leader in such areas as contingency planning and 
day one planning. Departments such as Veterans Affairs and Edu- 
cation have made major strides in readiness after relatively slow 
starts. Other agencies and departments have also made major 
progress, but still need to be monitored closely because of the criti- 
cality of information systems to their missions and the work that 
remains outstanding. These agencies would include: the Health 
Care Financing Administration, the Department of Defense, FAA, 
and IRS. For example, DOD reports that it still has 31 mission 
critical systems that are not Y2K compliant, 6 of these are not ex- 
pected to be compliant until December. 

Beyond the compliance of individual systems, significant progress 
has also been made in improving the Government’s overall ap- 
proach. For example, 0MB has identified 43 high impact programs 
as the Government’s top priorities. Further, agencies are per- 
forming end-to-end testing of multiple systems supporting key busi- 
ness functions, and they have developed business continuity and 
contingency plans and day one strategies. 

Regarding State governments, the available information indi- 
cates that States have greatly improved their readiness during this 
year, with only 4 States now reporting less than 75 percent of mis- 
sion critical systems completed compared to 40 States reporting 
this status earlier this year. Nevertheless, there is still much work 
to do for many of these States. For example, as we testified last 
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month, many States were not planning to be compliant for some 
key human services programs, such as Medicaid, Food Stamps, and 
Child Support Enforcement, until last quarter of 1999. 

Y2K is also a challenge for the public infrastructure and key eco- 
nomic sectors. Our work has identified sectors that are clearly lead- 
ers on Y2K, while others are lagging behind. For example, banking 
and finance have clearly been a Y2K leader. Among the areas most 
at risk, however, are health care and education. 

For health care, we have testified on numerous occasions on the 
risks facing Medicare, Medicaid, and biomedical equipment. We re- 
main concerned about the overall readiness of this sector. 

Regarding education, recent surveys conducted by the Federal 
Department of Education show that many school districts and post- 
secondary institutions are not yet compliant. In September, our re- 
port on the Y2K readiness of 25 of the Nation’s largest school dis- 
tricts revealed that only 7 believed that all their mission critical 
systems were compliant, and 9 said they didn’t plan to finish until 
December. 

That concludes a summary of my statement. I will be pleased to 
address any questions you may have. Thank you. 

[The prepared statement of Mr. Willemssen follows:] 
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Ms. CJiairwoman, Mr. ChAiimany and Membm of the Sidscommittees: 

Thank yoa for inviting us to participate in today's heming on the Year 2000 problem. 
Accoi-ding to the report of the President's Commission on Critical Infrastructure 
Protection, the United States — with close to half of all computer capacity and 60 percent 
Internet assets — is the world's most advanced and mcst dependent user of infonnafron 
technology.^ Moreovsnr, America's infrastru^ures are a con^Iex array of public and 
private enterprises with many interdependencies at all levels. Uiese many 
int^depeodencies amarig governments and witliin key economic seetca.’s could cause a 
single failuie to have adverse lepercussions in other sectors. 


Because of its urgent nature and flie potentially devastating impact it could have on 
critical government opei-ations, in February 1997 we d^ignated the Year 2000 problem a 
high-risk ama for the federal government^ Since that time, we have issued over 150 
reports and testimony statements detailing specific findings and numerous 
^commendations related to the Year 2000 readiness of a wide range of federal agencies.^ 
We have also issued guidance to help organizations sucxtessftdiy addins the issue.** 


Tile public faces tlie risk that critical services provided by the government and the private 
sector could be disit^led by the Year 2000 com|HJting problem. As we have previously 
testified, finaiKJial transactions cotUd be delayed, flints grounded, f»wer lost, and 
national defense affejted.^ Substantial progress has been to leduce fiiese risks and, 

in the fast-paced enviionment of the Year 2000 issue, progress continues to be made. 


'Q-Uicai Foundaiions: Pi'oiecfing America's Infrastmdtires (Pi-esidenrs CommisKiori on Criticai 
Infrastmctu'e PKsteetion, October 1997). 

^High-Risk. Series: Infonvaiion Maiyagemeni and Techmlogy (GAO/HR-97-9, FdJrmuy 1997). 

■“A list of diese publications is included as an attachment to this statemeat. These publications can be 
obtained through GAO’s World Wide Web page at )mw.ga<>.gov/y2kr.htm. 

^year 2000 Compufmg Crisis: AnAsssssmenf Guide (GAO/AiMD-10.l.l4, tesued as an e>^sure draft in 
Februtay 1997 and in. final fonn in Septemba- 1997); Year 2000 Computing Crisis: Business Contmuity 
and Contir^pney Planning (GAO/AIMD-IO.l .19, issued as an cxposvre draft in March 199S and tn final 
fiMinia August 1998); Ye^ 2000 Computing Crisis: A Testing GuideiGAOlMMD-lO,\,2l, issuedasan 
exposure dr^ in June 1998andliil!Qal forrainNovember 1998); and Y2K Computing ChaBenge: Day 
One Planning and Operations ©^/^^(OAO/AIMD-l 0.1.22, issued as a discussion draft in September 1999 
and in final form in October 1999). 

^Year 2000 Computing Crisis: Strong Leadership and Partnerships Needed to Mitigate Risk of Major 
Dmuptiom{QAOa-mdD-0%-lSl,Auga.%X 13, 1998). 
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Today, I wil! discuss the federal government's progress and challenges that remain in 
correcting its systems; identify state and local government Year 2000 issues; and provide 
an oveiview of available information on the readiness of key public infrastructure and 
economic sectors. 

FEDERAL GOVERNMENT'S PROGRESS 
NOTEWORTHY BUT ADDITIONAT.. WORK REMAINS 


As the Year 2000 has gi'own nearer, the federal goveinm^t’s response to the problem 
has increased M*. Chairman, when we first testified on this problem before you in 
February 1997, we stated that there was much that needed to be done if the federal 
government was to avoid the disruption of important services, and that correcting tiie 
Year 2000 problem would be labor-intensive and time-consiuning,^ Moreover, we 
testified that whether agencies succeeded and/or failed would be largely influenced by the 
quality of executive leadership and program management. As we reported last month, 
the govemmait’s Year 2000 efforts have reinforced an understanding of the impoitance 
of consistent and persistent top management attention.’ 

The Year- 2000 problem has also demonsp-ated the importance of congi'essional and 
executive branch leadership. At the uiging of congi'essional leaders and others, the 
Office of Management and Budget (0MB) and the federal agencies have dramatically 
- increased tile amount of attention and oversight given to the Year 2000 issue. Moreover, 
the establishment of the President's Coiuicil on Year 2000 Conversion — chaiied by an 
Assistant to the President and consistii^ of one lepressntative from each of the executive 
departments and from other federal agencies as may be determined by the Chair — 
focused attention on the problem and provided a forum for hi^-level communication 
among leaders in government, the private sector, and file international community. 

The success of tliese organizations’ effoils is demonstrated by chart 1, which shows that 

^Year 2000 Computing Crisis: Strong leadership Today Needed To Prevent Future Disruption of 
Gt)V(?j-«n2enf5'€mce^ (GAO/T-AIMD'97-51,Fd3niaiy 24, 1997). 

^Critical Infrastructure Protection: Comprehensive Strategy Can Draw on Year 2000 Experiences 
(GAO/AIMD-00-i, October 1, 1999). 





25 


the major depaitments and agencies have progressed from a reported compliance rate of 
21 percent in May 1 997 to a reported 99 percent in October 1 999. While this reported 
govei-nmentwide progiess is notable, the Depatments of Defense, Justice, and the 
Treasury and the U.S. Agency for International Development still have noncompliant 
systems. 

Chart 1 : Mission-Critical Systems Reported Year 2000 Compliant May 1997-OctQber 
1999 



m-- : — ^ — 

N%-97 Ai^97 Nbv-^ Fd>98 Aig98 I'i7V'-98 Fd>99 h^99 A:®99 Oct-99 


Source: May 1997 -August 1999 data are from the 0MB quarterly reports. Hie 
October 1 999 data ai'e from OMB’s October 29, 1999, testimony before the House 
Subcommittee on Government Management, Information, and Technology, Committee 
on Government Reform; and the House Subcommittee on Technology, Committee on 
Sciaice. 


In addition to mission-critical systems, other important areas for agencies are data 
exchanges, telecommunications, and building s>^tems. Table 1 shows the r^rted status 
of the 24 major departments and agencies in these areas as of mid-August. It 
demonstrates that many agencies have completed work but that several others were not 
expected to be done until tins month or next month. 
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Table 1: CompliaiKie of Data Exchange. Telecommimicatioiis. andBulldinp; 
. Systems for the Maior Departments and Agencies 


Area 

Completed 


Augsist 

September 

October 

November 

December 


9 

2 

5 

2 

2 

3 

Telecommunicaikms 

s 

2 

9 

2 

2 

1 

Building Systems” 

7 

1 

7 

5 

2 

1 


*One agency could not forecast the completicai dsrte for its remaining exchanges. 
'Tlte status was not provided one agency. 


Source: ft'ota-ess on Yeai' 2000 Conversion: lOth Ouaiterlv Report COMB, data received 
Aii^ist 13, 1999; report i^i^S^ytember 13, 1999). 


While gofvemmeiitwide progress has been signifcanf, such progress has not been uniform 
amrmg ail f^eral a^ncies. Some apncies have long had strong Yem' 2000 programs in 
place, while othens have impiovedthsir Year 20GQ appimdies dramatically altimugh 
risks remain. Some a^ncies, however, require continued close attention i^ause of tlw 
criticality of information systems to their-missions and the work that remains outstanding 
The foHoMng hi^li^s repres^ative exanples of the Tear 200Q process of various 
agencies. 

Social Security Administration (SSA): Since October 1997 we have reported on SSA’s 
^vemmentwide leader^p and significant progress m addressing die Year 20IW 
jKtfolem,* altbou^ we have identified risk areas (such as the Year 20G0 compliance of 
ti^ sj^ems used by die 54 state Disability Detemiinatitm Services’ timt help administer 
the disability programs) and made recommendations to address these risks. In July 1 999. 
w« ironed flat actions to impiemsait these recomnKsadMiom had either b£®n take® or 

®Sociirf SecarOy AdmMstreiHoK iSignifieont Profp-ess Made m Yew 26(Xi 'Eff<»t, Bat Key Remain 
(GAO/ATMD-98-6, October 22. 1997). 

*These include the ^sterns in all SOsMes, the District of Cohimbia, Ouam, Pueno Rico, and the Vir^n 
Islands. 


4 



27 


were underway. Fer example, SSA enhanced its monitoring and oversight of the state 
Disability Determination Services systems by establishing a fiiU-timc project team, 
designating project managers and coordinators, and requesting biweekly reports. 

U.S. Customs Service: In February 1 999 , we testified that Customs had made good 
progress in addressing its Year 2000 problem, due in large part to the effective Year 2000 
pio^am management structures and processes that it had put into place.’’ Mr. Chairman, 
in a briefing last month to your Subcommittee staff on the high-impact cross-border 
inspection service program, we reported tiiat Customs’ pmgress cemtinues. For example. 
Customs had developed and iinpieincnted a Year 2000 master plan and a high-impact 
area plan, identified and convened external business partners integral to program 
delivery, and reported tliat it had completed most planned tasks on or ahead of schedule. 

Department of VeteniDS Affairs (VA); We have been monitoring and evaluating VA’s 
actions to address the Year- 2000 problem since 1996. During that time we have m^e 
numerous reccanmendations to reducethe risk associated wifit Year 2000 &ilur^. VA 
has been icsponsive to these recommendations and actions to implement them have cither 
been taken or arc underway. For example, in 1 998 the Veterans Benefits Administration 
reassessed its mission-critical effbits for the compensation and pension on-line 
application and the Beneficiary Identification andJlecord Locator Sub-System, as well as 
other technology initiatives to help ensure that diese critical undertakings were completed 
in time. As we testified last week, VA has made much progress in addressing the Year 
2000 problem, although some critical tasks remain in areas such as business continuity 
and conting^cy planning. ' ^ 


'^Social Security Adminssiraiion: Updeae on Year 2000 and Other Key Information Technology Jmtiaiives 
(OAO/T-AlNtD-99-259, July 29, 1999), 

^'Year2000 Cmtpuimg Crisis: Ciistoms is Effecth^ely Its Year 2000 Program (GAO/T-AIMD- 

99-85. f ebruaiy 24, 1999). 

^'Vear 2000 Computing Challenge: Update on the Readiness of the Department ofVetetxms Affairs 
(GAO/r-AlMD-00-39, October 28, 1999). 
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Department of Education: In September 1998, we testified tliat Education was very 
stow in implementing a comprehensive program to address Year 2000 risks. In 
particular, significant risks faced the department’s student financial aid delivery systems, 
risks that involved systems testing, exchanging data with internal and external partners, 
and developing business continuity and contingency plans. More recently, in May 1 999 
we testified that the Department of Education had made progress toward addressing these 
risks, although work remained ongoing, We noted that much work on renovating and 
validating inission-critical systems had been completed and the risk of student financial 
aid delivery system failures has been sipificantly reduced. Neveitheless, Edocatitm 
needed to continue making the Year 2000 problem a top priority and focus attention on 
such issues as end-to-eud testir^. 

Federal Aviafion Administration (F.4A): In Januaiy 1998, we reported FAA had no 
central Year 2000 program management; an incomplete inventory of mission-critical 
systems; no overall suategy for renovating, validating, and implementing mission-critical 
systems; and no milestone dates or schedules. ' ^ At that time we made several 
recommendations, including that FAA establish plans to renovate, validate, and test all 
converted and replaced systems. In September 1999, we testified that FA.A had 
addressed our recommendations and made excellent piogress in its Year 2000 
readiness.'*’ Nevertheless, FAA continiied to face challenges in ensuring that its internal 
systems would work as intended through the year 2000 date change. For example, we ' 
found that (I) FAA liad not effectively implemented its policy &r managing changes to 
complianl systems, (2) its independent verification efforts were not adequately 
documented, and (3) its end-to-end testing actions were not comprehensive. 


‘’Fear 2000 Computing Crisis; Slgnliictml Hiiks ftmciln 10 Depantmmt of Education's Student Financid 
^i<i5i®ew(OAO/T-AIMD-9S-303, Scptcarter 17. 1998). 

'Year 2000 Computing Cfiaihupe: Educatitm Taking Needed Actions But tFork Remains (GAO/T-AIMD- 
9W80,May!2, 1999). 

'^FAA Computer Systems: Limited progress m Year 2000 hsm increases Risk Dramaticaify 
tGAWAIMD-9M3, Jannarj- 30, 1998). 

‘^Year 2000 Computing Challenge: FAA Confimm io Moke Important Strides, Bui VuinerabitUies Remain 
(GACyr-AlMD-99-285, September 9, 1999). 
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Internal Revenue Service (IRS): In Febmary 1 999, we testified'^ that IRS had made 
considerable progress in completing its Year 2000 work since our testimony in May 
1998.'^ Nevertheless, it was behind schedule in certain critical tasks, and, in some cases 
such as the replacement of noncomp! iant personnel computers, its work is still not 
complete. Moreover, IRS acknowledges that its review of its information system 
inventory continues to identify inaccuracies — a significant risk area. Accordingly, IRS 
reported that, among other activities to improve the quality of its inventory, it has “wall- 
to-wall” inventory reviews underway at major locations, which are to be completed 
before the end of the calendar year. In addition, in September we reported that the two 
IRS business continuity and contingency plans that addressed issuing refiurds and 
receiving paper submissions wem inconsistent in two key areas— perfonnance goals and 
mitigating actions.*’ In testimony before you last week, IRS’ Chief Information Officer 
stated that they had addressed the suggestions in our September report. 


Health Care Financing Administration (HCFA): We initially reported on HCFA’s 
Year 2000 program in 1997, making recommendations to improve the agency’s program 
management.^® In subsequent repoils and testimony statements we disclosed that while 
HCFA had made improvements and had been responsive to our recommendations, 
critical Year 2000 risks and cliallenges remained.^’ Most recently, we testified before 
your Subcommittees in September that HCFA and its contractors had made progress in 
addressing Medicare Y ear 2000 issues.'^ However, as stated then, until HCFA had 
completed its recertification tests tlial were then ongoing, the final status of the agency’s 
Year 2000 compliance would remain imknown (the tests were due to be completed by 


'^JRS' Year 2W0 Efforts: Slaim mid Remaining Challenges (GAO/T-GGD-99-35, February' 24, 1999). 
'^JRS' Year 2000 Efforts: Status and Risks (GAO/'r-GGD-98-123, May 7, 1998). 

'^IRS‘ Year 2000 ^oris: AciiomAre Under P/ay to Help Ensure That Contingency Plans Are Complete 
■and Consistent {GA.O!(iXiX>-09-\lS, Septen^ber 14, 1999). 

'^Medicare Transaction System: Success Depends Upon Correcting Critical Managerial and Technical 
Weahiesses (GAO/AIMD-97-78, May 16, 1997). 

'^Medicare Computer Systems: Year 2000 Challenges Pul Benefits and Services in. Jeopardy 
(GAO/AIMD-98-284, September 28, 1998); Year 2000 Computing Crisis: Readiness Status of the 
Department of Health and Human Services (OAO/T-AIMD-99-92, Friiruaiy 26, 1999); and Year 2000 
Computing Crisis: Readiness of Medicare and the Health Care Sector (GAO/T-AIMD-99-1 60, April 27, 
1999). 

^Year 2000 Computing Challenge: HCFA Action Needed to Address Remaining Medicare Issues 
(GAO/T-AIMD-99-299; September 27. 1999). 
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November I, 1999). Moreover, HCFA must also continue to closely monitor contractor 
testing with providers, which had been limited but which nevertheless had uncovered 
Year 2000 problems. Accordingly, given the considerable amount of work that 
remained, we considered it cmcia! that the development and testing of internal, 
contractor, and managed care organizations’ business continuity and contingency plans 
move forward r^idly. 

Department of Defense (DOD): Our reviews as well as those of the DOD Inspector 
General indicate that DOD has made noteworthy progi-ess in its Year 2000 activities but 
that risks remain. For example, in March we testified that DOD had made considerable 
progress in the prior 3 months^^ but it faced two significant challenges: (1) completing 
remediation and testing of its mission-critical systems and (2) having a reasonable level 
assurance that key processes will continue to work on a day-to-day basis and that key 
operational missions necessary for national defense can be successfully accomplished. 
Also, in September 1 999 the DOD Inspector General reported that DOD had made 
significant progress in addressing some risk areas, including identifying and determining 
the Year 2000 readiness of its critical suppliers. Nevertheless, the Inspector General 
noted that DOD still faced challenges in ensuring tliat adequate testing is performed, 
testing results are sufficiently documented and analyzed, and contingency plans are 
viable. Moreover, as of November 1, DOD reported that it still had 3 1 mission-critical 
systems that were not Year 2000 compliant. Six of these systems are not expected to be 
compliant until December. 


The Government’s Approach Has 
Improved But Risk Aieas Remain 

While it is important to achieve compliance for individual mission-critical systems, 
realizing such compliance alone does not ensure tliat business functions will continue to 
operate through the change of century — the ultimate goal of Year 2000 effoits. 
Accordingly, in April 1998 we made reccMninendations to improve the government’s 


^ Vear 2000 Cotnputing Crisis: Defense Has Made Progress, But A dditionai Management Controls Are 
A'^e<fe</(GAO/T-AIMD-99-I01, March 2. 1999). 
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overall Year 2000 approach?^ Since that time, the government has made progress in 
addressing these recommendations, although not all actions are complete. 

Priority Setting: Our ApriM998 report recommended that governmentwide priorities be 
set based on such criteria as the potential for adverse health and safety effects, advense 
financial effects on American citizens, detrimental effects on national security, and 
adverse economic consequences. On Marcli 26, 0MB implemented our recommendation 
by issuing a memorandum to federal agencies designating lead agencies for the 
government’s 42 high-impact programs (e.g., food stamps. Medicare, and federal electric 
power geno'ation and delivery, 0MB later added a 43rd high-impact program — ^the 
Department of Justice’s National Crime Information Center.) For each program, the lead 
agency was charged with identifying to OMB the partners- integral to .program delivery; 
taking a leadership role in convening those partners; assuring that each partner had an 
adequate Year 2000 plan and, if not, helping each partner without one; and developing a 
plan to ensure that the program would operate effectively. According to OMB, such a 
plan might include testing data exchanges across paitn^, developing complementary 
business continuity^and contingency plans, sharing key infonnation on readiness with 
-Other partnere and fee public, and taking other steps necessary to ensure that fee progi'am 
would work. OMB- directed fee lead agencies to provide a schedule and milestones of 
key activities in theii plans by April 1 5, and asked agencies to provide monthly progress 
reports. 

End-To-End Testing: .The purpose of end-to-ond testing is to verify that a defined set of 
interrelated sy^ems, which collectively support an oiganizational core business area or 
function, will work as intended in an operatioiwl environmait. in fee case of the year 
2000, .many systems in the end-to-end chain will have been modified or replaced. As a 
result, the scope and complexity of testing — and its importance — are dramatically 
increased, as is the difficulty of isolating, identifying, and correcting problems. 
Conseqwntly, agwicies must work eaily and continually with feeir data exchange 


-*Year 2000 Computing Crisis: Potential for Widespread Disruption Calls for Strong Leadership and 
Partnerships (GAO/AlMD-98-85, April 30, 1998). 
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partners to plan and execute effective end-to-end tests. Our Year 2000 guide sets 
forth a stnictured approach to te^ng, including end-to-end testing.^^ 

Our April 1 998 rq)ort recommended that, for selected government priorities, lead 
ag^cies be designated to ensure that end-to-end te sting of these processes and supporting 
systems occurred across oiganizationai boundaries. On March 31, 0MB and the Chair of 
the President’s Council on Year 2000 Conversion announced that one of the key 
priorities that federal agencies would be pursuing during the rest of 1999 would be 
cooperative end-to-end testing to demonstrate the Year 2000 readiness of federal 
programs with states and other partners. 

Agencies have also acted to address end-to-end testing. For example, on October IS, we 
reported that DOD was conducting thousands of end-to-end tests in four major business 
functions: Health Affairs, Communications, Personnel, and Logistics?* Each of the 
individual test events we attended and reviewed withhr tiie four functional areas generally 
satisfied the key processes that our test guide defines as necessary to effectively plan, 
conduct, and report on end-to-end testing. We also reported in October that the 
Department ofthe Treasm-y’s Financial Management Service, which serves as the 
government’s financial manager, had established effective management controls in 
performing its portion of Year 2000 end-to-end tests for three critical business fimctions 
{Social Security payments, Supplemental Security Income payments, and Internal 
Revenue Service tax refund payments).^^ 

Business Continuity and Contingenr^ Plans: Business continuity and contingency 
plans are essential. Without such plmis, when &ilwes occur, agencies will not have well- 
defined responses and may not have enough time to develop and test alternatives. 

Federal agencies depend on data provided by their business partners as well as on 

“*GAO/AIMD-10,1.21, November 1998. 

^Defense Compuiers: DOD Y2K Functional End-to-Fnd Testing Pre^ess and Test Eveza Management 
{GAO/AIMD-00-t2, October 18, 1999). 

^Ycar 20i)0 Computing Challenge: Financial Management Service Has Established Elective Year 2000 
Testing Coruroh (GAO/AIMD-00-24, October 29, 1999). 
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services provided by the public infrastructure (e.g., power, water, transportation, and 
voice and data telecommunications). One weak link anywhere in the chain of critical 
dependencies can cause major disioptions to business operations. Given these 
mtei^ependencies, it is imperative that contingency plans be developed for all critical 
core business processes and supporting systems, regardless of whether these systems are 
owned by the agency. Accordingly, our April 1998 report recommended that agencies be 
requli^ to develop contin^ncy plans for all critical core business processes. 

Since 1998, the federal government has improved its approach to business continuity and 
contingency planning. 0MB has claiified its contingency plan instructions and, along 
with the Chief Information Officers Council, has adopted our business continuity and 
contingency planning guide for federal use. In addition, on January 26, 1 999, OMB 
called on federal agencies to identify and report on the hi^-ievel core business functions 
that are to be addressed in their business ccaitinuity and contingency plans, as well as to 
provide key milestones for development and testing of such plans in their February 1 999 
quarterly reports. In addition, on May 13, C^VIB required agencies to submit high-level 
versions of tliese plans by June 15. In its September 1999 quarterly report, OMB 
required agencies to submit updated high-level business continuity and contingency plans 
by October 15, 1999. 

As we testified before your Subcommittees last week, although more work retrains, 
agency business continuity and contingency planning has evolved and improved since 
1998.^® In March 1998 we testified that several agencies reported that they planned to 
develop contingency plans only if tliey fell beJiind schedule in completing their Year 
2000 flxes.^^ In June 1998, we testified that only four agencies had teported that they had 
drafted contingency plans for their core business functions. By contrast, in January 

1999 we testified ftiat many agencies had reported that they had completed or were 

year 2000 Compuiing Challenge: Federal Business Contimiity and Corait^ency Plans and Day One 
(GAO/T-AlMD-00-40, October 29, L999). 

''*Year 2000 Computing Crisis: Strong Leadership and Effective Puhlic/Privaie Cooperation Needed to 
Avoid Major Disruptions (GAO/’r-AIMD-98-lO'I, March 18, 1998). 

^^Year200Q Computing Crisis: Actions Must Be Taken Now to Address Slow Pace of Federal Progjress 
(GAO^-AIMD-98-205, June 10, 1998). 
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drafting business continuity and contingency plans while others were in the early stages 
of such planning.^' Also, as we testified in August, according to an 0MB official, all of 
the major departments and agencies had submitted high-level Ixisiness continuity and 
contingency plans in response io 0MB ’s May 1 3, 1 999, memorandum.^’ fn October, all 
of the major departments and agencies and tlie Postal Service submitted updated high- 
level plans to 0MB. 

While OMB’s May 1 999 memorandum directed agencies to describe their overall 
strategies and processes for ensuring the readiness of key programs and functions across 
the agency, it did not detail the format or reporting elements that agencies were to follow. 
Accordingly, the plans vary considerably in terms of format and level of detail. Some 
agencies, such as the Departments of Justice and Labor, described their general approach 
or strategy, while othem, swh as the Departments of Educaticm and Tranqwrtation, 
provided program or component-entity specific plans th^ contained more detailed 
information. With respect to specific elements, all of tlie plans in our review^^ identified 
core business processes, ^ called for in oui’ guide. In addition, we were able to identify 
20 agencies that discussed their business continuity and contingency plan validation 
strat^ies in their high-level plans. These strategies encompassed a range of activities, 
including reviews, desktop exercises, simulations, and/or quality assurance audits. 

As noted in our business continuity and xxjntingency plarming guide, a key element of 
such a plan is the development of a zero day or Day One risk reduction strategy. In 
testimony in January 1999, we noted that the Social Security Administiation had 
developed a IMy One strategy and suggested that 0MB consider requiring other agencies 
to develop such plans.^"* In its September 1999 quaiterly report, 0MB subsequently 
required agencies to submit Day One strategies to it, which each of the 24 major 

^'GAO/r-AIMD-99-50, Januaiy20, 1999. 

^^Year 2000 Computing Challenge: imporlant Prog^^ Made, Yet Much Work Remains to Ensure 
Delivery o/Critical Services (GAO/T-AIMD-99-266, Awga^ 1 3. 1999). 

^^While the Department of the Treasury and die Genera! Services Administration reported that they h«l 
provided their plans to OMB, wc did not receive them in time to include them in our aiaiyas; therefore, we 
analyaid 23 submissions. 

^•’GAO/r-AIMD-99-50, Januaty 20, 1999. 
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departments and agencies and the Postal Service did. 0MB subsequently asked agencies 
to address seven elements in their plans: (1) a schedule of activities, (2) personnel on call 
or on duty, (3) contractor availability, (4) communications witii the workforce, (5) 
facilities and services to support the workforce, (6) security, and (7) communications 
with the public. 0MB also told the agencies to consider our Day One strategy guidance 
carefully. 

Our review of agency strategies found that about 40 percent addressed all seven 
elements-^^ For example, our testimony last week noted that the Department of Veterans 
Affeirs addressed all of OMB’s elements.^^ VA and its agencies had developed a Day 
One strategy that should help the departmeiit manage lisks associated with the rollover 
peiiod and better position itself to addressany dismptions that may occur. The strategy 
included a time line of events between December 3 1 and January 1 and a personnel 
strategy and leave policy tfiat identifies key managerial and technical pereonnel available 
to support Day One operations. 


With respect to specific elements, we were able to identify 15 agencies that included a 
schedule of activities and 1 7 that addressed staffing issues. In a few cases, agencies 
addressed either OMB’s internal communications element or external communications 
element but not both. Further, some elements were addressed in a general manner and/or 
indicated that more work needed to be completed. For example, one agency reported that 
it is developing procedui es to ensure its ability to identify, report, and respond effectively 
to Year 2000-related events. 


^^While the U.S. Agency tor International Development and the General Services Administration reported 
that tb&y had provided their plans to 0MB, we did not receive Uiem in time to Include them in our analysis. 
Therefore, we analyzed 23 agencies’ submi^ions. 

^^GAO/T-AlMD-00-39, October 28, 1999. 
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STATE AND LOCAI. OOVERNMF.NTS 
FACE SIGNffilCANT YEAR 2000 RISKS 

Just as the federal government faces signilicant Year 2000 risks, so too do state and local 
governments. If the Year 2000 problem is not properly addressed, for example, (1) food 
stamps and other types of payments may not be made or could be made for incorrect 
amounts; (2) date-dependent signal timing patterns could be incorrectly implemented at 
highway inteisectioiis, with safety severely compromised; and (3) prisoner release or 
parole eligibility determinations might be adversely affected. 

With respect to state Year 2000 efforts, recent information from the National Association 
of State Information Resource Executives indicates that states have greatly improved 
their readiness since the beginning of tliis year. Table 2 provides a comparison of the 
percentage of mission-critical systems^' reported as implemented by the states in January 
1999 and in October 1999, which sliows that, in general, noteworthy progress has been 
made during the year.^® 


^Mission-critical systems were defined as diose that a state had identified as priorities for prompt 
remediation. 

^individual states submit periodic updates to Jhc National As«jdation of State InfcKmationResowce 

Executis^ For the October 28 reptve, about 60 pen:entoftiie states submilted titeir data in October, fee 

oldest data were provided on March 1 1 aod fee most recent on October 27. 
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Table 2: Comparison of Percentages of Mission-Critical Systems Reported as 
Implemented bv the States^ 


Percentage Implemented 

Number of States on 
Januaiy 15, 1999^ 

Number of States on 
October 28, 1999" 

1-24 percent 

9 

0 

25-49 percent 

12 

1 

50-74 percent 

19 

3 

75-99 percent 

6 

39 

100 percent 

0 

5 


**10 some cases, states did not repoit on tlieir mission-critical systems, instead reporting 
on, for example, processes or on all systems. 

^Four states did not respond to this question, 

“^wo states did not respond to the survey. 

Source: National Association of State Information Resource Executives 


In addition to reporting system remediation information, as of October 28, all of the states 
responding to the National Association of State Infbnnation Resource Executives survey 
reported that they were actively engaged in interna! and external contingency planning 
and that they had established target dates for the completion of these plans. For 9 states, 
however, the deadline was December 1999. 


It is also essential that local government systems be ready for tire change of century since 
critical functions involving, for example, public safety and traffic management, are 
perfoOTied at the local level. Reports on local governments have highlighted Year 2000 
concerns. For example: 

• In July, we issued a letter on the reported Year 2000 status of the 21 largest U.S. 
cities.^’ On average, cities reported completing work for 45 percent of the key 
service areas in which they have responsibility. In addition, 2 cities reported that they 
had completed their Year 2000 efforts, 9 expected to complete Year 2000 
preparations by September 30, 1 999, and the remaining 10 cities expected to 

'^Reported Y2K StcUus of the 21 Largest U.S. Cities (GAO/AIMD-99-246R, July 1 5, 1 999). 
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complete &eir preparation by December 3! ,* In addition, 7 cities reported 
completing Year 2000 contingency plans, while 14 reported that their plans were still 
being developed. 

• Also in July, the National League of Cities reported on its survey of 403 cities 
conducted in April 1999. This survey found that (I) 92 percent of cities had a 
city wide Year 2000 plan, (2) 74 percent had completed their assessment of critical 
systems, and (3) 66 percent had prepared contingency plans. (Of those that had not 
completed such plans, about half stated that they were planning to develop one.) In 
addition, 92 percent of the cities reported that they expected that ali of their critical 
systems would be compliant by January 1 , 2000; 5 percent expected to have 
completed between 91 and 99 percent, and 3 percent expected to have completed 
between 81 and 90 percent of their critical systems by January 1 . 

• In Jane, the National Association of Counties announced the results of its April 
survey of 500 randomly selected counties, This survey found that (1) 74 peicent of 
respondents had a county wide plan to address Year 2000 issues, (2) 51 percent had 
completed system assessments, and (3) 27 percent had completed systems testing, in 
addition, 1 90 counties had prepared contingency plans while 289 had not. Further, of 
the 1 1 4 counties reporting that they planned to develop Year 2000 contingency plans, 
22 planned to develop the plan in April- June, 64 in July-September, 18 in Oclober- 
Oecember, and 1 0 did not yet know'. 

Of critical importance to the itation are services, such as law enforcement, that ate 
essential to the safety and well-being of individuals across the country. For tire most paif, 
responsibility for ensuring the continuity of law enforcement operations resides with 
thousands of state and local jurisdictions. One critical system — the National Crime 
hjfeanation Center 2000 — is operated by die Federal Bureau of Investigation and 


most cities, the majority of city services were scheduled to be couriered before this cempl^ion date. 
For example, Los Angeles ptanned to have ali key city systems ready by Sr^nember 30, except for its 
wastewater treatraeni systems, which were expected to be compieted in November. 
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provides law-enforcement users in 80,000 U.S. and foreign agencies critical access to 
information on criminal activities, Mr. Chairman, we recently briefed your 
Subcommittee staff on the status of this system. While the Federal Bureau of 
Investigation reported that its Year 2000 remediation, validation, and implementation 
activities were completed for the National Ci inie Information Center 2000, the readiness 
of five .state-level partnei-s was uncertain. Specifically, in assessing the readiness of each 
state, Puerto Rico, and the District of Columbia, the Bureau found that 47 were Year 
2000 ready, but that five had not completed Year 2000 remediation at the time of the 
assessment. The Bureau plans to continue reviewing the readiness status of these five. 

Recognizing the seriousness of the Year 2000 risks facing state and local governments, 
tlie President's Council on Year 2000 Conversion developed initiatives to address the 
readiness of state and local governments. For example: 

• Tire Council established working groups on state and local govermnents and tribal 
governments. 

• Council officials participate in monthly, miiltistate conference calls with state Year 
2000 coordinators. 

• in July I99S, March 1 999, and October 1999 the Council, in partnership with the 
National Governors’ Association, convened Year 2060 summits with state and U.S. 
territory Year 2000 coordinators. 

• On May 24, the Coimcil announced a nationwide campaign to promote ‘’Y2K 
Community Conversations” to support and encourage efforts of government officials, 
business leaders, and interested citizens to share information on their progress. To 
support this initiative, the Council developed and is distributing a toolkit that provides 
examples of which sectors shouid he represented at these events and issues that 
should be addressed. 
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State-Administered Federal Human 
Services Programs Are At Risk 

Among the critical functions performed by states are the administration of federal human 
services programs. As we reported in November 1 998, many systems that support state- 
administered federal human services programs were at risk, and much work remained to 
ensure that services would continue,'" In February of this year, we testified that while 
some progress had been achieved, many states’ systems were not scheduled to become 
compliant until the last half of 1999.''^ Accordingly, we concluded that, given these risks, 
business continuity and contingency plaiming was even more important in ensuring 
continuity of program operations and benefits in the event of systems failures. 

Subsequent to our November 1998 report, OMB directed federal oversiglit agencies to 
include the status of selected state human services systems in then quarterly reports. 
Specifically, in January 1 999, OMB requested tirat agencies describe actions to help 
ensure tliat federally supported, state-run programs will be able to provide services and 
benefits. OMB furtlier asked that agencies report tiie date when each state’s systems will 
be Year 2000-compliant 

Table 3 summarizes the latest information on state-administered federal human services 
programs reported by OMB on September 13, 1999." The table indicates that while 
many stales" reported their programs to be compliant, a number did not plan to complete 
Year 2000 efforts until the last quarter of 1999. For example, nine states did not expect 
to be compliant until the last quarter of 1999 for Child Support Enforcement, seven states 
for Food Stamps, and four states for Unemployment Insurance. Moreover, Year 2000 

■” Year 2000 CompuUng Crisis: Readiness of Stale Aviomaled Systems to Support Federal Welfare 
Programs (GAO/AlMD-99-28. November 6. 1998). 

*^Year 2000 Computing Crisis: Readiness of State Automated Systems That Support Federal Human 
Services Programs (GAO/T-AIMD-99-91 , Febiniarj^ 24, 1999). 

■‘’For Medicaid. OMB repons on the two pi-imary sysicans that states use to administer the program: (1) the 
integrated Eligibility System, used to deteiinine whetlier an individual applying for Medicaid me«s the 
eligibility critaia for participation; and (2) the Medicaid management iirformation system (MMIS), used to 
process claims and deliver payments for services rendered. Integrated digibility systems are also often 
used to determine eligibility for other public assistance programs, such as Food Stamps. 

'“in the context of this testimony, the term states can include the District of Colmnbia and U.S, teiritories 
such as Pxieno Rico. 
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readiness infonnation was unknown in many cases. For example, according to 0MB, the 
status of 16 states’ Low Income Home Energy Assistance programs was unknown 
because applicable readiness information was not available. 
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Table 2: Reported State-level Readiness fo r Federally Supported Programs* 


Program 

Compliant*^ 

Est Compliance 
Date tefore 
August 1999® 

! Exi»^d Date of 1999 ; 
Compliance 

Unk.*' 

N/A® 

Aufi. 

Sept 

Oct. 

Nov. 

Dec. 

Qiijd Nutritimi 

4! 

1 

4 

4 

2 

0 

2 

0 

0- 

Food Stamps 

39 

0 

3 

5 

3 

4 

0 

0 

0 

Women, Infants, and 
Cliildien 

45 

0 

0 

2 

3 

3 

1 

0 

0 

Child Care 

25 

!2 

0 2 

2 

3 

0 

6 

4 

Child Support 
Enfcaeement 

23 

9 

2 

7 

4 

3 

2 

4 

^ 

Cliild Welfere 

23 

14 

I 

3 

5 

3 

0 

L 5 . _ 0 J 

Low Income Home 
Energy Assistance 
Program 

25 

2 

3 

3 

2 

0 

0 

16 

3 

Medicaid - 
Integrated Eligibility 
System 

25 

18 

0 

5 

■ 

■ 


■ 

0 

Medicaid - 
Management 
[nfisrmation System 

22 

16 

5 

4 

■ 

■ 


2 

0 

Temporary 

Assistance for 

Needy Families 

27 

15 

2 

4 

2 

1 

0 

3 

0 

Unemployment 

Insurance 

39 

0 

0 

10 

3 

0 

1 

0 

1 


®This chart wnteins readiness information from llie 50 states, (he District of Columbia, Guam, 
Puerto Rico, and the Virgin Isiands. 

^OMB defined complimit as the state or territory had determined diat its systems were able to 
provide sertdees, wliether directly or indirectly, to beneficiaries. 

°ln many cases, tire report intficated a date instead of whetlter the stete was compliant. Accordmg to 
OMB, in some cases, whUe the estima^d dates had passed, confinnation of completion had not 
been received fiorn the federal agencies. 

'^Unk. indic^es that, according to OMB, no infonnation was report by die agency. 

'^/A indicates that the states or tenntories reported dial the data requested were not applicable to 
them. 

Source; Pioctcss on Year 2Q0Q Convemiop: tOfli Quarterly Report (OMB, data received August 
13, 1999; report issued September 13, 1999). 
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The mformation in the 0MB report was gathered, but not verified, by the Departments of 
Agriculture, HHS, and Labor, based on submissions by the states and territories. As a 
result, some of the state information reported by 0MB may not be accurate or up-to-date. 
For example, in five cases, state programs cited as compliant by 0MB in its June 
quarterly report had estimated compliance dates of October 1 999 or later in its September 
quarterly report. 

Further, as we testified last month, tlie late reported compliance dates of some states are 
problematic since schedule delays or unexpected problems could well arise."^^ Indeed, 
reported schedule delays have now occurred in 8 of tlie 10 state-administered programs 
since OMB*s June 1999 report.'^'^ For ex^iple, OMB’s June report showed that three 
states l^d estimated compliance dates in the last quarter of 19^ for Food Stamps, while 
die most recent 0MB report indicates that seven states now have estimated fourth quarter 
compii^ce dates. To illustrate, the Jime 0MB report indicated that a state and a territory 
were due to be compliant in June for Food Stamps, but the September 0MB report 
indicated that the date for these entities had moved to November 1999. 

In addition to obtaining state-reported readiness information, the tliree federal 
departments are taking other actions to assess the ability of state-administered programs 
to continue curating successfully into the next century. 

Department of Agriculture: Agriculture’s Food and Nutrition Service (FNS) is 
responsible for three state-administered federal human services programs — Child 
Nutrition; Food Strips; and Women, In&nts, and Children. To obtain assurance that 
state systems are compliant, FNS' regional offices are collecting rea^ness status 
information from states as pait of their monitoring. Moreover, in J une 1999, FNS 
required its regions to provi<ite, for each program, a copy of a state lett» certifying 
that it was Year 2000 compliant or a business conrinuity and contingency plan. As of 


2000 Con^ting Challenge: Readiness of Key State-Administered Federal Prograttts (GAO/T- 
AIMD-00-9. October 6, 1999). 

’^here v/as no change in one srate-administered fed«al proipam, and !he numba- of slates with estimated 
compliance daus In the last quarttn* declined by one for a second program. 
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August 25 , 1999, FNS had received 

• 15 certifications and 6 business continuity and contingency plans for Child Nutrition; 

• 22 certifiGations and 16 busings continuity and contingency plans for Food Stamps; 
and 

• 25 certifications and 21 business continuity and contingency plans for Women, 
Infatrts, and Children. 

Althou^ agency officials instructed FNS regional offices to require state agencies for all 
three programs to prepare business continuity and contingency plans, it remains unclear 
whether all states liave adequate plans to ensiue the continuity of these programs. For 
example, a June 1 8 FNS document summarizing the agency’s review of contingency 
plans received to date noted tliat ’‘all need work. As of September 15, FNS officials told 
us that only two states had submitted suitable contingencyplaiis. FNS intends to have its 
contractor review contingency plans for those states that reported that they expected to be 
compliant after S^ember 30, 1999. 

Bepartmest ofHealth and Haiuan Services: Six ofthe 10 ^e-adminirfered federal 
human seivices programs are overseen by either one of two HHS component entities, 
HCFA or the Administration for Children and Families (ACF). As we stated in October, 
HCFA has adopted an approach that includes three rounds of on-site contractor reviews 
of states {performed in conjunction with HCFA regional and headquarters offices) using a 
standard methodology. With respect to tlie risk levels assigned to the states, as of 
October 4, 19^, 

• 4 eligibility s^lems and 5 MMlSs were assessed at high risk, 

• 1 3 eligibility systems and 8 MlVIlSs were assessed at medium risk, and 

• 36 eiigftslity systems and 40 MMlSs were assessed at low risk.^® 

^^Reporied Medicaid ycar-2000 Readmess (OAO/AIMD-00-22R, October 5, 1999). 

state risk r^tn^ based m ^ond-wmnei visits (conducted between May and September 1999), 

vriiiie 1 3 smte ri A retires in the low c^^ory are based on the results of Srst-rouad vlats b^use the smtes 
vrerc not virited in the second round. 
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HCFA’s current state risk ratings represent an overall improvement from those assigned 
after the first round of reviews, altfiough many issues continue to be unresolved at the 
states. 

To complement its system reviews, HCFA obtained another contractor to review state 
business continuity and contingency plans. In June 3999, HCFA’s business continuity 
and contingency plan contractor began reviewing the quality of state plans through either 
a desk audit alone or both a desk audit and an on-site visit. Of the 33 states and two 
territories that have been reviewed by the contractor as of October 1 , 1 999,“*^ 1 1 were 
high risk, 1 1 were medium risk, and 1 3 were low risk. 

Reading the other five HHS state-administered federal programs, ACF modeled its 
stale assessment program after that of HCFA. Table 4 shows the number of states placed 
in each risk assessment level as of October 2 1 . 


Table 4: Summary of Risk Levels as of October 21.1 999 


Rro^tun 

Nun 'ILT ft 
State Renorti 

K>'k ! c\rls 


1 High 

Medium 

' km 

ACF - Child Care 

55 

3 

16 

36 

ACF - Child Support Enforcement^ 

54 

3 . 

12 

39 

ACF - Child Welfare* 

54 

0 

14 

40 

ACF - Low Income Home Energy Assistance 
Program* 

54 

1 

16 

37 

ACF - Temporary Assistance for Keedy 

Families* 

54 

3 

9 

42 


^These programs were not evaluated for one of the U.S. territories or a territory does not 
liave die program. 

According to an ACF official, although the agency has not completed a reassessment of 
state risk latings, most state programs witli high or medium risk ratings Iiave improved 


As of October 1, 1999, 16 state business continuity and contingency plans had not been reviewed, and 2 
states had not provided their plans to HCPA. 


23 




46 


their status since the original assessment was completed (May tiutjugh September). 

Department of Labor: With respect to Unemployment Insurance, the 53 State 
Employment Security Agencies (SESAs) use their own systems to pay unemployment 
insurance compensation benefits to eligible workers and collect state unemployment 
.taxes from employers. As of November 1 , according to the Labor Department, 51 of S3 
SESAs reported that their benefits systems were Year 2000 cranpliant, while 50 of the 53 
tax systems were reported as such. 

In September 1998, Labor established a valuable tool in gauging the readiness of state 
Unemployment Insurance systems by requiring tliat all SESAs arrange for independent 
verification and validation. Based on the results of these reviews, Labor has indicated 
that the Secretary will be sending lelters to the Governors of 1 1 states considered to be in 
need of further attention coneeming their Year 2000 compliance efforts. Labor reported 
to us that it would continue to vrork aggressively witfrthe SESAs needing ferfher 
attention. 

To provide farther assurance that unempioyiuent insurance benefits will continue without 
interruption in the Year 2000, Labor has required that the SESAs develop detailed 
business continuity and contingency plats for their automated systems. According to 
Labor, a PG-based Automated Contingaicy System has been developed to peimit the 
interim payment of benefits should a Year 2000 failure occur. Labor reports that nine 
states have adopted this system as part of their contingency planning. 

MIXED YEAR 2000 PROGRESS 
IN KEY SECTORS 

Beyond the risks freed by federal, state, and local govemmmrts, the year 2000 also poses 
aseiious challenge to the public infrastructure, key economic sectors, and to other 
countries. To address these concerns, in April 1998 we recommended that the 
President’s Council use a sector-based approach and establish the effective public-private 


34 



47 


partnerships necessary to address this issue.^'^ The Coimcil subsequently established over 
25 sector-based working groups, and has been initiating outreach activities since it 
became operational last spring. In addition, the Chair of the Council has formed a Senior 
Advisois Group of rcpiT^entati\^s ftom private-sector finns across key economic sectors. 
Members of this group are expected to offer perspectives on cross-cutting issues, 
information sharing, and appropriate federal responses to potential Year 2000 failures. 

Our April 1 998 report a! so recommended diat the President's Council develop a 
comprehensive picture of the nation’s Year 2000 readiness, to include identifying and 
assessing risks to the narion's key economic sectors— including risks posed by 
international links. In October 1998 the Chair directed the Council's sector working 
groups to begin assessing their sectors. The Chair also provided a recommended guide of 
core questions that the Council asked to be included in surveys by the associations 
performing the assessments. These questions included the percentage of work that has 
been completed in the assessment, renovation, validation, and implementation phases. 

Tlie Council then began issuing quarterly public reports summarizing these assessments, 
beginning in January 1999. 

The Council’s August 1999 report stated that important national systems will make a 
successfijl transition to the year 2000 but that much work, such as contingency planning, 
remains to be done. ^ ' In particular, the Council expressed a high degree of confidence in 
five major domestic areas: financial institutions, electric power, telecommunications, air 
travel, and the federal government. For example, the Council stated that on August 2, 
federal bank, thrift, and credit union regulators reported tliat 99 percent of federally 
insured financial institutions have completed testing of critical systems for Year 2000 
readiness. 


*^GAO/AlMD-98-85. /^ril 30. 1998. 

*'The Council’s three repons are available on ils web site, wMrw.y2k.gov. The Council’s next report is due 
to be released shortly. 
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The Council had concerns in four significant areas; local government, health care, 
education, and small businesses. For example, according to the Council report, many 
school districts could move into the new century with dysiimctionai information 
technoiogy systems, since only 28 percent and 30 percent, respectively, of 
Superinlendent/Local Educational Agencies and post-secondary institutions reported that 
their mission-critical systems were Year 2000 compliant. 

- In the international arena the Council stated that the Year 2000 readiness of other 
countries was improving but remains a concern. The Council reported that the June 1999 
meeting of National Yesu' 2000 Coordinators held at the United Nations found that the 
1 73 countries in attendance were clearly focused on the Year 2000 problem but that many 
will Ukeiy not have enough time or resources to finish preparations before the end of 
1999. 

In addition to our work related to federal, state, aad local government Year 2000 
progress, we have also issued several publications related to key economic sectors. Our 
analysis has identifirf sectors that are leaders in resolving Year 2000 problems, others 
that require sustained attention because of their importance and continued risk, and a few 
that are lagging behind. In addition, variance in the level of readiness within segments of 
a sector can exist. The following are representative samples of the readiness of key 
sectors. 

Banking and Finance Sector: The banking and finance sector is considered a Year 
2000 leader. A large portion of the institutions that make up this sector are overseen by 
one or more federal regulatory agencies. In September 1998 we testified on the efforts of 
five federal financial regulatory agencies*^ to ensure that the institutions they oversee are 
ready to handle the Year 2000 problem. Regulators had made significant progress in 
assessing fire readiness of member institutions and in raising awareness on important 


^TheNatlGual Credit Unloa Administralien, the Federal Deporit Insurance Corporatioii, the Oriice of 
Thrift Stqjervision, the Federal Reserve System, and die Office of the Comptroller of &e Currency. 
^^Year2000 CompiOmg Crisis: Federal DeposUorv Institution Regulators Are Making Progress, Rut 
ChaHsTtges Rentam (GAOlT-AIMD-Sg-JOS, Septmbei- 17, 19»8), 
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issues, such as oontingeucy planning and testing. Regulator examinations of bank, thrift, 
and credit union Year 2000 activities found that the vast majority were doing a 
satisfactory job of addressing the problem. Nevertheless, regulators feoed flie challenge 
of ensuring that they were ready to take swift action to address fliose institutions that 
fatter in the later stages of correction, and to address disruptions caused by international 
and public infrastructure feilures. 

In April, we reported that the Federal Reserve System-which is insteumental to our 
nation’s economic well-being since it provides depository institutions and government 
agencies with services such as processing checks and transferring flmds and securities — 
had efrective controls to help ensiue that its Year 2000 progress is reported accurately 
and reliably.” It also was effectively managing the renovation and testing of its internal 
systems and the development and planned testing of contingency plans for continuity of 
business operations. Nevertheless, the Federal Reserve System still had much to 
accomplish before it was fully ready for January 1, 2000, such as completing validation 
and implementation of all of Its intemal systems and completing its contingency plans. 

In addition to the domestic banking and finance sector, large U.S. frnanciai institutions 
have financial exposuies and relationships with international financial institutions and 
markets that may be at risk if these international organizations are not ready for the date 
change occurring on January 1, 2000. In April, we reported” that foreign financial 
institutions had reportedly lagged behind their U.S. counterparts in preparing for the Year 
2000 date change. Officials ft;am four of the seven large foreign financial institulions we 
visited said they had scheduled completion oftheir Year 2000 preparations about 3 to 6 
months after their U.S. counterparts, but that theyplannedtocomplete their actions by 
mid-1999 at the latest Moreover, key international market supporters, such as those that 
transmit financial messages and provide clearing and settlement services, told us that 
their systems were ready for the date change and that they had begun testing with the 

2000 Computing Crisis: Federal Reserve Has Estabiished Effective Year 2000 Management 
Controls for Internal ^tems Conversion (GAO/AIMD-99-78, April 9, 1999). 

’’year 2000: Firtanci^ Institution and Regulatory Efforts to Address International Risks (GAO.’GQD-99- 
62, AptU 27, 1999). 


27 



50 


finandaJ organizatieins ftat depend on these sy^ems. We fuiflier found that seven large 
U. S. banks and securities firms {hat we visited were taking actions to address their 
. intemational risks. Finally, U.S. banking and sesarities regulators were addressing the 
international Year 2000 risks of the institutions that they oversee. 

With respect to the insurance industry, in March, we concluded that the insurance 
regulator presencein the Year 2000 area was -not as strong as that exhibited by the 
banking and securities industry.® State insurance regulators we contacted were late in 
raising industry awareness of potential Year 2000 problems, provided little.guidmce to 
regulated institutions, and failed to convey clear regulatory expectations to cranpanies 
about Year 2000 preparations and milestones. Nevertheless, the insurance industry is 
reported by both its regulatorsund by other outside observers to be gener^iy on track to 
being ready for 2000. However, most of these reports are based on self-reported 
information and, compared with other financial regidators, insurance regulators’ efforts to 
validate this infoimation generally began late and were more limited. 

In a related report, in April^^ we stated that variations in oversight approaches by state 
thsursnee regtlators also made it difficult to ascertain the overall status of the insurance 
industiy’s Year 2000 readiness. Wc reported that the magnitude of insurers’ Year 2000- 
related liability exposures could not be estimated at that time but that costs associated 
with these ejqrosraes could be substantial for some propeity-casualty insurers, 
partioolarlythose concentrated, in commercial-market sectors. In addition, despite efforts 
tomitigate potential exposures, the Year 2000-related costs that may be incurred by 
insurers would remaiQ uncertain until key legal issues and actions on pending legislation 
were resolved. 

Telecommunications: In September, we reported that basic network services are 
unlikely to be immediately disrupted by Year 2000-relaled problems if networks are left 


^Imurancs Indmlry: -Regttlaiers Me lass A Clive in Sncoitr aging and Vaiidating Year 2000 Preparedness 
(OACm-<3QD-9»-56, March. M, 1999). 

^^Year 2000: State Insurance Regulators Face Challenges in Determining Industry Readiness 
(GAO/QGD-9S-87, April 30, 1999). 
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unremediated, according to experts who have been tracking and studying the 
telecommunications industry’s Year 2000 risks.^* However, telecommunications carriers 
could still experience problems with network maintenance, service billing, or operator 
inter&oes, such as incorrect date or day-of-week displays. We also said that major U.S. 
public telecommunications carriers reported making good progress in remediating their 
networks and supporting systems in order to prevent these types of Year 2000-ielated 
problems. Less infommtion was available on the status of medium and small carriers but 
efforts to collect more data on tiiese carriers were ongoing. 

From an international telecommunications perspective, in July 1999, the Network 
Reliability and Interoperability Council rqjorted that while countries around the globe 
continue to make progress, their efforts— with some exceptions-4iave not matched the 
pace of efforts in the United States and Canada. Regions considered to be at high risk 
were Central and South America (including Mexico), the Indian sub-continent, Sub- 
Sahara Africa, Rastem Europe, the Middle East and North Africa (excliufrng Israel), and 
Asia Pacific. The Network Reliability and Interoperability Council cautioned, however, 
that the information available was limited and varied in its view from source to source. 
Moreover, the results of the assessment varied widely within each region. For example, 
while Asia Pacific is considered to bo a region of high risk, some nations wifiiin that 
regjon, such as Australia, are considered to be at low risk. 

Energy Sector; As we testified last week, while progress had been made in making the 
nation’s nuclear power plants and fuel processing facilities Year 2000 ready, some risk 
remained.® At particular risk were the two plants that do not yet have their non-safety 
systems ready, especially the one with a completion date scheduled for more than 30 days 
from now. Similarly, the four nuclear fuel fedlities dial were not Year 2000 ready by 
September 1, 1999, raise concern. Likewise, not knowing the current Year 2000 status of 
all 14 decommissioned plants with spent fuel also raised concern. Finally, the lack of 


’“rear 2000 Compsting Crisis: Readiness the Telecommunications Industry (GAO/AIMD-99-293, 
September 30, 1^9). 

^Y2K Computing Challenge: Nuclear Rawer Industry Reported Nearly Ready; More Risk Reduction 
Measures C<m Be Ttdten (GAO/r-AIMD4)0-27, October 26, 1999). 
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mformatioiKHi two key issues — ind^endent reviews of Year 2000 testing and 
emergency Year 2000 exercises— -and the lack of requirements for Pay One planning 
increases fee Year 2000risktotlie nuclear power industry. 

To fiitlher reduce risks, we pointed out that the Nuclear Regalatory Commissiem (NRC) 
and the nuclear power industry could still take specific actions to ensure Year 2000- 
related plant safety. 

• First, NRC should evaluate and report on die Year 2000 status of ai! decommissioned 
plants with spent fitel status that previously r^orted that they were not Year 2000 
ready. 

• Second, NRCshouId survey die 1 03 operational nuclearpower plants to gain an 
understanding of what independent reviews were completed. Based on this 
infoimation, NRC should then identily plants that may need additional reviews. 

• Third, NRC should obtain information on the scope and extent of nuclear power 
plants’ emeigenoy exercises, and whether these exeicises have incorporated Year 
2000 scenarios. 

• Finally, NRC should ensure that all nuclear fedlWeg have developed Day One plans. 

In April, we reported that while the electric power industry had concluded diat it had 
made substantia! progrras in making its ^sterns and equ^ment ready to continue 
operations into die year 2000, significant risks remained since many reporting 
organixations did net expect to be Year 2000 ready within the June 1999 indnstty targrt 
date.** We therefore suggested that the Department of Energy (1) work with the Electric 
Power Working Group to ensure that remediation activities were accelerated for the 
utilities that expected to miss the June 1999 dradline for achieving Year 2000 readiness, 
and (2) encourage state regulatory mility commissions to require a fell public disclosure 
of Year 2000 readiness stams of entitles ttansmittk^ and dtstributing electric power. 


^Tsar 3690 Coaipsthtg Crisis: Re&tiimss of the Electric Power JruhsO^ (GAO?AIMD-e9-t 1 4, April 6, 
1999). 
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Subsequent to our report, on August 3, 1999, flie North American Electric Reliability 
Council leleased its fourth status report on electric power systems. This report disclosed 
fliose organizations that were Year 2000 ready or Year 2000 ready with limited 
exceptions. According to the Council, as of June 30, 1999, 251 of 268 (94 percent) of 
bulk electric organizations were Year 2000 reidy or Year 2000 ready witf! limited 
exceptions.®' In addition, this report stated that 96 percent of local distribution systems 
were rqiorted Year 2000 ready.®^ The North American Electric Reliability Council 
stated that the mfijrmation it uses is principally self-reported but that 84 percent of the 
orgmiizations reported that their Year 2000 prog-ams had also been audited by internal 
and/or external auditors. 

In May we reported®^ that while the domestic oil and gas industries had reported that they 
had maite substantial progress in making their equipment and systems ready to contiaue 
operations into the year 2000, risks remained. For example, although over half of our oil 
is imported, little was known about the Year 2000 readiness of ijieign oil suppliers. 
Further, while individual domestic companies reported that they were developing Year 
2000 contingency plans, there were no plans to perform a national-level risk assessment 
and develop contingency plans to deal with potential shortages or disruptions to the 
nation’s overall oil and gas supplies. Wc suggested that the Council’s oil and gas 
worldDg group (1) work with industry associations to perform national-level risk 
assessments and develop and publish credible, national-level scenarios regarding the 
impact of potential Year 2000 Mures, and (2) develop national-level contingency plans. 

The results of fe latest oil and gas industry survey were provided at the October 2 1 
Federal Energy Regulatory Commission Technical Conference. This survey found tliat 

®’The North America Electric Reliability Council reported that 64 of these oiganizaijoiis had exceptions 
but that it rtteHevea that the work schedule provided to complete these excepdon items in the next few 
monUis r^resanfe a prudent use of resources and does not increase risks associated vdth reliable electric 
service into the Year 2000.” 

’‘’This was based on the percentage of the total megawatts of the systems ratted as Year 2000 ready by 
investor-owned, pubfic power, and cooperative orgamzations. The report did not identify the number of 
iocai distributton organizatioijs that reported thts th^ were Year 2000 ready. 

206B Computing Crisis: Readinsss of the Oii and Gas Industries (QAO/AiMD-99-162, May 19, 

1999). 
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?2 paroent of oii and gas companies’ biAess systans, 93 paroait of fteir embedded 
systems, and S3 percent of their supply chain were Year 2000 ready. In addition, the 
survey found that 90 percent of foe oil and gas companies had oontingwiey plans in place, 
and 77 percent had tested them. 


Transportation Sector; A key component of the nation’s transportation sector are 
airports. In January we reported on our survey of 413 airports, finding that while foe 
nation’s airports were making progress in preparing for foe year 2000, such progress 
varied.®* Of the 334 airports responding to our survey, about one-third reported that they 
would ccanplete their Year 2000 preparatsons by Jane 30, 1999. The other two-thirds 
either planned on a later date or failed to estimate any completion date. Moreover, about 
half of foe airports in our survey did not have contingency plans for any of 14 core airport 
functions. Although most of those not expecting to be ready by June 30 were small 
airports, 26 of them were among the nation’s largest SOaitports. 

Mote recently, we testified in Sqjtembet on the Year 2000 iafonnatitMi collected by the 
Federal A viatiou Administration on 113 U.S. airports.®® According to FAA’s information 
at that foim, about 20 percent of foe 1 13 aiiports reportol that they had completed their 
Year 2000 preparalicma. Another SSpercentestimatedthatfoey would complete Year 
2000 efforts by September 30, aid foe remaining 22 pement eillier planned on a later date 
or did not provide an estimated completion date. Among the group planning to complete 
foelr Year 2000 efforts a&r September 30 but by November 30 were five of fee nation’s 
lai^est mtemational airports. 

Just 2 days agO; foe Department of Transportation announced that none of foe 565 
airports regulated by FAA had been found to have Year 2000 problems that will affect 
their ability to meet regulatory safety requirements — which would include airfield 
operations such as aircraft rescue and firefighting response but not .ground transportation 


^year 3000 Computing Crists: Status Airports ' Efforts to DeaJ With Date Change ProNem 
fOACVRCEDrAIMD-99-57, Jai»Kry2S, 19S9). 

“CTAO/T-ABffl>,99-2M, Septembers, 1999. 
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systems. To make this assessment, FAA determined whether aiqjort operators had taken 
the necessary measures to ensure diat such systems were Year 2000 compliant or had 
developed an alternate means for complying wWi these requirements. For example, in 
the case of runway and taxiway lighting, FAA required that an airport operator ensure 
tlmt computers used to control these lights were Year 2000 compliant or that control of 
the lights could be performed manually. 

Another essential element m this sector is the readiness of airlines. Accordii^ to FAA’s 
ioforraation at the time of our September testimony, about 33 percent of 146 airlines 
reported that their systems were Year 2000 compliant. Another 35 percent planned to 
conqtlete their Year 2000 efforts by September 30, and the remaining 32 percent eitiier 
planned on a later date or did not provide any date. Among the group planning to 
complete their Year 2000 work after September 30 but by December 31,1 999 were four 
of the nation’s major airlines. 

Education; On September 21, we reported on the Year 2000 readiness status of 25 large 
school districts, showing that much work remained.^ Of the 25 school districts surveyed, 
7 reported that all of their systems that sipport mission-critical business functions were 
Year 2000 compliant. Two districts reported that their mission-critical systems would he 
Year 2000 compliant by the end of September. The remaining 16 districts repotted that 
their systems would be ready by the last quarter of 1 999 or later, including nine reporting 
that compliance would be achieved after November 30, 1999. 

More recently. Education completed surveys of a random sample of 1 ,200 school districts 
and 1 ,600 postsecondary institutions during the first week of October. Regarding the 985 
school district respondents, (1) 64 percent reported that all mission-critical systems were 
compliant, (2) 96 percent expected that all of theh mission-critical systems would be 
compliant by January 1, 2000, (3) 65 percent reported that contu^enoy plans were 
completed, and (4) 83 percent expected that contingency plans would be completed by 


^Reported Year 2000 iY2K0 Readiness Status of 22 Lioge School Dislricts (GAO/AIMD-99-296R, 
S^tember 21, 1999). 
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Jaaoaiy 1. For the 1,352 postseoadaiy instiftrtioas re^onifcnts, (1) 61 percent reported 
that all missian-orilioal systems were compliant, (2) 97 percent expected that all of their 
mission-iaitioal systems would be compliant by Jarmary 1 , 2000, (3) 73 percent reported 
that contingency plans were complete4 and (4) 8S percent expected that contingency 
plans would be completed by lanuaty 1 . 

Health Care Sector; Ihis sector, which includes health care providers (such as hospitals 
and emergency health care services), insurers (such as Medicare and MedicaidX and 
Homedical equipment, is not as far along in its readiness as other sectors. In July we 
reported® diat HCFA had taken aggressive and compieheiBive outreach action with 
regard to its over 1 . 1 million health care providers that administer services for Medicare- 
insured patients.*® Despite these efforts, HCFA data showed fliat provider participation 
in its outreach activities had been low. Our July report also found that although many 
surveys bad been completed in 1999 on flie Year 2000 readiness of health care jKoviders, 
none of the 1 1 surveys we reviewed provided sufficient information with which to assess 
the Year 2000 status of the health care provider communi^. Each of the surveys had low 
response rates, and several did not address critical questions about testing and 
contingency planning. 

To reduce tire risk of Year iOOO-related failures k the Jifcdicare provider oonnnunity, oir 
July report su^ested, that HCFA consider, for exaraple, using additional outreach 
methods, such as public service announcements, and set milestones for Medicare 
contractors for teting with ptovittes. We also made suggestions to the President’s 
Council sm Year 2000 Conversion’s healthcare sector working including a 
suggestion to consider working with associations to publicize those providers who 
respond to firture surveys in order to increase survey response rates. 


“’year 2000 Computer Crisis: Stafus of Medicare Providers Unknown {GACyAIMD=99-243, July 2S, 
1999). 

^“Examples, of such providers are Iro^iiais, laboratories, pliysiciaas, and nursing/long-tenn care 

fecUities. 
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Of Medicare’s 39 mUIion beneficiaries, about 6.9 million are enrolled in 383 managed 
care organi 2 ations. We testified in September that HCFA, with assistance from a 
contractor, performed a risk assessment of 425 managed care organizations’^^ using 
certification statements and associated qualifications, and other criteria.^'^ HCFA’s June 
1 999 risk assessment concluded that 94 managed care organizations were high risk (22 
percent), 314 were m^um risk (74 percent), and 1 7 were low risk (4 percent). Also, as 
of September 2, 1 999, HCFA had received business continuity and contingency plans 
from 3 1 0 of the 383 managed care organizations. Its review of tihese 310 plans concluded 
that 69 percent needed maj or improvement, 1 8 percent needed minor improvement, and 
13 percent were reasonable. 

Witib respect to biomedical ^uipment, on June 10 we testified^’ that, in response to cxtr 
September 1998 recommendation, HHS, in conjunction with the Department of 
Veterans Affairs, had established a clearin^ouse on biomedical equipment. As we 
recently testified, as of October 4,1 999, 4,288 biomedical equipment manufacturers had 
submitted data to the clearinghouse.^^ About 61 percent of these manufactuiers reported 
having products that do not employ dates and about 8 percent (342 manufiictureis) 
reported having date-related problems siu:h as an incorrect display of date/time. 

According to the Food and Drug Adininistiation, a component agency of HHS, the 342 
manufacturers reported 1,035 specific products with date-related problems. However, 
not all compliance information was available on the clearinghouse because die 
clearinghouse rdferred the user to 429 manufectuiers’ web sites. Acojrdii^ly, we 
reviewed the web sites of these manufacturers and testified in October that we fburul a 


^Sicce Jub^ 1999, tiie number of managed care OTganizadons decreased &om 43S to 383, because 52 leit 
the Medicare program while 10 new managed care organiTations joir^d. 

™GAO/r-AIMD-99-299, September 27, 1999. 

’‘Fear SOOO CompiOing CitallmgR: Concerns About Compliance Ir^ormatlon onBiomedical Equ^ment 
(GAO/T-AIMD-99.209, June 10. 1999). 

^Year 2000 Computif^ Crisis: Compliance Status of Many Biomedical Equipment Items Still Unknown 
(GAO/AIMD-98-240, September 18, 1998). 

^Year 2000 Computing Challer^: Compliance Status Information on Biomedical Equipment (GACVT- 
AIMD-00-26, October 21, 1999). 
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total of 32,598 products.’'* Of these products, 17,505 were reported as not employing a 
date, 9,585 were reported as compliant, 4,053 were shown as not compliant, and the 
compUanoe status of 1,455 was unknown. 

In addificsi to the establishmrat of a clearinghouse, our September 1 998 report” also 
recommendedthat HHS and the Department of Veterans Affeirs take prudent steps to 
jointly review mantriactarers’ test resalts for oritioal oare/life suppOTt biomedical 
equipment We were especially concerned that the departments review test results for 
equipment previously deemed to be noncompliant but now deemed by manufacturers to 
be compliant, or equipment for which concerns about compliance remained. In May 
1999, die Food and Drug Administration, annotaiced that it planned to develop a list of 
•critical care/life siqsport medical devices and the mamifooturers of these devices, select a 
sample of manufeoturers for review, and hire a contractor to develop a program to assess 
manu&ctureis’ activities to idrarti^j and correct Year 2000 problems for fhese medical 
devices, jta addition, if the results of this review indicated a need for flnther review of 
manufocturer activities, the contractor would review a portion of the remaining 
manufacturers not yet reviewed. 

The Food and Drug Administration identified 90 types of products that it refers to as 
computm-controiled, potentially high-risk devices, and identified ®)3 manu&ctoring sites 
that produce equipment sold in the United States. Of these sites, a Food and Drug 
Administration contractor completed 80 site visits and had prepared 62 assessment 
reports. We reviewed 25 manufacturer site visit reports that were completed by foe 
exammers and available to us as of S^ember 10, 1999. For 20 offoese assessments, the 
examiners’ assessed concern was low. At the 5 remainii^ manufacturers’ sites, foe 
examiner foundat least one item of moderate concern, such as test planning and 


’’Because of Hmitattoos in many of the maonfaemrers web sites, anr ability to determine the total number 
of biomedical equipment products reported and their compliance status was impaired. Accordingly, the 
actual number of pinducts mported the maaufachaers could be significantly higher than file 32,598 

modnets that we counted. 

“GAO/AIMD-9S-240, September IS, 1998. 
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procedures. According to the survey project manage^ the areas identified in the site visit 
reports as medium risk do not constitute a risk to patient health or safety. 

in testimony oa October 28/® we also reported on the results of a Department of Veterans 
Affairs survey of 5 17 corapanies classified as ‘pharmaceutical firms,” ‘pharmaceutical, 
other firms,” and “medical-surgical firms.” Asof August 1, of the 186 “pharmaceutical 
firms” that resprmded to the survey, 30 percent reported that fiiey were Year 2000 
compliant. Of the 72 ‘pharmaceutical, other firms” that responded to the sinvey, 39 
percent were con^liaiit. Finally, of the 259 “medical-surgical firms” that responded, 56 
percent reported that they were compliant. 

International: In addition to the risks associated with the nation's key economic sectors, 
one of tihe largest andmost rmcertain area of risk relates to the global nature of the 
problem. On October 21, we testified that through its leadership of the Presidei^’s 
Council ’ s International Relations Working Group, the State Department 1ms worked to 
increase awareness of fiie Y ear 2000 problem throughout the world, collected and slmred 
information oathe problem with other federal agencies and fereign nations, and 
encouraged the remediation of faulty computer systems, Similarly, we. found that the 

U.S. Agency for International Development had devoted resources to assessii^ what 
Year 2000 problems could occur at many of its worldwide missions and on projects that 
it has fimded that are currently underway within.the countries where these missions are 
located. The collective efforts of State and the U.S, Agency for International 
Development to analyze intemational Year 2000 readiness have shown that some 
countries will simply not make their Year 2000 deadlines and, in fact, are likely to suffer 
disruptions in critical infrastructure-related services such as power, water, and finance. 

The impact of Year 2000-induced feilures in foreign countries could advwsely affect the 
United States, particularly as it relates to the si 5 )ply chain. To address the international 


’^GAO/T-AIMD-00.39, October 28,1999. 

’’Tear 2000 Computing Chalisnge: State and USAID Need to Strengthen Business Continuity Planning 
(GAO/r-AIMD-00-23, October 21, 1999). 
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supply chain issue, in January 1999 we suggested’* that the President’s Ckrtmcil on Year 
2000 Conversion prioritize tmde and commerce activities that are critical to tlie nation’s 
well-being (e.g., oil, food, pharmaceuticals) and, woricing with the private sector, identify 
options for obtaining these materials through altsmative avenues in the event that Year 
2000-iDduced Mures in the other country or in the transportation sector prevent these 
items ftom reaching the United States. In commenting on this suggestion, the Chair 
stated that the Council had (1) worked widi federal agencies to identify sectore with the 
greatest dependence on intemationai trade, (2) held mdiistty roundtable discussions with 
the phannaceufjeal and food supply sectors, and (3 ) hosted bilateral and trilateral 
mestinp with the Council’s coanterparts in Canada and Mexico — (he United States’ 
largest trading partaers. 


In stanmary, while much improvement has been shown, additional work remains at the 
national, federal, state, and local levels to etista-e that major service disrvptions do not 
occur. Specifically, remediation must be completed, end-to-end testing peribrmed, and 
business continuity and contingency plans and Day One strategies developed and 
validated. Similataotionsremamto becompletedbythenation’skeysectors. Whether 
the United States successfully confronts the Year 2000 challenge will largely depend on 
the success of federal, state, and local govemments, as well as the private sector working 
togefiier to complete these actions. Accordingly, strong leadership and paifnei^ps must 
be maintained to ensure that the needs of the public are met at the turn of the century. 

Ms. Chairwoman, Mr. Chairman, this concludes my statement. I would be pleased to 
respond to any questions that you or other niemhers of the Subcommittees may have at 
this time. 

Contacts 

For information about this testunony, please contact Joe] Wiilemssen at (202) 5 i 2-6253 
or by e-mail at mUfiiasssniaiind®Muffiv. 


''GAO/T-AlMD-99-50, January 20, »9?. 
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GAO REPORTS AND TESITMONY ADDRESSING THE YF.AR 7.000 CRISTS 


Overall Year 2lM)0 Issues 

Year 2000 Computing Challenge: Federal Govemmeirt Making Progre ss B ut CiUical 
Issues Must Still Be Addressed to Minimize Disruptions (GAO/T-AIMD-99- 144, April 
14, 1999) 

Year 2000 Computing Crisis: Additional Work Remains to Ensure Delivery of 
CriticalServices (GAO/T-AIMD-99-143, April 13, 1999 ) 

Hah-Risk Series: An Update rGAQ/HR-99- 1 . January 1999) 

Year 2000 Computing Crisis: Readiness Improving, But Much Work Remains to Avoid 
Major Disruptions (GAO/T-AIMD-99-50, January 20, 1999) 

Year 2Q0Q Computing Challenge: Rea d iness Improving. But Critical Risks Remain 
(GAO/T-AIMD-99-49, January 20, 1999) 

Year 2000 Computme Crisis: Actions Must Be Taken Nowto Address Slow Pace of 
Federal Progress (GAO/T-AIME-98-205, June 10, 1998) 

Year 2000 Computing Crisis: Potential For WidespreadDisniption Calls For Strong 
Leadership and Partnerships (GAO/AIMD-98-85, April 30, 1998) 

Year 2000 Computing C ri sis: Strong Leadership Needed to Avoid Disruption of 
Essential Services (GAO,'T-AIMD-98-n7, March 24, 1998) 

Year 2000 Computing Crisis: Strong Leadership and Effective Public/Private 
Coopei-ation Needed to Avoid Major Disruptions (GAO/r-AIMD-98-IOl, March 18, 
1998) 

Year 2000 Computing Crisis: Success Depends Upon Strong Management and 
Structured Approach. fGAO/T-AIMD-97-173. September 25, 1^7) 

Year 2000 Computing Crisis: Time is RuTmin 2 Out for Federal Agencies to Prepare for 
the New Milleimium rGAO/T-AIMD-97-129. Juiv iO, 1997) 

Year 2000 Computing Crisis: Risk of Seri ous Disruptioa to Essentia l Government 
Functions Calls for Agency Action Now (GAO/T-AIMD-97-52, February 27, 1997) 

Year 2000 Computing Crisis: Strong Leadership Today Needed To Prevent Future 
Disruption of Government Sei-vices ( GAO/T-AIMD-97-5 1 . February 24. 1997) 
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Year 2000 Computing Crisis: Natiorai Credit Union Administration's Efforts to Ensure 
Credit Union Systems Are Year 2000 Conroliant (GAO.T’-AIMD-9S-20, October 22, 
1997) 


Telecomnnmicalions 


Year 2000 Competing Crisis: Readiness of the Teiecocimunicatioiis Industn' 
(GAO/AIMD-99-293, September 30, 1999) 

GSA’a Effort to Develon Year 2000 Business Continuity and Cnntingeacv Plans for 
Telecommumcations Systems (GAO/AIMD-99-201R, June 16, 1999) 

Year 2000 ComDUting Crisis: Telecoitimunications Readiness Critical. Yet Overall 
Status Largely TJtiknnvm (GAO,T-AIMI>-98-212, June J 6, 199S) 


Power Generatioa and. Distribution 

Y2K Computing Challenge: Nuclear Power Industry Reported Nearly Ready; More Risk 
Reduction Measures Can Be Taken (GAO/T-AIMCD-00“27, October 26, 1999) 

Year 2000 Computing Crisis: Readiness of the Oil and Gas Industries (GAO/AIMD-99- 
162, May 19, 1999) 

Year 2000 Computing Crisis; Readiness of the Electric Power Industry (GAO/AIMD- 
99-114, April 6, 1999) 

Year 2000 Readiness: NRC's Proposed Approach RegardinrNucIear Powemlants 
(GAO/AIMD-98-90R, March 6, 1998) 


Safety and Emergency Services 

Year 2000 Computing Challenge: KBI Needs to Comnlete Business Continuity Plans 
(GAO/AlMD-00-11, October 22, 1999) 

Year 2000 Computing Challenge: PEA Has Developed Plans and Established Controls 
for Business Continuity Planning (GAO/AIMD-00-8, October 14, 1999) 

Emergency and State and Local Law Enforcement Systems: Committee Questions 
Conceming Year 2000 Challenges (GAO/AIMD-99-247R, July 14, 1999) 
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Year 2000 Comgutins Chaitenae: States of Eniergenev and State and Local Law 
Enforcement Systems Is Still ITntoo'cm fGAQ/T-AlMD-99-lffl. Ayrii 29. 1999) 

Y ear 20(M} Corogutinc Crisis: Status of Bureau of Prisons* Year 2000 Efifarts 

(GAO/AIMD-99-2,% Jamwyn 1999) 


Water 


Year 2000 Computing Crisis: Statasofflie Water )ndtKtry fOAO/AIMD-99-151. Ajm! 
21, 1999) 


TraasportatioE 


Year 2000 Camoutiag Challenge: FAA Coatfages to Make Imonrtattt Strides. But 
Vulnerabilities Renain (GAO/T-AIMD-99-285, S^jtaiAiei 9, 1999) 

Year 2000 Coragatiag Crisis: FAA Is Making Progress Bnt lincoitant ChaHegges 
Remain (OAO/T-AJMD/RCED-99-1 18, Mmch 15. 1999) 

Year 2000 Comoaticg Crisis: State of Aanorts* Eflbfte to Deal With Pate Change 
Ptohlem (GAO/RCED/AMD-99-57, Jannaiy 29, 1999) 

Status Infor m ation: FAA's Year2000 Bus in ess Continaitv aid Contiageticyflanning 
Efforts Are Ongoiiig (GAO/A1MD-99-40R. Decembei- 4. 1998) 


Responses to Otiestims on FAA's Comnater Securitv and Year 2000 Program 
(GAO/A1MD-98-301R, September 14, 1998) 

FAA Systems: Serious Challenges Remain in Resotviag Year 2000 and Comgpter 
Sestrrity Ptobleras (GAO/T-AIMD“9S™251, Aagast 6, 199S) 

Air Traffic Coairol: FAA Plana to Replace Its Host Computer Swtem Beeaiise Future 
AveitobiKty CaasKit Be Assured fGAO/AIMD-98-138R. May 1, 1998) 


(OA<yr-AlMB-9g.43, February 4, 1998) 


FAA Computer Systems: limited Progress on Year 2000 Issue Increases Risk 
PtamatimliY tOAOtAIMD-gg^S- Jamiary 30, 1998) 
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Health 

Year 2000 Computiag Challenge: ComoHance Status Information on Biomedical 
Equipment (GAO/T-AIMD-00-26, October 21, 1999) 

Reported Medicaid Year 2000 Readiness (GAOiAIMD-00-22S, October 5, 1999) 

Year 2000 Computing Challenge: HCFA Action Needed to Address Remaining 
Medicare Issues rGAO/T-AlMD-99-299. September 27, 1999) 

Y^ 2000 Computing Crisis: Status of Medicare Providers Unknown (GAO/AIMD-99- 
243, My 28. 2999) 

Year 2000 Computing Challenge: Copcems About Ctnnpliance hifomaation on 
Biomedical Equipment (GAO/T-AIMD-99-209, June 10, 1999) 

Ye^^ 2000 ComnMna Challenger Much Biomedical EQuipmeot Status Information 
Available. Yet Concerns Remain (GAQ/T-A2MD-99-197. May 25. 1999) 

Year 2000 Conmutir^ Crisis: Readiness of Medicare and die Health Care Sector 
(GAO/T-AIMD-99-160, Apiil 27, 1999) 

Year 2000 Computing Crisis: Action Needed to Ensure Contmned Delivery of Veterans 
Benefits end Healdi Care Services <'GAQ/T~AIMD-99 B6. April 15, 1999) 

Year 2000 Computing Crisis: Readiness Status of the Department of Health and Human 
Services fGAQ/T-AIMP-99-92' February 26, 1999) 

2000 Computing Crisis: I^fedicare and the Delivery of Health Services Are at Rkk 
(GAO/T-AIMD-99-89, February 24, 1999) 

Medicare Conpjuter Systems: Year 2000 Challenges Put Benefits and Services in 
Jeopardy (GAO/AIMD-98-284, September 28, 1998) 

2000 Computing Crisis: Leadership Needed to Collect and Disseminate Critical 
Biomedical Kqutpment Information fGAOA'-ATMD-98-310. September 24, 1998) 

Year 2000 Computing Crisis: Compliance Status of Many Biomedicai Equipment Items 
Stili Unknown (GAO/AlMD-98-240, September 18, 1998) 

Veterans Health Admmi^atiop Facility Systems: Some Progress Made In Ensuring 
Year 2000 Compliance. But Challenges Remain YGAO/AIMD-PS-SIR. November?, 
1997) 
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Medicare Transaction System: Success Depends Upon Correcting Critical Manaaeriai 
and Teclmieal Weaknesses {GAO/AIMD-97-78, May 16, 1997) 

Me dicare Transaction Syste m: Serious Managei-ial and Technical Weaknesses Tlireaten 
Moderm£ation f'GAO/T-AIMD-97-91, May 16, 1997) 


Revenue Collectioii 

IRS’ Year 2000 Efforts: Actions Are Under Wav to Help Ensme Thai Conlingenicv Plans 
Ate Complete and Consistent l'GAO/GGD-99-176, September 14, 1999) 

Year 2000 Commiring Crisis: Customs is Mating Good Progress (GAO/T-AIMD-99- 
225, June 29, 1999) 

Tav Aflministrabnn: TRS’ Fiscal Year 2000 Budget Request and 1999 Tax Filing Season 
{QAO/T-GGD/AlMD-99- 140, April 13, 1999). 

Year 2000 Computing Crisis: Customs Has Estabiished Effective Year 2000 Program 
Controls (GAO/AIMD-99-37, March 29, 1999) 

IRS' Year 2000 Efforts: Status and Remaming Challenges (GAO/r-GGD-99-35, 
February 24, 1999) 

Year 2000 Computing Crisis: Customs Is Effectively Manasiag Its Year 2000 Program 
(GAO/T-A1MD-99-S5, February 24. 1999) 

Internal Revenue Service: Impaet of the IRS Restructuring and Reform Act on Year 
2000 Efforts (GAO/GGD-98-1S8R. August 4, 1998) 

IRS' Year 2000 Efforts: Business Continiiitv Planning Needed for Potential Year 2000 
System Failures {GAO/GGD-98-138, June 15, 199S) 

IRS' Year 2000 Efforts: Status and Risks (GAO/T-GGD-98-123, May 7, 1998) 

Tax Administration: IRS’ Fiscal Year 1999 Budget Request and Fiscal Year 1998 Filing 
Season (GAO/T-GGD/AIMD-98-1 14, March 31, 1998) 


Benefit Payments 

Year 2000 Comnutigg Challenge: Update on the Readiness of the Department of 
Veterans Afiairs (GAO/T-AIMD-OOGO, October 28, 1999) 
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total of 32,598 products.’'* Of these products, 17,505 were reported as not employing a 
date, 9,585 were reported as compliant, 4,053 were shown as not compliant, and the 
compUanoe status of 1,455 was unknown. 

In addificsi to the establishmrat of a clearinghouse, our September 1 998 report” also 
recommendedthat HHS and the Department of Veterans Affeirs take prudent steps to 
jointly review mantriactarers’ test resalts for oritioal oare/life suppOTt biomedical 
equipment We were especially concerned that the departments review test results for 
equipment previously deemed to be noncompliant but now deemed by manufacturers to 
be compliant, or equipment for which concerns about compliance remained. In May 
1999, die Food and Drug Administration, annotaiced that it planned to develop a list of 
•critical care/life siqsport medical devices and the mamifooturers of these devices, select a 
sample of manufeoturers for review, and hire a contractor to develop a program to assess 
manu&ctureis’ activities to idrarti^j and correct Year 2000 problems for these medical 
devices, jta addition, if the results of this review indicated a need for flnther review of 
manufocturer activities, the contractor would review a portion of the remaining 
manufacturers not yet reviewed. 

The Food and Drug Administration identified 90 types of products that it refers to as 
computm-controiled, potentially high-risk devices, and identified ®)3 manu&ctoring sites 
that produce equipment sold in the United States. Of these sites, a Food and Drug 
Administration contractor completed 80 site visits and had prepared 62 assessment 
reports. We reviewed 25 manufacturer site visit reports that were completed by foe 
exammers and available to us as of S^ember 10, 1999. For 20 offoese assessments, the 
examiners’ assessed concern was low. At the 5 remainii^ manufacturers’ sites, foe 
examiner foundat least one item of moderate concern, such as test planning and 


’’Because of Hmitattoos in many of the maonfaemrers web sites, anr ability to determine the total number 
of biomedical equipment products reported and their compliance status was impaired. Accordingly, the 
actual number of pinducts mported the maaufachaers could be significantly higher than file 32,598 

modnets that we counted. 

“GAO/AIMD-9S-240, September IS, 1998. 
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Sociri Seeimlv Adminblration: Significant Progress Made in Year 2000 Effort. Bat Ksv 
Risks Remain {<3AO/AIMD-9S-6, OctiAer 22. 1997 ) 

Ve terans Affairs Comouter Systems: Action Underway Yet Mush Work Remains to 
Resolve Year 2000 Crisis fGAO/T-AIMD^97-i 74, Sepiembsr 25. 1997) 

Veterans Benefib Comontar Systems: UiiintenuBted Deii-very of Benefits Depends on 
Timeiv Coroction of Year-2000 Probiems (GAO/T-AJMD-97-U4, June 26, 1997) 

Veterans Benefits Comcuter Systems: Risks of VBA's Year-2000 Efforts 
(QAO/AIMD-97-79, May 30, 1997) 


National Security 

Year 2000 Computing Challenge: State and USAID Need to Strengthen Business 
Continuity Planning (GAO/r-AIMD-00-25. October 21. 1999) 

Defense CommUers: POD Y2K Functional End-to-Emi Testing Progress and Test Event 
Management (GAO/AlMD-00-12, October 18, 1999) 

Nuclear Weapons: Year 2000 Status of the Nation's Nuclear Weapons Stacktiile 
(GA0«.CE04I9-272R, August 20, 1999) 

Defense Computers: N&nageaieat Controls Are Critical To Effective Year 2(KW Testing 
{OAO/AIMD-99-172, lime 30. 1999) 

Year 2000 Computing Crisis: Defense Has Marie Progress. But Additional Management 
Controls Are Needed tCTAOyT-AlMD-99- i 01 . Maiuli 2. 1999) 

Defense Infoimation Manaaemeat: Continuing Implementation Challenges HidiMght liie 
Need for lintDrovement (GAO/T-AlMD-99-93, February 25, 1999) 


(GAO/AlMD-99-52Ii, January 29, 1999) 

Year 2000 Comnuting Crisis: State Department Ne eds To Make Fundament al 
Imorovementg To Its Year 2000 Program (GAO/AIMD-98-162, August 28, 1998) 


Defense Computers: Year 2000 Computer Probleios Put Naw Operations At Risk 
(GAO/AIMD-98-IS0, June 30, 1998) 


Defense Computers: Atmv Needs to Greatly Strengthen te Year 2000 Program 
(OAO/AIMD-98-53, May 29, 1998) 
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Defense Computers: Year 200 0 Computer Problems UiieateinDOD Operations 
(OAO/AIMD-98-72, April 30, 1998) 

Defense Co mputers: Air Force Needs to Strengthen Year 2000 Oversight (GAO/AEWD- 
98-35, January 16, 1998) 

Defense Computers: Technical Sirooort Is Key to Naval Supply Year 2000 Success 
(GAO/AIMD-98-7R, October 21, 1997) 

Defense Computers: LSSC Needs to Confront SiFnifrcapt Year 5000 Issues 
(GAO/AIMD-97-149, September 26, 1997) 

Defense C o mputers: SSG Needs to Sustain Year 2000 Progress (GAO/AIMD-97-120R, 
August 19, 1997) 

Defense Computers: Improvements to POD System s Liventorv Needed for Year 2000 
Effort tGAO/AIMD-97-1 12. August 13, 1997) 

Defense Computers: Issues Confronting DLA in Addressing Year 2000 Problems 
(GAO/AIMD-97-106, August 12, 1997) 

Defense Computers: DFAS Faces Challenges in Solving the Year 2000 Problem 
(GAO/AIMD-97-1I7, August 11, 1997) 


Other Government Services 

Year 2000 Computing Challenge; Junancial Management Service Has Established 
Effective Year 2000 Testing Controls fGAO/AlMr>-nO-?.4. October 29, 1999) 

Year 2000 Computing Challenge: SBA Needs to Sttengthen Systems Testing to Ensure 
Readiness (GAO/AIMD-99-265, August 27, 1999) 

Year 2000 Conumting Challenge: 0PM Has Made Progress on Business Continuity 
Planning (GAO/GGD-99-66, May 24, 1999) 

Year 2000 Computing Crisis: USDA Needs to Accelerate Time Frames for Completing 
Contingency Planning (GAO/AlMD-99-178. May 7-1. 1999) 

Year 2000 Computing Challenge: Time Issues Affecting the Global Positionmg System 
(OAO/T-AIMD-99-187, May 12. 1999) 

U.S. Postal Service: Subcommittee Questions Cnnceming Year 2000 Challenges Facing 
die Service (GAO/AIMD-99-150R, April 23, 1999) 
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Department of Commet c e: National Weather Service Modernization and NOAA Fleet 
Issues (GAO/T-AIMD/GGD-99-97. February 24, 1999) 

Year 2000 Computin g C risis: Challenges Still Facing the U.S. Postal Service (QAO/T- 
AlMD-99-86, February 23, 1999) 

Year 2000 Computing: EFT 99 Is Not Expected to Affect Year 2000 Remediation 
Efforts (GAO/AIMR-98-272R. August 28, 1998) 

Year 2000 Computing Crisis: USDA Faces Tremendous Challenges in Easariag That 
Vital Public Services Are Not Disrupted fQAOnr-AIMD-98-167. May 14, 1998) 

Department of the In te rior: Year 2000 Computing Crisis Presents Risk of Disntption to 
Key Operations fGAO/T-AIMD-98-149. April 22, 1998) 


State and Local Govemment 


Year 2000 Computing Cliallejge: Readmess of Key State-Administered Federal 
r-AIMD-00-9, October 6, 1999) 


Year 2000 Computing Challenge: Status of the District of Columbia's Effitrts to 
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Chairwoman MORELLA. Thank you, Mr. Willemssen. 

I know that Mr. Koskinen is going to have to leave us soon, and 
we have another vote. 

Mr. Koskinen. No, I am actually here till 3:30. 

Chairwoman MoRELLA. Till 3:30. Very good. I guess I will start 
off with the concept that I have heard from some quarters, that 
there has been a little criticism from the Y2K community, maybe 
because you represent the Government, but the criticism has been 
that you have been overly optimistic about your assessments and 
that what you say should sort of be taken with a grain of salt. I 
wonder, how do you respond to those critics? You base a lot of your 
assessments on self-reporting. I wonder how much faith do you 
have in these self-reported data, and picking up also on what Mr. 
Willemssen had said about the areas of education and health. 

Mr. Koskinen. Well, there are a few things to note. First of all, 
there is a very small minority of people out there who are in the 
activist community who do think that, in fact, we are going to con- 
front much greater damage and challenges than the evidence sup- 
ports. None of those people have any evidence that disputes any of 
the surveys that have been presented, any of the information pro- 
vided by the private sector or the Government. 

So, at this point, our view is, and continues to be, that we have 
an obligation to the public to provide them all the information we 
have, the good information and the areas we are troubled about. 
Those who have been concerned about whether we are too overly 
optimistic have been unhappy that we think that the critical infra- 
structure in this country, indeed, is going to work. Power, tele- 
communications, banking, finance, air traffic systems, all have 
been demonstrated to be ready. 

But they have ignored the fact that we have in fact for some 
time, certainly in the last year, have been pointing to areas where 
we are concerned. We have been concerned about developing coun- 
tries abroad, as Mr. Willemssen has noted, we have been concerned 
about and our surveys have demonstrated the risks involved in 
smaller institutions in health care and education, in small busi- 
nesses, at the local government level. So that I think what you 
have to do is take with a grain of salt those people who are con- 
cerned about whether we are over optimistic or under optimistic. 

The real issue is what are the facts as we know them, what are 
the facts as industries have them, and then people need to respond 
accordingly. Our view has been all we are doing is telling you what 
we know, what we have been told. I talked in my prepared state- 
ment and my oral statement about why we have reasonable con- 
fidence in the survey data that has been provided because it has 
been provided confidentially. And as noted, if people were going to 
make it up, they would have made up total compliance some time 
ago, and the surveys have not done that. 

Chairwoman MoRELLA. I do notice that organizations, busi- 
nesses, and even communities are coming out with their Y2K 
checklists, and obviously we have yours. I received one recently 
from an area that I represent. It is a little bit troublesome the list 
of items that they say one must need. You must change from 
standard incandescence to compact fluorescence and halogen, re- 
place all appliances’ solar panels and wind generators, composting 
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toilets, reflector-powered ovens, crank-powered radio, et cetera. It 
goes on and on with a whole list of things. 

Do you think, again on the other side, that there are areas or 
people that are actually contributing to panic? 

Mr. Koskinen. Well, there are clearly those from the start, over 
the last 3 to 4 years, who have for one reason or another been pre- 
dicting the end of the world as we know it on the ground that this 
is a massive problem, which indeed it is, but their prediction has 
been we will never be able to solve it. My disagreement with them 
has not been that it is a massive problem, it has been with whether 
we will be able to solve it. 

I think there are still people pushing that if you do not buy a 
lot in New Mexico and leave town, at a minimum, you ought to be 
prepared with three to six months supplies, which I think there is 
no evidence to support. On the other hand, there are concerned 
civic groups that think that more than 3 days supplies are nec- 
essary. 

Our view has been, and our brochure talks about, at least 3 days 
supply. And we stress that people need to take a look at their own 
circumstances. In the community conversations we have run across 
the United States, when I was in Miami, there they were talking 
about preparations of 7 to 10 days because that is their experience 
with hurricanes. In Los Angeles, their standard is a week. 

What we have said is everyone needs to take a look at what their 
own personal situation is, what the situation is where they live. If 
you are in a rural community and it takes longer to find you, you 
will have a different approach to it. If you live in Minnesota, your 
approach will be different than if you are in Florida. 

And so what we think is important, again, is for everybody to de- 
cide in light of the facts as they see them what they feel most com- 
fortable about. Clearly, we think if the whole country decided that 
they wanted to at the last minute have months of supplies of food 
and water, or in fact take a lot of other activities, that by itself 
could create a problem where there is no basis for one. 

Chairwoman MoRELLA. You have been trying to create a balance, 
I can see. 

Mr. Wu, the gentleman from Oregon, who is on our sub- 
committee, may not be able to return after the next vote. So I am 
going to let him ask a question. 

Mr. Wu. Thank you. Madam Chairwoman. 

I would like to ask the panel, as you all know, the Securities and 
Exchange Commission has for some time required that private 
companies which are publicly held make disclosure of Y2K vulner- 
ability in their annual statements on form lOK. How satisfied are 
you that these publicly held companies have, as they say, made full 
and fair disclosure of their Y2K vulnerabilities under the cir- 
cumstances as warranted? 

Mr. Koskinen. We have not made a judgement about that. We 
have not reviewed those in any detail. We have been more com- 
fortable and confident with the information we have collected 
through the industry associations because, again, that is informa- 
tion provided with a guarantee under the statute that it is con- 
fidential, it cannot be reached by litigants or even the Federal Gov- 
ernment. 
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There is a dispute, some companies are held up as models of dis- 
closure in the SEC filings, others are held up as models of obfusca- 
tion. I think it obviously runs across the spectrum. But the judge- 
ments about the adequacy of that I think are appropriate judge- 
ments for the SEC to make since it is their regulations and their 
filings. 

Mr. Willemssen may have a different view. 

Mr. Willemssen. Congressman, we have not done an analysis of 
those submissions. So I am not in a position to address that ques- 
tion. 

Chairwoman MoRELLA. Gentlemen, we are going to recess for 
probably about 15 minutes and then we will return. 

[Recess.] 

Chairwoman MoRELLA. The subcommittee will come to order. 

I would now like to recognize Mr. Bartlett for his questioning. 

Mr. Bartlett. Thank you very much. 

When you listed the items that you suggested people have in 
preparation, I noticed it was food and water primarily. January 1 
is in the northern part of our country very cold. It is also just a 
few days after the shortest day in the year, with a lot of darkness. 
A few flashlight batteries probably will not suffice. What advice do 
you give relative to heat and light? 

Mr. Koskinen. At this point, we do not advise anybody to take 
power into their own hands and go buy generators, again, unless 
you are out in the rural area, if you are at risk in the winter time 
from long term power outages. If Y2K is the first time you ever de- 
cide to deal with that, that is important to do it. But we do not 
think, in light of what we know, that there is any risk. 

The power industry will operate that weekend normally at 50 
percent of capacity. They will have all of the capacity or most of 
it spinning that weekend. So we can lose a lot of power companies, 
which we do not expect to lose any of them, before we will run out 
of power. The oil and gas industry is basically at close to 95 per- 
cent done with their work. They will, in fact, have oil and gas read- 
ily available. 

So, at this juncture, we do not see any indication that we are 
going to have any outages, there will be glitches, that will last 
more than a few minutes. So the question about what happens if 
the power goes out in the winter time is a long term question peo- 
ple need to address regularly. We have ice storms and blizzards 
and your chances of having power outages are, in fact, greater I 
think because of an ice storm or a blizzard than Y2K. 

And the question is “What do you do in those circumstances in 
your communities?” There have been places in the United States 
in the northeast in blizzards and ice storms that have had power 
outages for days rather than hours. And the answer is whatever 
their emergency plans and backup systems are for those situations 
obviously would be applicable here. We do not think there is a Y2K 
necessity to change to deal with those issues beyond what you nor- 
mally deal with. 

Mr. Bartlett. My personal feeling is that it will come and go 
and we will hardly notice it. But I also think that tonight will come 
and go and my house will not burn. But still I have fire insurance 
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on my house. So as a prudent person, I think it is incumbent on 
us to have the equivalent of fire insurance for this possibility. 

Looking at it that way, what would you say would be the equiva- 
lent of the fire insurance policy you have on your home for Y2K? 

Mr. Koskinen. We think the equivalent of fire insurance on your 
home is the checklist we have put out. Again, as I say, if you think 
you are at risk of power going out, I think your greater risk is in 
an ice storm and you ought to be prepared for this weekend the 
same way you are prepared for the possibility of an ice storm. 
What happens in ice storms is people go to shelters, power is usu- 
ally not out everywhere and they go to places where there is power. 
We have not had a problem from any of the great blizzards or ice 
storms in this country with people suffering because of the lack of 
heat or power. And whatever those processes are, the emergency 
managers around the United States are prepared with their normal 
precautions. We have, in fact, been in close contact with them and 
they are prepared to respond as they always do in the winter time 
if there are any outages. 

Mr. Bartlett. What concerns many people about the power grid 
is that it tends to fall back on itself. A minor problem in one place 
can, like dominoes, cause major problems in other places — the 
great northeast blackout and subsequent blackouts that were sup- 
posed to be fixed and could not happen, yet they did happen. 

Do we have contingency plans so that this kind of thing will not 
happen? 

Mr. Koskinen. The power industry is prepared. As I say, first of 
all, we will have substantial excess capacity. In fact, if there is any 
challenge to the grid, it will be lowered load demand rather than 
increased load demand to make sure we have stability. They, as I 
say, will have most of their systems spinning, not producing power 
on the grid but basically available to fill in if need be. They will 
make sure that there is room on the transmission lines to transmit 
power from area to area in case there is any need for that to be 
done. So they, in fact, have run two national contingency plan exer- 
cises testing how to run power plants without telecommunications, 
what their other contingency plans are, and they have gone 
through all of that with virtually every major power company in 
the United States in April and September. They are extremely con- 
fident. Their business is reliability. Their responsibility is respond- 
ing to emergencies. And they are prepared to do that. 

Mr. Bartlett. How do they simulate the embedded chip prob- 
lem? I understand with computers, we should be having some prob- 
lems now because of Y2K because many computers are looking 
ahead several months. 

Mr. Koskinen. Right. 

Mr. Bartlett. I am not seeing any problem, so I suspect that in 
terms of the programming that has been pretty well fixed. But 
what about the concern about embedded chips where there is no 
way to test them ahead of time? If it is a generic chip and you are 
not using the time function, that if it has a date code in it, the 
chip, as I understand, could shut down anyhow. How are they test- 
ing for embedded chips? And are they prepared to wire around 
these tens of thousands of embedded chips that are in components 
that they really cannot test for? 
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Mr. Koskinen. Embedded chips have been an issue that the in- 
dustries generally, in addition to electric power, have been focused 
on. At this point, no one has found an example even though the 
web pages and the doomsayers continue to say there are functions 
in there for clocks that even if you are not using them are going 
to shut you down. No one yet has been able to provide a case where 
functionality not being used actually shut the production down. 
And in fact, the power companies have not found a Y2K problem 
failure that would shut down production. 

But what they are all doing is they have reviewed those chips, 
they know where they are. They have reviewed them with manu- 
facturers. Wherever they can, they have rolled the control systems 
and other systems forward to see what will happen. But the bottom 
line is, the reason we are all talking about nobody can guarantee 
perfection, is until we actually roll through either Greenwich Mean 
Time — some are set by Greenwich Mean Time, some are set on 
midnight — until we roll through those, we will not be able to con- 
clusively demonstrate there is no problem. But at this point, I 
would stress no one has reported a problem where you could track 
it to a system that had that hidden clock problem that you are 
talking about. 

Mr. Bartlett. Greenwich Mean Time is 7 p.m. here, is that cor- 
rect? 

Mr. Koskinen. It is 7 p.m. New Year’s Eve. 

Mr. Bartlett. So if there is going to be an embedded chip prob- 
lem, you will expect it at 7 p.m., and not midnight? 

Mr. Koskinen. No. It depends on how the systems are structured 
and where they take their time derivation. 

Mr. Bartlett. But for all of those chips that have Greenwich 
Mean Time, it will be 7 p.m.? 

Mr. Koskinen. It will be 7 p.m. So, 7 p.m. New Year’s Eve we 
will know a lot. We will actually know a lot starting at 7 a.m.. New 
Year’s Eve because New Zealand will go into the Year 2000 at 7 
a.m., Australia will go at 9 a.m., and we will monitor how the 
world is doing. And if there are going to be systemic problems, we 
will have plenty of warning in terms of whether they are systemic 
and occurring. 

Mr. Bartlett. My last question. Several months ago the power 
industry testified before this committee. They told us then that be- 
cause of the tens of thousands of embedded chips that they prob- 
ably would not be ready, but they were sure they could wire around 
it. Has that changed? 

Mr. Koskinen. All I know is what the public information surveys 
from them are, and that is that they are prepared. They think that 
they have done now 100 percent of their work, including looking 
and working on embedded chips and being able to respond. And we 
have no information that any power company is not prepared for 
the rollover. 

Mr. Bartlett. Thank you very much. 

Chairwoman MORELLA. Thank you, Mr. Bartlett. 

I now want to ask Mr. Baird from the State of Washington if he 
wants to ask any questions. 

Mr. Baird. 

Mr. Baird. Thank you. Madam Chair. 
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One of the concerns I have is I sort of did a mental checklist of 
my district and said what are the various potential problems. For 
example, we have large chemical manufacturing plants not that far 
away from residential areas. And one of the questions I had was 
let us suppose the worst case scenario; let’s suppose a power outage 
comes along that impairs certain procedural machines or some- 
thing within the chemical processor, they begin to have a break- 
down, dangerous chemicals are released into the environment, we 
have got communications problems and transportation problems. I 
am not a doomsdayist by any means, but if I were a local commu- 
nity, I would like to have run through those various scenarios. 

To what extent do you believe local communities have done that? 
And what should we do if they have not done it yet? 

Mr. Koskinen. I think some communities have and, unfortu- 
nately, some communities have not. We held a White House Round 
Table on chemical manufacturing. We had a press conference, it 
produced a lot of information. We are trying to reach out. I have 
written a personal letter to every Governor in the United States 
drawing their attention to the problem, to the programs that Cali- 
fornia and New Jersey have for reaching out to the local levels. 

But, clearly, it is exactly as you note, an emergency preparedness 
problem at the local level. We have encouraged the companies to 
be in touch with their local emergency planners. But the local 
emergency managers and public officials need to make sure that 
they know, they should know beyond Y2K purposes, where those 
plants are, what the emergency preparedness is, and, most impor- 
tantly I think, is to ensure that people are on alert over that week- 
end and people know immediately how to get in touch with each 
other and what the plans are if there are any difficulties, whether, 
again, it is from Y2K or for some other purpose. 

Mr. Baird. I personally see Y2K as a potential benefit in the 
sense that it helps us improve our emergency readiness. Are there 
particular checklists or steps they should go through, for example, 
a community working with the chemical industry and how would 
we get hold of that for our own districts? 

Mr. Koskinen. EPA and the chemical manufacturers produced a 
manual of the items that are at risk for a smaller chemical facility 
that they should be checking. That is available on the EPA web 
site. I am sure you can get that through the Council web site of 
www.Y2K.gov. That material has been provided to every State. 
FEMA and the emergency managers have it. So I think my sugges- 
tion to a community would be their local emergency manager 
should contact their State or EEMA to get any additional scenario 
development or testing that should go on so they can ensure that 
they are ready for that particular kind of problem. 

And I think you are right, the emergency managers across the 
United States think that Y2K is a great opportunity for individuals 
as well as organizations to review their emergency planning and 
preparedness and, in fact, to be better prepared than they may 
have been generally. 

Mr. Baird. Thank you very much. Thank you. Madam Chair. 

Chairwoman MORELLA. Thank you, Mr. Baird. 

Mr. Ose, do you have any questions? As a matter of fact, before 
we ask that question, I was on a panel with a Red Cross represent- 
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ative who said, and you reminded me of it, Mr. Baird, is that what 
we should have on hand is what we should always have on hand. 

Mr. Koskinen. Right. 

Chairwoman MORELLA. I think that is something that makes us 
take inventory. 

Mr. Ose from California. 

Mr. OSE. Thank you. Madam Chair. 

A couple of questions. Some weeks ago we had a hearing, I think 
Mr. Willemssen was there, regarding the FAA and the relative re- 
sponses we have had from some of our international partners. At 
that time, we were able to ferret out information about a number 
of countries that had not yet responded to our Y2K circular ques- 
tioning their preparedness or inquiring of it. I think the total num- 
ber of countries at that time was 34 or 35. I am curious whether 
or not there has been any update to that list of 34 or 35. 

Mr. Koskinen. There has been. The Department of Transpor- 
tation and the FAA both have web sites now listing the information 
they have about preparedness internationally as well as domesti- 
cally. I do not know what the number now is, but there has been 
an increase in the response. Transportation has now been able to 
categorize the nature of those responses and any concerns they 
have about particular airports so that the public or travel agents 
have direct access to that. 

Mr. Ose. Madam Chair, the reason I bring this up is I want to 
take a moment, and I hope no one falls over here in shock, I want 
to take a moment to express my appreciation to Mr. Koskinen and 
Mr. Willemssen and the others who work in the Federal Govern- 
ment because we had this hearing on like a Tuesday or a Wednes- 
day and we were asking for this information, and the agencies of 
the Federal Government, in response to the requests from Mem- 
bers of Congress, were able by Friday to refine the list from ap- 
proximately 110 countries to 34 or 35 that had not responded. 

The reason that is important is that, as with many people, my 
wife and I travel a great deal, and people in the United States 
travel a great deal. And the uncertainty that existed prior to the 
refinement of that list relative to these 70 or 80 other countries 
that were on the list were creating quite a bit of havoc relative to 
people’s travel plans because they need to plan ahead, sometimes 
as much as 90 to 120 days. 

So I want to take this moment to express my appreciation to 
these two gentlemen and to the others who could not join us today 
for making that list public, for helping the American public define 
where it might be safe to go and where it might not be safe to go. 
They really did the people’s business and they deserve our ap- 
plause, wherever you call it. 

The FAA does have a web site on which this data is posted. If 
I understand correctly, it is fiy2K.gov? 

Mr. Koskinen. Correct. 

Mr. Ose. I would encourage everyone to visit that who is plan- 
ning on traveling over the turn of the millennium. 

And, finally, one little tidbit. Madam Chair, if I could. The busi- 
nesses that I used to run before I came to Congress, we have any 
number of security features in each of those businesses. We did a 
little test of our own about our Y2K preparedness. We, in effect. 
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took the calendars on our computers and rolled them forward to 
where they were like five minutes prior to midnight on the 31st 
and we were essentially doing our self-testing. And to those people 
who have not done that, I would encourage you to do that now 
rather than wait until the last week of December. We were fortu- 
nate. We were in compliance. But it is just a little self-test every- 
body might engage in. 

With that, I yield back. 

Chairwoman MORELLA. Thank you, Mr. Ose. And you reflect the 
views of both subcommittees in commendation to the agencies, Mr. 
Koskinen, and Mr. Willemssen, and all of the others that re- 
sponded so promptly. I think we have all found that to be the case. 

I am now pleased to recognize Ms. Rivers, the gentlewoman from 
Michigan. 

Ms. Rivers. Thank you. Madam Chair. 

I have only a very brief question. There are a number of mate- 
rials that are interesting and useful here in preparation and also 
the GAO information on evaluating how things are going. Most of 
us have web sites that our constituents visit on a regular basis. Are 
we free to link to your web sites or to use any of these materials 
on our sites? 

Mr. Koskinen. We would be delighted to have you link. We 
would be delighted to have you take anything on the web site and 
put it on your web site. 

Ms. Rivers. Okay. Mr. Willemssen? 

Mr. Willemssen. Certainly. 

Ms. Rivers. Great. Thank you. 

Chairwoman Morella. Thank you, Ms. Rivers. 

I am now pleased to recognize Mrs. Biggert, the gentlewoman 
from Illinois. 

Mrs. Biggert. Thank you. Madam Chair. 

If I might ask unanimous consent to enter my statement into the 
record. 

Chairwoman Morella. Without objection, so ordered. I am also 
going to, without objection, have Chairman Horn’s opening state- 
ment included in the record. 

[The prepared statements of Hon. Judy Biggert and Hon. Ste- 
phen Horn follow:] 
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Opening Statement of Representative Judy Biggert (R-IL) 

Government Reform Subcommittee on Government Management, Information & Technology 
Hearing on Y2K Myths & Realities 
November 4, 1999 


Good Afternoon, Chairman Horn and Chairwoman Morelia. 
Thank you for holding this hearing. 

I understand this is to be the final formal hearing of the House 
Y2K Task Force before the Year 2000 arrives. As such, I want 
to recognize your excellent work over die last three years in 
raising awareness of and highlighting potential problems 
relating to the Year 2000 date change. 

Although I have been a member of the Subcommittee and the 
Y2K Task Force for less than a year, I know the amount of time 
and resources that you and your staff have dedicated to this 
important matter. You are to be commended for this effort, 
particularly for the progress that has been made on this issue just 
in the last year. 

Since January, we’ve discussed the impact Y2K could have on 
commerce, government services, transportation, health, national 
security, as well as the impact it could have in our own homes. 
But as much as we have raised the public’s understanding of this 
issue, many questions and concerns - some justified, some not - 
still remain. 
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That’s why we are here today - to work through the outstanding 
issues and to sort out what is Y2K myth and what is Y2K 
reality. We are here to help the American people understand 
what they should and should not expect from the so-called 
Millennium Bug and how they can prepare for any problems 
that may arise. 

Polls show that a majority of Americans believe they will 
experience at least minor problems from the year 2000 date 
change. I think they are right to be a little concerned and should 
prepare accordingly. 

What do I mean by prepare? I mean taking common sense 
actions, such as having extra food and water, having extra 
amounts of your prescription m edications available, or having a 
little more cash on hand than usual. 

Come January 1, 2000, 1 don’t expect to hear about major 
disasters caused by the Y2K bug. However, we should not be so 
naive to think that there won’t be any problems or disruptions in 
essential services. Let us hope that the work undertaken by this 
Committee, by the Administration and others served to head off 
some of these potential disruptions, as well as helped the 
American public prepare for problems that do arise. 
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Again, Mr. and Madam Chairman, I commend you for calling 
this hearing and for all the work you have done on this 
important issue. I look forward to hearing from our witnesses 
and thank them for joining us today as we attempt to work 
through Y2K fact and fiction. 
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Opening Statement 
Chairman Stephen Horn (R-CA) 
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No\'eniber4, 1999 

No one knows precisely what will happen vvhen the uiock strikes niidiiiglii ou 
December 31,1 999. Nevortheiess, pi^ictions are springing up like wild ilow«^ in May. 
Entrepreneurs are aggressively promoting their Year 2000 sunival kits, attempting to cash ia 
on products such as dried foods and home generators in case of widespread disruptions. Will 
the disrupiions occur in the early hours of Januaiy 1, 2000? Will they occur at In truth, it 
may late days, weeks or even months to learn whetlier the billions of dollars it has cost to 
prepare public and private contpuier systems for the Year 2000 was money well spent, 

If reports are true, (he troublesome iniil^miura bug may have been around for years. 

For example, in 1 993, Minnesota ofiiciais instructed 1 02-year-oId Mary Bandar to report to 
kindergarten, It turned ou: that state computers had misread Ms. Bardar’s 1 8S9 birth date as 
1 989, placing her age at 4. Recently in Maine, sei'cral luintired car owucts were dismayed to 
imd (he titles to their new year-2000 model vehicles categorized as “horseless carriages.” State 
computers had misread the Year 2000 as 1900, back in the days when horsepower really 
involved horses. 

Last week, aonputer giant IBM reported that its comput«- mainframe sales had fallen 
because of customer concern over tlie Year 2000 problem. IBM’s stock dropped nearly 20 
percent in a single day, 

At this point, the reported disruptions fall somewhere between humorous and annoying, 
'fhey are hardly catastrophic. And. in fact, minor inconveniences occur every day. Whether it 
is atraSIc jam, a cranky automated teller machine, or a cancelled airline flight - people adjust. 
Recait public opinion polls support the notion tliat Year 2000 anxiety is waning. Ind^, if 
Americans are informed and prepared for Year 2000 disruptions, they will cope. 

Only 57 days remain until Ute Jaimary 1** deadline. Today, we will discuss the nation’s 
Year 2000 efforts — in the Govemnieni and iadieprwate sector. We want to hear about the 
remaining risks, and what steps are needed to mitigate those risks. 

I welcome today’s witnesses, and look forward to their testimony. 
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Mrs. Biggert. This has been an unusual day. I apologize for 
missing your statements. I would like to ask, have you heard ru- 
mors about Y2K that you would like to dispel? Is there something 
that you hear out there that you would have concern about? 

Mr. Koskinen. I appreciate that question. In my formal state- 
ment, we have listed the myths and the rumors that generally we 
are concerned about. I suppose, and it goes back to the Chair- 
woman’s question, the ultimate rumor I would like to dispel is that 
somehow we have information in the Federal Government or in the 
President’s Council that we are not sharing with the public. There 
is no evidence, nobody has ever established something we know 
that we have not told. And, in fact, our strategy for now going onto 
2 years has been to share with the public everything we have as 
we get it. 

So, as I say, I think the rumor that there is this secret informa- 
tion that we are somehow afraid to release is just that, a rumor. 
Our goal in life is to have the American public feel they know ev- 
erything I know and can then decide how to respond appropriately. 

Mrs. Biggert. Okay. Mr. Willemssen? 

Mr. Willemssen. I would also echo Mr. Koskinen’s comment. 
Obviously, we come at this from an audit and evaluation perspec- 
tive. We have seen all the data as best as I know that Mr. 
Koskinen has available. To the extent that we identify that data, 
we take the opportunity to publicize it in our reports and testi- 
monies. That is why one thing we wanted to do today in our testi- 
mony was reflect the broad nature of everything we have done and 
the kind of progress that has been made, while at the same time 
pointing out some residual risks. 

Mrs. Biggert. Certainly, we have spent a lot of time, had a lot 
of hearings. I would like to commend the two chairmen of these 
two committees for everything that they have done, and certainly 
started long before I got here this year, working on this. 

Is there anything that you think we as the Congress have missed 
doing that we should have done on the Y2K problem? 

Mr. Koskinen. I do not think so. We have had, I think the 
Chairwoman was right, this has been a very bipartisan issue. We 
have not had any concern in either house of Congress about any 
kind of political issues entering into this. We have had great sup- 
port. We have obviously had a very good working relationship with 
GAO as well working on behalf of the Congress. So if we had to 
do it again, there is nothing that we have asked of the Congress 
that has not been granted to us. I think it has been a very good 
example of the cooperation between the legislative and the execu- 
tive branch dealing with what is a serious national challenge. 

Mrs. Biggert. Mr. Willemssen? 

Mr. Willemssen. Looking forward, I would say the one thing 
that the Congress can still be of great benefit to the citizenry is re- 
minding the citizens what the facts are. I think as we are into No- 
vember and we turn into December, there is going to be the oppor- 
tunity for some to view this in survivalist terms, if you may, that 
it really is going to be much worse than it actually will be. So I 
think the Congress can still serve a very useful role in informing 
the public of what the facts are, what the readiness is, where we 
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do have some risks, but the overriding fact is we are in a much bet- 
ter prepared state today than we have been. 

Secondly, to the extent that problems do occur, major Federal 
agencies and most private organizations are planning detailed day 
one strategies to be prepared in the event that disruptions occur. 

Mrs. Biggert. I think there was something in the paper the 
other day that everyone should not get on the phone at 12:01 to 
say everything is okay because it is going to jam the telecommuni- 
cation lines. 

Mr. Koskinen. That is right. We refer to it in our checklist, too. 
There is likely to be Mother’s Day by multiples if everybody both 
celebrating the millennium and also just checking in does that at 
one time. At a minimum, what people should understand, if you do 
not get a dial tone immediately or you get a rapid dial, it is very 
likely not to be a Y2K problem but to be the fact that your neigh- 
bors and everybody else have joined you on the phone at the same 
time. 

Mrs. Biggert. Right. Thank you very much for all your hard 
work. Thank you Madam Chairman. 

Chairwoman MORELLA. Thank you, Mrs. Biggert. 

Mr. Koskinen. Madam Chairman, I am afraid I have over 50 
people on this conference call that I noted I need to join. I hate to 
deprive your co-chair here of his chances 

Mr. Horn. I do not think you are going to deprive me. 

Mr. Koskinen. But I am going to have to leave. I would be happy 
to take a question or two, and then I am going to have to go. 

Mr. Horn. Fine. All right. If you had to do it over again, when 
you were appointed in February 1998 and you started in April 
1998, what would you advise Congress and a President to do in 
terms of the type of structure or communications or whatever? Say 
we had something similar to this where all of our computers were 
crashing because of people that were using sort of economic ter- 
rorism, if you will, how would you deal with that, and would you 
deal any differently than you have done? 

Mr. Koskinen. I would not change, certainly for the Y2K issue, 
anything that we have done. I think, again, we have had great co- 
operation with the Congress. I think our basic approach has been 
validated by the amount of progress that has been made. I think 
there is no way, as some suggested, that we could legislate our way 
out of this problem, to in fact start telling everybody how to do it. 
What we needed to do was marshall the expertise and the energy 
of the people in the private sector as well as the public sector. 

I think your point is well taken in terms of going forward; and 
that is, we are going to become more reliant, rather than less, on 
information technology in the future, which means we will be more 
vulnerable, rather than less, to terrorists, to hackers, to others who 
want to in fact disrupt our systems. And, therefore, I think we do 
need to be prepared for that. But at this juncture, I do not have 
a proposal as to how we ought to move from this issue to that in 
terms of structuring to deal with it. All I can tell you is I think 
the structure worked very effectively for the crisis we knew we 
were facing when I took on this role. 

Mr. Horn. Well, in terms of getting the work done in a timely 
way, do you think February 1998 was a little late? And shouldn’t 
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the early Clinton Administration and the Bush Administration 
been involved in this? After all, Social Security showed the way 
and they did 100 percent. 

Mr. Koskinen. Well as I said when you asked me that question 
over a year ago, we will know the answer to that in terms of how 
we get through this process effectively. As I say, at this point, the 
Federal Government is over 99 percent done. I do not think there 
are any risks in the Federal processes that would have been avoid- 
ed otherwise. 

As you know, when I was in the Government before, we started 
a cross-government issue dealing with this in 1995. So that hind- 
sight is always interesting, but at this point we do not have a view 
that we would be in a whole lot different shape. It might have been 
a little less hectic if we could have gotten people’s attention. But 
you have to understand, as you remember when you were one of 
the lone voices raising this issue back when we were working on 
it 

Mr. Horn. April 1996. And nothing much happened until Feb- 
ruary 1998. 

Mr. Koskinen. Yes, 1998. Well, what we both had, and I had 
that same experience, is in 1995 and 1996, even for people who 
should have known better, the year 2000 seemed like a long way 
off. And it was our biggest challenge, even when we all started 
working together in February 1998, the biggest challenge was get- 
ting people to understand they needed to pay attention to this, not 
just as another issue, but as their top priority in terms of the 
threat it made to their ability to operate. And I think you started 
early, the Government started early, but I think it is human na- 
ture not to focus on things any earlier than you can make people 
do that. 

Mr. Horn. Well I know a lot of Government operates just like 
universities do — your neck has to be in the guillotine or you are 
pushed against the wall and then finally something happens. 

Mr. Koskinen. A lot of people in the private sector still have not 
even gotten there yet. So it is not just a Government or university 
problem. 

Mr. Horn. That is my next question to you. 

Mr. Koskinen. This will have to be the last one. I really am late. 

Mr. Horn. All right. In August, you reported confidence and con- 
cerns in various public and private sectors. For example, the Coun- 
cil expressed “High degree of confidence” in major domestic areas 
like financial institutions, electric power, and the Federal Govern- 
ment. However, the Council expressed concerns with local govern- 
ments, health care, education, and small businesses. 

The President’s Council plans to issue its final Y2K report next 
Wednesday. I guess I would ask you, in foreshadowing your forth- 
coming report, what domestic and international areas are you still 
concerned with? 

Mr. Koskinen. Again, we are pulling that report together and we 
still have some information being provided by some 

Mr. Horn. Just whisper me 

Mr. Koskinen. Just whisper any. Basically, we do not have new 
sectors that we are now any more concerned about than we were. 
What is hardest for us to measure is how much progress is being 
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made in the areas we are concerned about. Last week, we had an 
event with the Department of Education in which it was noted that 
educational institutions, for instance, have made substantial 
progress. They have gone from about a third readiness of the orga- 
nizations to two-thirds, which is the good news. The bad news is 
that still means a third of them are not prepared at this time, both 
higher education and elementary and secondary. 

So that I think the best way to summarize the difference be- 
tween August and November will be that progress continues to be 
made but there are still going to be organizations that are at great 
risk because they are going to be talking about finishing their work 
in December and that does not give them any margin for error. 
Which means that they, of all people, need to have contingency 
plans and backup plans because, if you are planning to finish your 
work in December, there is a reasonable chance something will not 
work well, you will not have time to test adequately, you need to 
be prepared with a backup plan. 

Mr. Horn. Will the Council be pushing for that right up to De- 
cember 31st? 

Mr. Koskinen. We will push testing. Our view is you need to 
keep working on remediation, on testing, re-testing, and on contin- 
gency plans with every day and every hour you have left in this 
year, even if you think you are done today. 

Mr. Horn. I think you will recall a couple of months ago I sent 
a letter to the Secretary of Education, copied you, and talked to you 
about it. I have not heard much action. Is anything happening? I 
heard some press release or something the Secretary did that, gee, 
it is tough with K-12. 

Mr. Koskinen. We have written, the Secretary and I, to every 
superintendent of education, every State department, we have writ- 
ten to local superintendents. We have had meetings since then. We 
have provided technical information. The Department since then 
has done another telecommunication to sites all around the United 
States. Again, at some point it is a little like our problem with 
some small businesses — you can lead them to water, but you can- 
not make them fix their systems. 

Mr. Horn. Well, I was looking for the Secretary to say, look, it 
is going to take X amount to help K-12. Let me reprogram the 
money. I think Congress would have permitted him to reprogram 
the money. So that is what has bothered me. It just seems like a 
little bit of drift. 

I will let you off on that happy note. 

Mr. Koskinen. Thank you. Thank you all very much. I apologize. 

Mr. Horn. We appreciate your work. 

Chairwoman MORELLA. Mr. Turner will be asking his question of 
Mr. Willemssen. 

Are you going to be the media spokesperson in the ICC? 

Mr. Koskinen. I am going to be the media spokesperson. I will 
be there. 

Chairwoman MoRELLA. You will be the one that will contact us. 
We will be in touch. Thank you very much. 

Mr. Koskinen. I get all the good jobs. Thank you all very much, 
and I apologize for having to leave. 

Mr. Horn. Thank you, John. 
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Chairwoman MORELLA. Thank you for the good work that you 
have done. We look forward to staying in touch with you now. 

Mr. Willemssen, do you mind staying here with the next panel? 
Would that be all right? 

Mr. Willemssen. Certainly. 

Chairwoman MoRELLA. Excellent. Thank you. You have been 
very patient from the beginning to the end. Great. 

I am going to ask the next panel if they would come forward. We 
have Mr. Campbell, Mr. Scher, Mr. Margolis. Mr. Robert Kringley, 
unfortunately, could not be joining us today. 

And so, leading off on the second panel is Mr. Pat Campbell, the 
chief operating officer of the NASDAQ stock market, the largest 
stock market in the world in terms of dollar value of shares traded, 
and whose composite index hit an all time high, cresting at over 
3,000 just yesterday. Mr. Campbell is going to discuss with us some 
of the concerns affecting investor confidence in the stock market. 

Next on our panel is Mr. Barry Scher, who is the vice president 
of Giant Food, the largest retail food/pharmacy chain serving the 
mid-Atlantic region. We have asked Mr. Scher to talk about Y2K 
marketing and what Americans can expect as they go to the stores 
before and after January 1, 2000. 

And rounding out our second panel is Mr. Ronald Margolis, the 
chief information officer of the University of New Mexico Hospital 
in Albuquerque. Mr. Margolis is also speaking on behalf of the 
American Hospital Association that represents nearly 5,000 hos- 
pitals, health systems, networks, and other providers of care. Mr. 
Margolis will discuss with us some of the strong Y2K collaborations 
with hospitals, emergency services, and the government that he 
helped to create in Albuquerque. He will also help us to review 
some of the concerns dealing with hospitals and whether Ameri- 
cans can expect to receive necessary medical treatment as we begin 
the new millennium. 

Additionally, the American Medical Association has submitted 
written testimony. I seek unanimous consent to insert it into the 
record. Hearing no objections, so ordered. 

[The prepared statement submitted by the American Medical As- 
sociation follows:] 
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The America Medical Association (AMA> appreciates the opportunity to submit to the 
Subcommittee on Government Management, Information Technology of the House 

Government Reform Committee, and to foe Technology Subcommittee of the House 
Committee on Science this written statement concerning the medical profcsrion’s Y2K 
tidiness. The AMA foas potential impact and seriouKiess of the Year 2000 problem 

on patients and their physicians, we aro grate&l for Congress's ongoing interest in this 
isstie. 


PHYSICIANS* Y2K READINESS 

The inability to process properly year 2000 date data is a serious problem for the entire 
health iiuiustry, and is comm«mly as foe **Y2K proWem” the “Y2K bug.” As 

reported by many sources, physicians and other health care providers may be lagging in their 
efforts to successfully prepare their practices for the Y2K. problem. 

The HCFA Admirustrator has urged ifoysicians wfoo have not taken foe necessary steps, to 
do so, and recently provided a checklist of steps that should be followed to assure Y2K 
readine^. HCFA has also sent a tetter to every physician submittii^ claims to Medicare 
reiterating the same message. The AMA strongly supports foe Administrator’s initiative to 
assist physicians in this area. As discussed below, the AMA has taken an active role for 
almost two years in helping m educate and {XTcpare physicians for the possible problems 
associate wnfo foe Year 20(^. 


Current Level of Preparedness 

The inedical industiy relics heavily on ux:hiiology, con^uter sys^ns ~ both Iwdware and 
sofovare - and medical devices that have embedded microchips. A survey conducted last 
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year by the AMA &uad that almost 90 percent of the nation’s physicians are using 
computes in their practices and 40 percent are using them to log patient histories. These 
numbers appear to be growing as physicians sedc to inciea^ efficiency and effectivtiivess in 
thdr practices and wbeai-trsating their patients. PhysddaiB’ dependence on technology 
consequently cr«des vtilncrability to the Y2K bug. 

Assessing the status c£ t)» Y2K problm has been difficult becaua the inventory of the 
mfOTination systens and equis«iiait will be affected is far fiom complete and the 
caucqoenccs of noRcompIiaiicc for each system reimui unclear. A.ddiiiOTally, the health 
care industry is exuwneiy fragmented and consistently requires complex information 
transfictions.^ Due to these characteristics, physicians and other health care providers have 
also been unable to conduct adequate testify, particularly parallel and end-co-end tesiing. in 
feet, HCFA has stated tl«t fewer than 214 of the more than 230,000 M«iicarc fx’oviders have 
tested their systems with Medicare contractors. HCFa fiinher stated that of that 21'«. from 
10% to 30% have experienced problems.^ 

De^lte the rather bleak oittlook, other surveys offer some fevoraWe information. Rx2000 
Sdutionslnstimte, a non-profit org^zationestafalt^ed to address Y2K issues in ihe health 
caie industry, reports tiist recent data show that while Y2K progress among healfe care 
providers is lagging behind other industries, an iaereasing number of providers are 
begicnisg to address the Is&ue. Bx2000 sports ferdier that greater numbers of physiciarts 
and other health care providers have documented Y2K pi® s; currently, ^6 percent of health 
care providers have plaas for addressing the Y2K prt^lecn. Moreover, increasing niLubers 
of pl^'sicians and other health care providers have set asi& funds for Y2K remediation 
^oits and have begun exjdoring the Y2K status of their business parmers. 

Results from the AMA’s March 1999 survey, while inconclusive due to the relatively low 
response rate, nevertheless appear t® confirai Rx2000’s findings. Approximately three- 
quarters (76 percent] of the physicians who responded have conducted an inventory of their 
practices to detertnine whetter they are V2K dependent, and 72 percent of the rcsjxjndems 
have developed a strategy for dealing wjth potendaJ Y2K information systems problems. 
Most in^jortaat, ofthe physicians who reported that their practices were not currently Y2K- 
resdy (53 percent), almost all - 94 percent - indicated that their practices will be Y2K 
compliant by DecembcrSl, 1999. 

InSeptembCT 1999, the AMA cocdiKted a second survey, which provided very similar 
findings. This recent surv^ found that of the physicians responding, 86 percent have 
conducted an inventory of their practices to determine whether their practices use equipment 
and services that are Y2K dependent, and three-quarters report that their practiecs are 
nirrentiy Y2K ready. Of those phyi^eiaBS'who are act curren% ready, nine out of »n 


' ’‘l>oc{eis Fear Patients Will Suff^liU ofdteMillenr.iuoi Bug; ^4any Are Conc^ed That Y2KProbjers 
CosM Erroneously Mix Medical Data- Botching PrescnixiQTisaDd Test Results," Los Angeles Times, }«i.5. 
19P9, p. AS. 

^'Vk^Ibo, B., “Health GareHu YSK-Beady — Sorv^ Says CoESputics Underesdtnate Need Sx: Planning; Big 
Playen Join Foreet," lafemiaiionW«^, January II. 1999. 

’ MaiwicJc, C.. “R U E 4 JAMA, Vol. 2J2. No. IS, October 20. 1 999. p. 14 1 1 . 
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(89 percent) i&dtcate that their practices will be compliant by December 31, 1999, 
Additional surveys conducted by the General Accounting Office have provided comparable 
results. 

With just 57 days left, the medical industry continues to diligently prepare for the new 
millenmum. UWlc the Senate Special Committee on Y2K reported that the health care 
industry sigjiificantly lags behind most other industries, it also emphasized that Americans, 
and patients in particulai, have no reason to panic. 

Given the level of uncertainty about Y2K preparedness, we reiKiaie the importance of our 
recommendations that physicians, carriers and the federal government must work together 
now to ensure overall compliance (especially with respect to billing procedures} and the 
existence of effective contingency plans. 

A Collaborative Effort 


Patient Caie 


Although it is difficult to detemiine the level of risk to patient safety resulting from Y2K 
problems, we do know that the risk is real. For example, if a Y2K problem were to cause 
certain imbedded microchips to malfunction, monitors relying on those microchips could 
fail to sound alarms when patients* hearts stopped beating. Similarly, respirators could 
deliver “lauicheduled breadis” to respirator-dependent patients, and digital displays could 
incorrectly attribute the names of some patients to medical data from other patients. Further, 
since 1986, the FDA has received more than 450 reports identifying software defects — 
unrelated to Y2K — ^ia medietd devices. In one instance, a ^ftwtu'c error caused a radiation 
machine to deliver excessive doses to six cancer patients, resulting in three fatalities.** 


In light of the foregoing, the AMA continues to recommead strongly that medical 
device manufacturers immediately disclose to the public whether their products arc 
Y2K compliant. Only the manufacturers have the necessary in-depth knowledge of the 
devices they have sold. Physicians and other health care providers do not have the expertise 
or resources to detemiine reliably whether the medical equipment they possess will function 
properly in the year 2000. 

Nevertheless, medical device manufacturers have not always been willing to assist end-users 
in determining whether their products are Y2K: compliant. Last year the FDA estimated that 
only approximately 500 of the 2,700 manufacturers of potentially problematic equipment 
had even responded to inquiries for information. Even when vendors did respond, their 
responses frequently were not helpful. The Department of Veterans Affairs reported last 
year that of more than 1,600 medical device manufacturers it had previously contacted. 233 
manufacturers did not reply and another 1 87 vendors said they were not responsible for 
alterations because they hsid merged, were purchased by another company, or w^re no 


* Anihes, Gary H., “Killer Apps: People are Being Killed and injured by Software and Embedded Systems." 

Computemorld, July 7. 1997. 
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longer in business. One hundred and two companies reported a total of 673 models cha( 
weie not congjliant hut should bt repaired or upda^ this year.^ 

The Special Commiltee that “fejvery major m«ficai oz^aniation testified that they 

[sic] were experiencing significant problems widi biomedical device manufacturers. In 
many cases, manufacturers were un^ie «w unwilling to cominent on their product’s ability 
to fiaiCtioB afte the millenBiiim dsai^e.” Mor^ver, it stated that only after informing 
device manufaeiureTS that Con^ss would legislaiion r^uiring mandatory disclosure 

if the manufactiners did not voluntarily disciosocompliance iitforroaiion. did the 
mamriaccur^s befdn piovjding compliance data to the FDA. 

We Aercfore urge rise FDA ft? ernttinue lo.asrist physicians and other health care }Kt>viders 
in obiaaning necessary compliance afotmaiioB for mc^cal devices. We also thank the FDa 
for Menftjy'ing on its website medisal devices &at ft believes are non-compliam and 
pot«aially--dm^eroo5. TheBDA-sire b^s an invaluable resource for physicians. 

Admiaisftative Systems 

M^ty.physictazts aid-n^dtc^ cemers are innieasisgly relying on ic^smiatlQR systems for 
cont^iing nredica! t»mscftons.^ch as crniunurticaliTig referrals and electronical^' 
trensmitting ptescriptioos. as well as mantaming medical records. In addition, many 
' physician and m»iica! center mnwoiks have begun creating Urge dinUal data rqjosiiories 
and masft? pestm ii^lces ft) tztaiinam, cmis^l^e ami mao^are ^iticsl iaft^nssRlmL 
increase efficiency aod in^nove pati<mt care. hT^ese infoimatioD ^sterns maifunction. 
critical data may be lost, or wt^e-^^anintentionally and incorrectly modified. Even an 
inabili^ to access critical d^ wlrenneeded can sericmsly jeopsadize patient safety. 

Otiter adntiiuArative a^ets of tire Y2K pmblan involve Medicare codii^ and billing 
oansactioas. In JaaBary 1 999. HCFAinsbuctedlmtii; carriers and. fiscal iniermediaries to 
iiufons he^Th care piovidere, incladHig physicians atnd st^Hers^ that claims received on or 
s&es April 5, 1999, wyeh wsra.not Y2K crnnpliant rejectmi and returned as 

unpnretssriilc. HCFA Ires already kdicsairitii» virtually 100 percent oftheeleeiromc bills 
bring submitted by j^orsicUns end other Medicare Pan B providers already nreet HCFA's 
filing (rirerk. Wth that hiftdte^iiccessfuliy belund as. physicians must now focus on 
udi^rer dlg^ of fee reansy, i.e., “20,” wilt be pk^^ up^d reee^i^ by the 

pbyadan’s yiling s^coand feird party pa)«i3. It is our understanding that while 
pbyriciarts’ clrims are being sulwnittedvrith a fbar digit 1999 -many Wiling services 
are “correcfeig” how tiicdale is r^KMrt^ by stmidy adding fee first two digits of fee year^ 
”15.” The ecm^rrtbe& beewenes whether t^softWe will W e^bkef treetuaiely noting 
tirecharige to tire 21“ ccaftay. 'The et«»r answer can only te drasntfeimi by iestm| with 
bilhng serrices and tiiinf pa^ p^ers. 


^ MoiTissey,.lelBt, red Wesseasttis, Erie. “Whts^Bttggus PrevieteTSi” Madem Healdtcuv. kily 13, I99g. p. 
la. See kite. Jidy'23, YPSk Hearing ^ateneat ef ]>r. Kenn^ V. Kizer, Unctesectcuuy fof/Kcaidi 
Oepaftmm afVeanas AfMts, toSm the U.S. Set^ S^ts) CemmiBM m ih«--Year 2000 Tedinoloj^ 
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We genuinely hope that HCFA will continue to aggressively assist physicians and other 
health care professionals who thus far have been unable to achieve full Y2K 
compUance. We greatly appreciate HCFA’s implementation of a ’’l-SOO” cali-in service ( I - 
800-958-HCFA), whereby physicians and other health care providers may seek HCFA's 
assistance in ensuring that '^eir systems are Y2K compliant. We are also particularly 
grateful for HHS identifying November 1 5* through November 20’*’ as the “National 
Medicare Y2K Testing Week,” during which time physicians may test their forw'ard-daied 
Medicare claims widi their Medicare contractors. We ^plaud these critical initiatives, and 
we reiterate ifeil physicians are genuinely trying to achieve full Y2K compli^ce. 

Reimburaement and Implementation of BBA 

To remedy its own problems, HCFA has stated it will concentrate on fixing its internal 
computers and systems. As a result, it will not implemem some changes required under the 
Balanced Bidget Act (BBA) of 1997, and plans to postpone physicians’ payment updates 
from January 1 , 2000, to January 1 7, 2000, Since HCFA had at one time indicated that it 
would delay payment updates by three months, we are pleased that HCFA is moving in the 
right direction k> eliminate update delays. The AMA has previously Indicated to HCFA that 
delays in Medicare’s reimbursement updates could have consequences far beyond the 
Medicare program. Many private insurers and state Medicaid agencies base their fee-for- 
service pa)Tiaent systems on Medicare’s RBRVS, and thus may follow HCFA's lead with 
respect to delays in payment updates, thereby resulting in a much broader than expected 
impact on physicians. 


AMA Y2K COMPLIANCE ASSISTANCE EFFORTS - A CHRONOLOGY 

The AMA has devoted numerous iiaancial resources and U conducting a number of 
activities to assist physicians with Y2K problems, as outlined below. Indeed, AMA 
policy directs the to shidy the Y2K problem and its possible adverse effects on patient 
care and physicians, and to educate and assist physicians in becoming Y2K compliant 

As a precursor to its Y2Kremedhuion efforts, in early 1996, the AMA formed the National 
Patient Safety Foundation or “NFSF.” Our goal was to build a proactive iniriative to 
prevent avoidable injuries to patients in the health care system. In developing the 
NPSF, the AMA realized that physicians, acting alone, cannot always assure complete 
l^ent safety. In fact, the entire community of providers is accountable to our patients, and 
we all have a responsibility so work together to &shion a systems approach to identifying 
and managing risk. It was this realization that prompted the AMA to launch the NPSF as a 
sepame orgatization, w^ich in turn partnered widt other health care organizations, h^lth 
care leaders, research experts and consumer groups from throughout the health care sector. 

One of the^ partnerships is the National Patient Safety Partnership (NPSP), a voluntary 
public-private partneisMp doJicated to reducing preventable adverse medical events and 
convened by the Dq>artraent of Veterans Affain. Other NPSP members include the 
American Hospital Association, the Joint Commission on Accreditation of H^ithcare 
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Organi^dons, the Aroerican N^es^Associadoo, die Association of American Medical 
Colleges, the Institute for Healthcare Improvement, and the National Patient Safety 
Foundation at the AMA. The NPSP has made a concerted effort to increase aw-^rcness of 
the year 2000 hazards that paticntSTclying on certain medical devices could face at the turn 
of the century. 

For more than a year, the AMA has also been educadng physicians and medical 
students through two of Its publications, mdxYit Journal 0 / the American 
Medical Association (JAMA). AMNews, a national newspaper widely distributed to 
physicians and medical students, has regularly featured articles for the last nineteen months 
disct^inglhe Y2K problem, patient safety concerns, reimbursement issues, Y2K 
legislation, and other related concerns. This publication has carried Y2K editorials, 
infonnation about avmlable resources, and oAer articles intended to make physicians aware 
of the Y2K conversion efforts tfiat will be r^cessary to protect their patients and practices. 
The AMA has also been placing~and will continue to place — advocacy ads mAMNeM>s in 
a further effort to bring physicians’ attention to the Y2K issue. 

Through these publications, the AMA has been raising the level of consciousness among 
physicians of the potential risks associated with the year 2000 for their practices and 
patients, and identifying avent«s for resolving some of the anticipated problems. 

The AMA has also developed a uational campaign entitled “Moving Medicine Into the 
New Millenniam: Meeting the Year 2009 Challenge, ” which incorporates a variety of 
educational seminars, assessment surveys, promotional Information, and ongoing 
comaunication activities designed to help physicians understand and address the 
numerous complex issues related to the V2iC prohiem. In June 199S, the AMA launched 
this campaign by assembling state, county and medical specialty executives from around die 
country for an informational seminar, presenting an overview of the Y2!C problem and its 
potential impact on the medical profession. 

la August 1998, AMA staff met \wth anendees of die American Association of Medical 
Society Executive (AAMSE) annual meeting to discuss, answer questions regarding, and in 
genertd raise the level of physician awareness of the Y2K problem. 

A seminar series sponsored by the AMA is the “Adviced Regional Response Seminars” 
program. We lave been holding these seminars in various regions of the country and 
providing sp©:ific, case^study infotmaiion along with practical recommendations for the 
. participants. Hie seminars provide tips and recommendations for dealing with vendors and 
explain various methexis for obtaining beneficial resource information. Seminar participants 
receive a Y2K solutions manual, entitled The Year 200Q Problem: Guidelines for Protecting 
Your Patients and Practice^ This manual, which we have made available to hundreds of 
thousands of physicians across the country, offers a host of different solutions to Y2K 
problems that physicians .will likely face. It raises physicians’ awareness of the problem, 
year 2000 operational implications for physicians’ practices, and identifies numerous 
resources to address the issue. 
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]n addition to these seminars, ^ AMA subsidiary, AMA. Solutions, Inc., has been enlisting 
the cooperation of physician group practices, hospials and Federation members across the 
country to host Y2K presentations. 

The AMA in June 1998 cstablisted a website (URL: www.ama-^sn.org/not- 
rao/y2k/m&x.htm) to provide the physician communiiy additional assistance to better 
address the Y2K problem. The site serves as a central communications clearinghouse, 
providing up-to-date information about the millennium bug, as well as a special interactive 
section to permits physicians to post questions and recommended solutions for their 
specific Y2K problems. The website contains a \walth of Y2K-reIaied information, and 
includes a medical equipment inventory list as well as links to other key sites such ss the 
FDA’s. Since its inception, it has generated approximately 55,500 ‘'’hits.” and we have been 
adding new content to generate repeat visits. 

The AMA has conducted or participated in several surveys to measure the medical 
profession’s state of readiness, assess where problems exist, and identify what 
resources would best reduce any risk. The AMA, along with several other national 
organizations, recently participated in a survey of 5,000 physicians nationwide, which was 
conducted fay the Department of Health and Human Service's Office of Evaluations and 
Inspection of the Office of the Inspector General. The AMA has sought to use the 
information we have obtained from these surveys to identify which segments of the medical 
profession are most in need of assistance, Wc ^ve also attempted to tailor our efforts to 
meet the specific needs of physicians and their patients, and to more effectively assist our 
constituent organizations in rcs|x>nding to the precise needs of other physicians across the 
country. 

During its 1999 Annual Meeting, the AMA featured a \7K exhibit, which drew physici^s' 
attention to the AMA website and the AMA Fear manual. We also offered 
suggestions on how physicians c»uld assess their readiness, and answered questions and 
encoiutiged them to develop detailed contingency plans. We also set up this exhibit at the 
Medical Group Man^ement Association regional meetings Iasi June and July. 

In an effort to offer lead«ship lo the Federation, the AMA has been communicating vvith 
state, county and specialty medical societies across the country, explaining the y2K problem 
and urging them lo alert physicians. We have offered our assistance to these societies and 
requested that they inform us of their efforts to assist physicians in becoming Y2K 
compliant. 

THE CHALLENGE 

Both the public and private sectors should encourage and facilitate health care 
practitioners in becoming more Y2K compliant and taking action to mitigate their 
risks. Greater efforts must be made in educating physicians, other healdt care providers and 
health care consumers about the issues concenung the year 2000, and particularly, how they 
can develop Y2K remediation plans, properly test their systems and devices, and accurately 
assess their exposure. We ur^e HCFA to devote further resources to assist physicians tn 
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Y2K compUssce pmfelemst testing equipiaent — ^whlch at this jaseture fe 
€mci^<-«Bd is dei^Sopisg sohitioBs and coBtiageacy plans t© ensure patient safety. 

We also lecoramendtiiat'commtaiiiics and m^'aiiKms leam from other communities and 
institudonsdtat lave.successlWIy and at i«st partially solved the problem. Federal, state 
atrf local agemnes as well as accrediting bodies that roudnely address public health issues 
and disaster prcparedcess are likely leaders in this area. At the physician level, this means 
ilmt puUic physicians, including those in the military, organi^d medical staff, ^d 
mt^ical ^^tesaots, will need to be actively involve fcr a number of reasons. Smie medical 
societies can he4> ttke a leadership role in coordinating such assessments. 

We aore aware that the “Year 2000 In&rmadon and Readiness DtK:Iosure Act” and “Ti» 
Act’' were recently pas^ and enac^ into law, ami are mterufed lo rearict Y2K 
litigation by gmiting laotcction to certain defendants in Y2K suits. Under the former 
static jHometisB against Ihigadoa is offered to emjourage manuf^tupeis to disclose V2K 
ctBnpIlance Inibmtation. Altiiough the AMA stroxEgly believer that inftwmation must bs 
fredy shared between manufacturers and consumers, we continue to caution against 
provi«tii^ li^iliy cs^ to manmaccurefs in exchange for die Y2K infonnasion they may 
isowde. As we havostated before, generdly alone have the in&nrmatlon about 

whetiser tiieirproducts were manufactured to comply with year 2000 data These 
maoafaeturers should disekise that mfonuatiou to their consumers without receiviog 
as undue heaeift from a liability cap. 

The latter statute offers a host of liability protections to defendants hi lawsuits arising out of 
<fevice, eqBipn»Rt, software or hardware feHines caused the ‘year 2000” problem. The 
starete, however, expressly excludes ffora its scope claims based on personal injuiy. 

As you may realize, Y2K-re}aied lawsuits against physicians and other bcaldi care providers 
willlikelyarisc out of personal injury cl^tns. Third-party actions against the manufacturers 
will'iypcaHy arise out of or rely on a breach of txmtiact and will not be based dir«:tly on 
“personal injury.” Consequently, this statute wfUl protect device and equipment 
manufacturers - ise the most knowledgeable abouttheir products - while ^posing to 
liAility physicians and other provjdeis>who have HtOe kirowiedge about wheti^ the 
equipment is Y2K compl^t. So, despite patients being injured by equipment malfunction, 
medical equipmem manufecturers wmild likely w^oy many of the protections of this law. 

To limit manulacturcrs’ liai^lty exposure under these circumstances, while leaving 
physicians and providers vulnerable to suits. fli«t in the face of sound public pcBcy, 

We eoatinue to stress tiiat medical de^ce and.software manufacturers need to disclose 
publicly ami immediateiy Y2K compliance information regarding products tiiat are currently 
in Any delay in communicating this information may further jeopardize practitioners’ 
efforts at ensming «>ffipiiance. We emphasize that at this st^e, all compliance information 
must be accur^e, complete, sufficiently detailed aiK! readily understwdable for physicians. 
We suggest that the federal government and Congress continue to enlist the active 
participation of the FDA or other government agencies in mandatir^ appropriate reporting 
prooedures for vendors. We applaud the Ctejrarmieai of Veteran Affairs, the FDA, and 
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others who mamtain V2K web sites on medicd devices and offer other resources, which 
have already helped physicians io make initial as^s^tnits about their own equipment. 

We also must build redundaru:i6s and contingendes mu) die remediation efTorts as part of 
tise maa^fiasiEK process. Patierm are vuinwabie to information systems and medi<»! 
equipment failures. Injuries may also be caused by physical plant equipment 
mal^ctioiis — for example, by a hospital elevator stops working properiy, or a 
heating^entUaiion/air conditioning sy^mi diat l&Us or by an unexpec^ power outage. The 
full panoiidy of systems that may down as our peicejmon of scopet of risk expands 

may not be as easily delineated as the potential problems with m<»iical devices. Building in 
back'll systems as a fail-safe for thew unknovm or more diffuse risks is, therefore, 
alsoluudy crucial. 

To the extent that physicians — ^|:«urucu}ariy those in small practices, and other health care 
provi^is, do not have the required capita to leaRedy their y2K problems, we wdcome die 
Small Busina Admlaistratkm^s (SBA) efforts to «isure that loans arc made available on s 
restricted basis for businesses to correct Y2K problems. 

We must counter any possibili^ that the public will oven^ct to potemiai Y2K'related 
problems- To that end, the AMA continues to p^icipate with the Administration and the 
pharmaceutical ernmnunity in a process to develop interventions designed to reassure the 
public diat die phann&»uiicai supply is secure and tl^ patient safety will be maintainKl as 
w« transition into the millemum. We have jdso been aedvely participating in the 
^'Pharmaceutical AUiance for Y2K Readiness,” which is a coalition of drug manufacturers, 
wholesale chstriUitors, pharmacies, and Iwallh care organizations that are working closely 
v4di government leaders to ensmti that consumers retma access to a cominued and 
substantial supply of pharnnaoeuticals tlu-ough J^uaty 1 , 2000. 

Fmm this cxt«i$ivc Y2K educational ^tiviiy cuirentiy underway within the AMA, h should 
be readily apparent that we believe that physicians should be making ail necessary 
contingency plans to pioiect both their patents and their practices from the Y2K computer 
bag. We uige you to join with us in sending the message to all physicians that there is still 
time to make the ncc^sary ^jvstments to their practice and to develop needed contingency 
plans. 

We appr«;iaie the committees’ interest in addressing the matiere diseus^d in our testimony 
and stffltd ready to assist Congress in further addressing any probiems related to these Issues 
as they arise. 
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Chairwoman MoRELLA. Gentlemen, will you also rise and raise 
your right hands and I will administer the oath. Do you swear that 
the testimony you are about to give is the truth, the whole truth, 
and nothing but the truth? 

[Witnesses respond in the affirmative.] 

Chairwoman MoRELLA. Again, the record will show an affirma- 
tive response. 

What we traditionally do is allow about 5 minutes for any open- 
ing statement that you may have, recognizing the fact that any 
written statement you have given us in its entirety will be included 
in the record. 

So we will then start off with, if you have no particular pref- 
erence, Mr. Scher. 

TESTIMONY OF BARRY S. SCHER, VICE PRESIDENT, GIANT 
FOOD, INC., WASHINGTON, D.C.; J. PATRICK CAMPBELL, 
CHIEF OPERATING OFFICER AND EXECUTIVE VICE PRESI- 
DENT, THE NASDAQ-AMEX MARKET GROUP, INC.; AND RON- 
ALD MARGOLIS, CHIEF INFORMATION OFFICER, UNIVER- 
SITY OF NEW MEXICO HOSPITAL, HEALTH SCIENCES CEN- 
TER, REPRESENTING THE AMERICAN HOSPITALS ASSOCIA- 
TION 

TESTIMONY OF BARRY S. SCHER 

Mr. Scher. Thank you very much. My name is Barry Scher and 
I am vice president for Giant Food. We operate 175 stores in Vir- 
ginia, Maryland, the District of Columbia, New Jersey, and in 

Delaware. We are also a part of the Royal Ahold family 

Chairwoman MoRELLA. Mr. Scher, I think that we had already 
said that Mr. Campbell would go first. I was simply looking at the 
manner in which we were seated. 

Would you prefer to go first, Mr. Campbell? 

Mr. Campbell. No. Let him go. 

Mr. Scher. Either way. 

Chairwoman MoRELLA. Thank you very much. He is a good 
friend; he understands. Thank you. 

Mr. Scher. Giant is a part of the Royal Ahold family, a Nether- 
lands-based international food retailer. In the United States alone, 
Ahold owns, aside from Giant Food, Stop & Shop based in Boston; 
Tops based in Buffalo; BI-LO from Maulden, South Carolina; and 
Giant Food Stores in Carlisle, Pennsylvania. 

Our preparations for Y2K at Giant have been going on since 
1996. We have been checking our numerous systems, one-by-one, to 
certify them as Y2K compliant. Although our administrative tests 
have given us a very high level of assurance that we will enter Y2K 
without system failures, our certifications test could not test how 
the systems would work together, as they do every day at Giant, 
when we enter the new year. 

These early Y2K certifications were performed on system envi- 
ronments that were virtually identical to those that we use every 
day. 

In August, these Y2K workhorses took on a new role at Giant. 
We ran our systems in a computer lab that simulated all the com- 
puter systems in a real store environment. There, our team moved 
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the test systems’ clocks to December 31st. As the minutes and hour 
ticked away, the systems were used and monitored as they would 
be in a real store to see how they would operate as we entered the 
new year. We also wanted to see how they would handle the leap 
year day, February 29, 2000. 

In the lab, everything worked just fine. We could place orders, 
ship, select, receive, weigh, and scan product, keep track of every- 
one’s time and attendance, process prescriptions, and so on. Yet, 
there still loomed a larger question: Would all of these systems — 
stores, security, non-store environments — work together when the 
clock struck midnight and the new millennium began? 

We decided that what we needed at Giant was a fully integrated 
test, doing exactly what we did in the lab; that is, advance the 
clock to the end of the year in an actual working store, while all 
of the systems were being used. Our concern was the potential im- 
pact that we would have on our business and the inconvenience to 
our customers if we field tested as customers shopped. Then, as so 
often happens, out of adversity, opportunity knocked. 

In early September, we closed a store in Valley Forge, Pennsyl- 
vania. With no buyers available, the store was vacated and all the 
remaining product was shipped to a neighboring store. But before 
tearing out the computer systems and scales, our Y2K team was 
able to utilize this empty, but fully operational store to test our 
company’s IT systems. 

On September 28th, Giant put the computer systems to the ulti- 
mate Y2K test. They all passed. All of them, from EBT to DSD to 
POS, and these are food industry terms meaning such things as 
electronic benefit transfer, direct store delivery, and POS, which is 
point of sale or the front-end checkouts. The whole alphabet passed 
with flying colors. 

While we are very confident in our own IT systems, we realize 
that there is always a chance that something could go wrong on 
January 1, 2000. As a result, we have developed a very comprehen- 
sive set of Y2K contingency plans that have been distributed just 
today, as a matter of fact, to all of our store and non-store manage- 
ment associates. 

Now, in anticipation of peaks in consumer demand for certain 
products, we are also developing specific merchandising plans that 
include buying and distribution strategies. The focus will be on 
spreading the expected increased demand across the next few 
months by offering exciting promotions for certain products prior to 
the holidays. And when the holidays arrive. Giant’s support system 
will not go on vacation. An expanded team of support associates 
will be on hand at handover, where we are headquartered, and oth- 
ers will be on-call to address any and all issues that might arise 
come January 1, 2000. 

We have also developed an internal and external communications 
plan. Our objective has been to inform and educate a number of 
stakeholders about our Y2K readiness. Just to cite some of the ex- 
amples of our educational and informational activities: 

We have developed a Y2K brochure, you should have it in front 
of you, I will hold it up in the event you do not. This brochure was 
given to all of our stores and distributed free to our customers. We 
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have also been asked to send it to area schools and other institu- 
tions. We have done so. 

We have also placed newspaper advertisements in the Wash- 
ington Post and Baltimore Sun. This is a copy of one. This was also 
placed in other major weekly newspapers throughout our mar- 
keting area. 

We also decided to send personal letters to business, civic, and 
government leaders to inform them about our Y2K readiness. And, 
finally, we addressed business and civic groups, as we were often 
requested to do. 

Plus we have done a great deal more — all with the objective of 
informing our customers and the general public that at Giant Food 
we are ready for Y2K. 

And I mentioned earlier, Mrs. Morelia, that I am speaking on be- 
half of the Ahold companies. All of the other Ahold companies are 
also ready. We are a member of the Food Marketing Institute, 
which is an international association representing food retailers. 
They have also testified before Congress. The food industry is, in- 
deed, ready. Thank you. 

[The prepared statement of Mr. Scher follows:] 
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TesKcnaiy by Barry F. Scher, Vice Prssiderft-Publte Affairs 
Oiant Food Inc. 

Washington. D.C. 

Congressional Committee on Government Managernent 
infermailon and Technology 

November 4, 19S9 


Good afternoon. My name is Barry Scher and I am vice president of 
public affairs for Giant Food. We operate 175 stores in Virginia, 

Maryland, the District of Columbia, New Jersey and in Delaware. We are 
a part of Royal Ahold, a Netherlands-based international food retailer. In 
the United States, Ahold also owns Stop & Shop based in Boston; Tops 
based in Buffalo; BI-LO based in Maulden, South Carolina; and Giant 
Food Stores of Carlisle, Pennsylvania. 

Our preparations for Y2K at Giant Food have been going on since 1 996. 
We have been checking our numerous systems, one-by-one, to certify 
them as Y2K compliant. Although our administrative tests have given us 
a high level of assurance that we wili enter Y2K without system failures, 
our certifications could not test how the systems would work together - as 
they do every day at Giant - when we enter the new year. 

These early Y2K certifications were performed on system environments 
(both main frame and non-main frame) that were virtually identical to 
those we use everyday. 
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In August these Y2K ‘‘workhorses” took on a new role. We ran our 
systems in a computer "lab" that simulated all the computer systems in a 
real store environment . There, our team moved the test systems' clocks 
to December 31 . As the minutes and hours ticked away, the systems 
were used and monitored as they would be in a real store to see how 
they would operate as they entered the “new year." We also wanted to 
see how they would handle the leap year day, February 29, 2000. in the 
lab, everything worked! We could place orders, select, ship, receive, 
weigh and scan product, keep track of everyone’s time and attendance, 
process prescription orders and so on. Yet, there still loomed a larger 
question; Would a// of our systems. ..security, store, non-store, etc. 

. . .work together when the clock struck midnight and the new millennium 
began? 

What was needed was a fully integrated test, doing exactly what we did in 
our lab - advance the clock to the end of the year - in an actual, working 
store, while all of the systems were being used. The concern was the 
potential impact on our business and the inconvenience to our customers 
if we field tested as customers shopped Then, as so often happens, out 
of adversity, opportunity knocked. 
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In eariy September, we permanently dosed a store in Valley Forge, PA. 
With no buyer available, the store was vacated, and all the remaining 
product was shipped to neighboring stores. But before tearing out the 
computer systems and scales, our Y2K team was able to utilize this 
empty, but operational store, to fuily test our company’s IT systems. 

On September 28, Giant put its computer systems to the ultimate Y2K 
test! They passed! All of them. . .from EBT to DSD to POS. . .the whole 
alphabet passed with flying colors. 

While we're very confident in our iT systems, we realize that there Is 
always a chance that something could go wrong on 1/1/2000. As a 
result, we have developed a comprehensive set of Y2K contingency 
plans that have been distributed to ali store and non-store management 
associates. 

in anticipation of peaks in consumer demand for certain products, we are 
also developing specific merchandising plans that include buying and 
distribution strategies. The focus will be on spreading the expected 
increased demand across the next few months by offering exciting 
promotions for certain products prior to the holiday season. 
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And when the holidays arrive, Giant’s support system will not be on 
vacation. An expanded team of support associates will be on hand in 
Landover, and others will be on-call, to address any and all issues that 
may arise come January 1 , 2000! 

We have also developed an internal and external communications plan. 
Our objective has been to inform and educate a number of stakeholders 
about our Y2K readiness. Just to cite some of our numerous educational 
and information activities, we have: 

• Developed a Y2K brochure for our customers (copies will be 
distributed) 

• Placed newspapers advertisements (ad copy to be shown) 

• Sent personal letters to business, dvic, and political leaders to inform 
them about ourY2K readiness 

• Addressed business and dvIc groups 

Pius we have done much more - all with the objectives of informing our 
customers and the general public that at Giant, we are ready for Y2K! 



108 


BIOGRAPHY 


BARRY F. SCHER 

VICE PRESIDENT-PUBLIC AFFAIRS 
GIANT FOOD INC. 


Scher Is currently Vice President of Public Affairs for Giant Food Inc., a 175 store retail 
food/pharmaoy chain serving Delaware, New Jersey, Virginia, Maryland and the District of 
Columbia. Asa teenager, his first job was working as a part-time stafler In the Company's 
former Rkdimond dMsion. To gain career experience in his chosen field of public relations, 
he worked white attending college at ttie NBC affiliate WXEX-TV in Richmond and later fw 
the Spectator Newspaper Group in Washington, D.C. Scher holds a B.S. degree in 
journalism from William and Mary College’s Richmond campus and also holds a Masters 
-Certificate in public affairs from American University, Washington, D.C. 

After college, Scher joined Giant full-time in 1986 as a member of the Company’s naviy 
formed Public Relations Department. He has held successive positions as Public 
Information Specialist, Communications Manager and Director of Giant's Communications 
Department. In 1977. the department took on additional responsibHities of handling 
legislative affairs among dre focal, state and Federal governments and Scher was 
promoted to Director of Public Affairs. He was named vice president in 1 987. 

Today the Public Affairs Department is responsible for Gianfs government relations, news 
media relations, philanthropic programs, community affairs and external communication 
programs. 

Schar currently holds offlces in the foll nwina omanfeations: 

* Board member of Second Harvest, a national organl2atlQn based in Chicago 
representing food banks throughout the United States 

* Chairman of the Board of the Capital Area Food Bank 

* Chairman of the District of Columbia Government Environmental Planning 
Commission 

* Member of the Board and chairman of the L^lslaiive Committee, Virginia Food 
Dealers Association 

* Executive Board Member, Virginia Retail Merchants Association 

* First Vice-Chairman, Mar^and Retell Merchants Association 

* Board member, Mar^and Business Roundtabte for Education 

* Director, Montgomery County Public Schools, Educational Foundation, Ino. 

* Member of the Board of Directors, New Jersey Food Council 

* Member ofthe Food Marketing institute's Government Affairs and Communications 
Division 

* Executive Committee of the Board of Directors, Maryland Chamber of Commerce 
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Board Member and past president of the Board of Trustees of the Treatment and 

Learning Centers (TLC) for Disabled ChiWren arei Adults 

Executive Board Member and past chairman of the Mid-Atlantic Food Dealers 

Association 

Member of the Board of Advisors, Gallaudet University 

Member of the Board of Directors, Virginia Food Dealers Association 


The National Press Club 

The Public Relations Society of America 

The Montgomery County Press Association 

The Prince George's County Public Relations Assodation 
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Chairwoman MORELLA. Thank you very much, Mr. Scher. I do 
think this is an excellent pamphlet. It is colorful, it is accessible, 
it is understandable. And I commend you for it. 

I am now pleased to recognize Mr. J. Patrick Campbell, chief op- 
erating officer of the NASDAQ stock market. Thank you, Mr. 
Campbell. 

TESTIMONY OF J. PATRICK CAMPBELL 

Mr. Campbell. Thank you. Madam Chair. I am pleased to be 
here. 

The SEC, the National Association of Security Dealers, the secu- 
rities industry associations, and other firms, exchanges, and utili- 
ties have been leading the way in an industry-wide effort to be Y2K 
ready. The NASD and each of its companies are prepared to transi- 
tion successfully into the 21st century, along with the rest of the 
securities industry. We are confident that our business systems, in- 
frastructure, vendors, contingency plans, and transition command 
centers are ready. Investors should know that we have invested 
heavily to ensure that we are ready for the year 2000. In fact, the 
U.S. Senate and the GAO has given our industry its highest rating 
for Y2K preparedness. 

The NASD began in 1996 to ensure that the business systems of 
the NASD companies will transition to the year 2000 successfully. 
We believe that our capital markets in the United States, our na- 
tional treasures, and their integrity is paramount. 

The NASD has spent $55 million, dedicated more than 100 staff 
to the effort. The NASD’s year 2000 program has remediated over 
300 applications, 11 million lines of code in mainframe, mid-range, 
and desktop systems. The securities industry has treated the prob- 
lem just as seriously and has spent billions of dollars to meet the 
challenges that it poses. 

Our programs have been focused in three areas: The readiness 
of NASD internal and market systems, the readiness of our 5,600 
member broker-dealers, and, as important as anything, keeping in- 
vestors well informed. 

The first aspect of the NASD’s year 2000 program deals with its 
internal systems, especially its market systems. The NASDAQ 
stock market and the American Stock Exchange, as well as all the 
other exchanges, participated in a series of successful Year 2000 in- 
dustry-wide tests conducted over four weeks in March and April of 
this year. These full-cycle tests simulated the securities trans- 
actions process for the dates of December 29, 30, and 31, 1999, and 
for January 3, 2000. 

The NASD tested its services with other participants, all the way 
from our NASDAQ workstation terminals through our network into 
our data center and back, end-to-end. The systems executed more 
than 170,000 simulated transactions for nine different security 
products over the tested dates. After this rigorous testing, we are 
confident that there will be no serious disruptions in our services 
and our markets, and that investors will be protected. 

In addition to systems testing, we have also made extensive con- 
tingency plans to ensure business as usual, and to protect our com- 
puting and communications systems as well as our physical facili- 
ties. As part of these efforts, the NASD has established corporate 
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and business line command centers that will operate from late De- 
cember through the first week in January 2000. We will pre-posi- 
tion staff, resources strategically in each of these centers, as well 
as around the country, to ensure rapid, fast response to protect in- 
vestors’ interests. These centers will be linked to the SEC and 
other industry organizations. 

A second major area of NASD focus has been on its broker-dealer 
members. In 1998, the Securities and Exchange Commission adopt- 
ed a rule requiring all broker-dealers to report their readiness 
through two successive filings. We use this information to help our 
firms meet the Y2K challenge. 

We have held over 90 educational workshops, coordinated with 
extensive update materials. A year 2000 help desk has responded 
to member questions, approaching 20,000 in the last 2 years. We 
also have allowed firms to post letters dealing with their readiness 
on our web site to assure their investors that they can keep their 
money and assets safe. 

The third major area of NASD Y2K focus has been on investor 
education. A comprehensive investor education program has re- 
sulted in a coordinated campaign with all the major markets, the 
SEC, the Securities Industry Association, and the President’s 
Council on Year 2000. This coordinated campaign has commu- 
nicated the readiness of the industry, as well as practical tips for 
investors preparing their personal finances for the transition. 

Examples of these effort include a year 2000 investor kit, which 
has been made available to the members of the committee, and is 
also posted on our world-wide web, as well as an open investor let- 
ter, that ran today, by coincidence, in the Wall Street Journal. We 
will continue to run these letters by all the markets in the country 
basically expressing our Y2K position. This open letter outlines the 
industry’s preparations and repeats the advice to investors found 
in our investors kit. 

We appreciate this opportunity to testify. And you should take 
comfort that we have since 1996 exercised I think our fiduciary re- 
sponsibility to the Nation and the people who are investors in our 
capital markets. Thank you. 

[The prepared statement of Mr. Campbell follows:] 
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I am Pat Campbeil, Chief Operating Officer of the Nasdaq Stock Market, a 
subsidiary of the National Association of Securities Dealers. Incorporated. The NASD 
would like to thank the Committee for this opportunity to testify on “Y2K Myths and 
Realities.” The Committee’s invitation letter indicates that the purpose of this hearing is 
to respond to any looming myths, fears, and concerns with the Year 2000 (Y2K) problem. 
We welcome this opportunity to state what we have done to address the Y2K problem 
and to allay any fears that investors in our market may stilt harbor. As a preliminary 
matter, I woaM also like to note for the record that the NASD has not received any 
federal funding in the last two fiscal yeais. 

The NASD 

Let me briefly outline the role of the NASD in the regulation and operation of our 
securitiesmatkets. Established under authority granted by the 1938 Maloney Act 
Amendments to the Securities Exchange Act of 1934, the NASD is the largest self- 
regulatory organization for the securities industry in the world. Virtually every broker- 
dealer in the U.S. that conducts a secunties business with the public is required by law to 
be a member of the NASD. The NASD’s membership comprises 5,600 secinities firms 
that operate in excess of 75,000 branch ofBces and employ more than 600,000 registered 
securities professionals. 

The NASD is theparent company of TTie Nasdaq Stock Market, htc., the 
American Stock Exchange, and NASD Regulation, Inc. (NASDR). These wholly owned 
subsidiaries operate under the authority of the parent, which retains overall responsibility 
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for ensuring that the organization’s statutojy and seif-regulaiory functions and ohiigations 
are fulfilled. The NASD is governed by a 33-member Board of Govemore, a majority of 
whom arc non-sccuritics industry affiliated. Board members drawn from leaders of 
industry, academia, and die public. Among many other responsibilities, the Board, 
through a scries of standing and select ccmmittecs, monitors trends in the industry and 
promulgates rules, guidelines, and policies to protect investors and ensure market 
integrity. 

NASD Regulation 

NASD R^ulation is responsible for the registration, education, testing, and 
examination of member firms and their employee. In addition, it oversees and regulates 
our members’ market-making activities and trading practices in securities, including 
those that are listed on The Nasdaq Stock Market and those that are not listed on any 
exchange. 

NASDR carries out its mandate from its Washington, D.C. headquarters and 14 
district offices located in major cities throughout the country. Through close coop^tion 
with federal and state authorities and other self-regulators, overlap and duplication is 
minimized, freeing governmental resources to focus on other areas of securiUes 
regulation. 

NASDR has examination responsibilities for all of its 5,60C members, fri addition 
to special cause investigations that address customer complaints and terminations of 
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brokers for regulatory reasons, NASDR conducts a comprehensive routine cycle 
examination program. 

The American Stock Exchange 

The American Stock Exchange is the nation’s second largest floor-based 
securities exchange, listing 770 companies, and is the only U.S. securities exchange that 
is both a primary market for listed equity securities as well as a maiicet for equity options, 
index options, and equity den vatives. Amex has been the primary innovator in structured 
derivative securities and inde.v share securities. 

The Nasdaq Stock Market 

The Nasdaq Stock Market is the largest electronic, screen-based securities market 
in the world. It currently is capable of handling trading of up to four billion shares a day 
and can be scaled up, if necessary, to accommodate an eight billion share day. Founded 
in 1 971 , Nasdaq today accounts for more than one-half of all equity shares traded in the 
■nation and, since Janumy of this year, is also the largest Sock market in the world in 
terms of dollar value of shares traded. Trading volume on Nasdaq in 1999 has routinely 
. surpassed a billion shares per day, with apeak of 1,437 billion shares reached just last 
Friday, October 29, 1999. Nasdaq lists the securities of 5,258 domestic and foreign 
companies, more than all other U.S. stock markets combined. There are over 70 million 
investors in Nasdaq companies. The Nasdaq Stock Market is made up of two distinct 
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markets, the Nasdaq National Maiket an4 for smaller companies, the Nasdaq SmallCap 
Market, 

Securities Industry Readiness 

The Securities and Exchange Commission (SEC), the Securities industry 
Association (SIA), the NASD, and other firms, exchanges, and utilities have been leading 
the way in an industiy-wide effort to be Y2K ready. The NASD and each of its 
companies are prepared to transition successfully into the 21“ century, along with the rest 
of the securities industry. We are confident that our business systems, infrastructure (i.e., 
facilities, networks, etc.), vendors, contingency plans, and transition command centers are 
ready. Investors should know that we have invested heavily to ensure that we are ready 
for the Y ear 2000. In fact, the U.S, Senate has given our industry its highest rating for 
Y2K preparedness. 

In March and April of this year, the securities industry's computer systems for 
order processing, trade execution, srttlement and clearing were checked, teste4 and re- 
checked. Securities firms, data vendors, exchanges, and utilities all collaborated in one of 
the largest, most complex tests of computer systems ever undertaken by the industry. 
Nevertheless, many teams of ^wcially trained personnel will be closely monitoring the 
securities markets to make the transition to the new year as seamless as possible. 

Because of the seriousness of the potential problem, there is no such thing as being over- 
prepared. 


With this said, we do believe that there will be Year 2000 “events” that could 
occun These will fair into several categoric: (a) minor problems that will be of no 
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significant business concern (i.e., "oops”), (b) minor problems that will be of a business 
concern (e.g., a problem in one data source; however, the data is available fiom another 
data source), (c) problems that will slow down a business process but not be visible to the 
public, and (d) Y2K problems that will affect business processing and will be visible to 
the public. We are confident that there will be a minimum number of items in the last 
category in tbeJiiiancial services industry. 

The NASD Year 2000 Program 

TheNASD implemented a comprehensive Year 2000 Program in 1996 to ensure 
that the business systems of the NASD companies will transition to the Year 2000 
successlully. The program has focused on the readiness of NASD internal systems, the 
readiness of our 5,600 member broker-dealers, and keeping investors informed about the 
industry’s prqraredness efforts. It is critical to the stability of the markets to do 
evetythit^ we can to instill confidence in investors - eonfidrace that when trading begins 
on January 3, 2000. their investments will be both safe and'accessible. 

This NASD commitment has resulted in pending ofJ55 million, and the 
dedication of more dian 100 staff during our efforts to address the Year 2000 challenges. 
The securities industry has treated the problem just as seriously, and spent in the billions 
of dollars to meet the challenges it poses. 

In the NASD’s Year 2000 Program over 300-applicalions and 1 1 million lines of 
code in mainframe, mid-range, and desktop systems have been remediated. Over the last 
three years, onr oversight has included extensive audits of fee program’s management 
and results by internal and external organizations. 

Our efforts have been focused on our markets, our member firms, and investors. 
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Nasdaq Amex Market Prepemdttess 

The Nasdaq Stock Market and the American Stock Exchange participated in a 
series of sticcessfiil Year 200) industry-wide tests conducted in March and Aprii 1999. 
This testing enabled us to determine whedio- our vast array of sophisticated computer 
systems could process equities transactions in the Year 2000. These full-cycle tests 
simulated the securities transaction process, from customer orda- input, through the 
markets’ systems, and finally to settlement at the National Securities Clearing 
Corporation. Over a period of four weekends, the dates December 29, 30. 3 1 of 1999 and 
January 3, 2000 were simulated with transactions processed by all rtajor participants in 
the securities industry. Through the tests with these date changes, the NASD tested its 
services with other participants, from our Nasdaq Workstation terminals through our MCI 
WorldCom network (the second largest private .network in the United States), mto our 
data center and back. Over 160 employees contributed to the testing of Nasdaq/Amex’s 
major trading systems for equities and options. The systems executed more than 170,000 
simulated transactions for nine securities products for the tested dates. After this 
extensive, rigorous testing, we are confident that there will be no serious disruptions in 
oar services — ^uid that investors will be protected. 

Additionally, in order to ensure "busSness as usual,” Business CoiUinuity Plans 
have been created to provide further protection for our computing systems, physical 
fecilities, and communications systems in case of iraexpected events. The NASD 
Business Continuity Planning program provides the structure to ensure continuity of 
critical business functions. As part of these preparedness efforts, the NASD has 
established a corporate Coordination and Communications Center and business line 
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Response Centers that will be in operation from late Decanber through the first week in 
January 2000. Communications and facilities will be ready to respond to problems that 
may occur during the transition weekend. We will pre-position staff and resources 
strategically in our corporate command center, and in each company response center. In 
addition, we wUI pre-position staff around the country to ensure fast response to protect 
investors' interests. Direct communications links will be established with, the SEC and 
other industry organizations. Planning for major scenarios has been completed jointly by 
the SEC, SIA, major markets, exchanges, and Self Regulatory Organizations (SROs). 

During the transition period, investors could lose confidence by misint«preting 
events, and any incident will likely be perceived to be Y2K related. The NASD will 
therefore quickly report on any problems, Iheir causes, and the impact they may have. 

From an mdustr}'-wide perspective, the SEC is leading an effort that includes the 
implementation of structured information data collection centers that are tied together 
with assured communications to facilitate “business as usual” decision-making. All 
major industry organizations and governmental agencies will be coordinated through 
communications reporting systems. This industry’s current consensus management 
approach, which includes all major elements of the industry, will be used to manage such 
events. Planning for major scenarios has been completed jointly by the SEC, SLA, major 
maikets, exchanges, and SROs. 

The NASIf Broker-dealer Membership Program 

The initiative of readying member firms for the new century tiansition began 
more fiian three yeare and has been one of the most important, all-encompassing 
initiatives undertaken by the NASD. This effort benefits not only investor, but all 
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NASD member firms, by providing ae guidance needed to help firms complete their own 
readiness efforts. The following describes fte range of activities that the NASD has 
Bjidcrtaken to support the industry and its member firms. 

In 1998, the SEC adi^ted a rale requiring all broker-dealers to rqxjtt their 
readiness through two successive Form BD-Y2K filings. This all-inclusive reporting 
approach provided securities regulators with infotmation to assess industry readiness and 
to assist securities firms in achieving readiness. Prior to this reporting rule requirsncnt, 
the NASD had implemented a member firm readiness assessment survey to deterniine 
who® the focus of our membership was relative to their Y ear 2000 initiatives. 

Using the individualized infoimation provided by our members through their BD- 
Y2K filings, the NASD dedicated substantial resources to assist ail films with their 
preparation, especially our smaller firms. Over 90 educational readiness workshops and 
seminars were held, coordinated with update materials that included brochures, letters, 
electronic messages, Web pages, and telephone communications. 

Early in the process, the NASD established a Year 2000 Help Desk to respond to 
member questions and concerns. In addition, a team of Year 2000 readiness analysts 
trained in measures specific to the securities industry has been monitoring the progress of 
NASD members while focussing firms on their Year 2{X!0 efforts. During 1998 and 
1999, NASD analysts and die Help Desk communicated on these efforts more than 
20,000 times with member firms through telephone calls, e-mails, faxes, and letters. 

To assist firms further in oommunioating their readiness efforts to thdr investors, 
we also implemented a voluntary Member Year 2000 Readiness Program to allow 
members to display a Year 2W)0 readiness letter or statement on the NASD and NASDR 
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Web Sites. Hiese letters assure the investing public of their broker-dealeis’ ability to 
handle Year 2000 problems and keep their money and assets safe. 

Investor Eiucatim and Communication 

Through continuous contact with member firms, analysis of national survey data, 
and inforaiation provided by the SEC, SIA, and othras, we have been able to assess 
investor confidence levels related to the Year 2000 to guide our overall investor 
communications program. 

Our comprehensive investor education program has resulted in a coordinated 
campaign with major markets, exchanges, the SEC, the SIA, and the President’s Council 
on Year 2000 Ctmvetsion. This coordinated campaign has communicated die readiness 
of the industry, as well as practical tips for investors for preparing their personal finances 
for the transition. In September 1999, these organizations, in addition to the New York 
Stock Exchange (NYSE), joined to outline toe extensive steps undertaken by Wall Street, 
toe mutual fund industry, and regulatojs to ensure that it will be “business as usual” when 
the Year 2000 arrives. 

To educate investors furtoer, toe President’s Council, SEC, SIA, NASD, and the 
Invralment Company Institute developed a "Year 2000 Investor Kit.” The kit telps 
investors prepare for toe Year 2000 and includes tips such as; 

• Ke^ good records (an idea that makes good sense at any time); 

• Stay mfotmed about what their feiancial service providers are doing to 
become Y2K ready; 

• Get Y2K literature provided by their broker-dealers, mutual funds, investment 
advisers or public companies in which they hold; 
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• Invest for the long term and avoid changing trading habits; 

» Do not worry about obtaining stock certificates; and 

• Check the Y2K readiness of personal computers. 

The kit also features a review of industry efforts to prevent Y2K computer 
problems, a list of frequently asked questions for investors, a Year 2000 checklist, and 
information on how to check personal computers and fax machines for Y2K problems. In 
addition, the kit cautions investors about fraud and includes the following tips: 

e Do not listen to, or respond to fear, uncertainty, and doubt caused by 
unsubstantiated rumors; 

» Be on the lookout for fi-aud, since some people may will try to capitalize on 
these fears about the Y2K problem; and 

• Be careful if someone tries to sell you a product, service, or investment that is 
"guaranteed" to fix or prevent a Year 2000 problem. 

The public can access the Year 2000 Investor Kit through the NASD Web site: 
http://www.nasdr.com;'3600_inv_kit.htra. Printed copies are available by calling 1-888- 
227-1330 or sending an email to y2k@nasd.com. The kits have also been provided to 
securities firms for distribution to their clients. 

In addition, investors can check on the Y2K preparedness of broker-dealers, 
mutual funds, and investment advisors on the SEC Web site at; 
htip:y/www, sec.gov/news/y2k/y2kreps.htm. 

Working together, the SIA, the NASD, the NYSE, the Depository Trust & 

Clearing Corporation, the Boston Stock Exchange, the Chicago Board Options Exchange, 
the Chicago Stock Exchange, the Pacific Exchange, and the Philadelphia Stock Exchange 
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have expanded the industry’s extensive public education campaign on how the industry 
has addressed the Year 2000 problem. The latest effort in the industry’s program to 
separate Y2K fact from fiction is an open letter to investors that will ran as an 
advertisement in major daily newspapers in die next few weeks, including the lYeiv York 
Times, the Wall Street Journal, the Washington Post, and the Los Angeles Times. This 
open letter outlines the industry’s Y2K preparations and repeats the common ssise advice 
to investors found in the industry’s Year 2000 Investor Kit on how to get ready for Year 
2000. The letter advises the following; 

« Stay the Course, Is there anything you should be doing as Y2K s^roaches? Yes. 
Keep in mind a few practical guidelines that we encourage you to follow - Y2K 
or not 

• Stay invested for the long term. We believe the market will continue to reward 
prudent investors with the patience to stick to sound investments over time. 

• • Continue keeping good records. Review and save your account statements, 

confirmation slips, and other financial information. 

• Leave stock certificates in the safekeeping ofyour securities firms. There is no 
need to risk fiteir loss by needlessly moving fliem. 

» Learn the facts. If you have concerns, talk to a representative of the firm serving 
you and learn more about its Y2K safeguards. 

The industry plans to fo!bw-ap on the ’Y2K campaign with an hitetnet 
communications program that will make industry experts available for on-line chats with 
investors- 
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Conclusion 

Summarizing the NASD’s efforts, Frank Zarb, Chairman and CEO of NASD said 

"A top priority over the past several years has been to educate the 
5,000-plus member-firms of the National Association of Securities Dealers 
about the importance of Year 2000 readiness, and we have morritored our 
membership closely to ensure compliance. ..we've also worked hard to 
make sure that the internal systems of the Nasdaq Stock Market and 
American Stock Exchange are up to the challenge of the Year 2000 
transition, and that we have communicated our readiness to investors. We 
fee! confident that the integrity of our markets will be preserved and the 
investor will be protected." 

Thank you for this opportunity to testify on this important issue. I would be 
happy to answer any questions you may have. 
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J. Patrick Campbell 

CMef Operatitig QtBcer and Executive Vice President 
The Nasdaq-Amex Maiket Group, hic. 

1 . Fafridt Campbell joined the National Association of Securities 

Dealers, Ihc. (NASD®), in January 1997 in the newly created senior 

management position of Executive Vice President, Maiket Services, b 

his current position, Campbell is responsible for the day-to-day operation 

of The Nas^ Stock hbiket®, the American Stock Exchange®, and all 
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focused on meeting the needs erf members, issuers, and the investmg public— both 

domestically and mtemationally. 

Prior to joinmg the NASD, Campbell was Senior Executive Vice President of The Ohio 
Company, where he was responsible for equity trading research, portfolio management, and 
retirement plans administration. He was aim a member of the firm’s Board of Directors and 
Executive Committee. While a senior executive for The Obo Compai^, Campbell was a 
member of the Nasdaq Board of Directors (1990-1993) and a member of the Cincinnati Stock 
Exchange (1980-1985). 

Campbell is a graduate of Obo Ibiversify (1971) and completed SlA’s Securities bdustiy 
bstitute-Wharton School of Finance (1979). He and Ms wife, Ellen, have two children. 
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Chairwoman MORELLA. Thank you, Mr. Campbell, for your testi- 
mony and for what has been done. And thank you for being such 
a great constituent. 

Mr. Campbell. Thank you. 

Chairwoman MoRELLA. I am now pleased to recognize Mr. Ron- 
ald Margolis, chief information officer at the University of New 
Mexico Hospital in Albuquerque, and also representing the Amer- 
ican Hospital Association. 

Mr. Margolis. 

TESTIMONY OF RONALD MARGOLIS 

Mr. Margolis. Thank you. Madam Chair. I am Ron Margolis, 
chief information officer at University of New Mexico Hospital in 
Albuquerque. I am here on behalf of the American Hospital Asso- 
ciation and their 5,000 hospitals, health systems, networks, and 
other providers. 

I would like to focus on four questions about year 2000 and hos- 
pitals: Will hospitals be ready? How have hospitals been preparing 
over the past few years? What if something goes wrong? Finally, 
how are hospitals reassuring the public at this last 55 days? 

Will hospitals be ready? In a word, the answer is, yes. An AHA 
survey last spring found that 95 percent of hospitals expected that 
their medical devices, computerized information systems, and infra- 
structure to be Y2K compliant or to operate without a problem on 
December 31st. A report issued last month by the Health and 
Human Services Office of Inspector General also indicated high 
confidence in hospitals’ Y2K readiness. 

For example, in New Mexico, our State Hospital Association sur- 
vey very recently found that all systems directly related to patient 
care were expected to be compliant by the year’s end, and right 
now are greater than 96 percent prepared. It is reasonable to infer 
that since these surveys were conducted earlier in this fall season, 
readiness among all hospitals has increased. 

How are hospitals preparing? Hospitals have taken inventory of 
all of our equipments — that’s medical devices, computer systems, 
hardware and software. From that inventory, a remediation or re- 
pair plan was developed and is now being completed. We have test- 
ed, using rigorous means, all of our computer systems with a spe- 
cial priority toward patient care systems to ensure that they will 
work well into the next millennium. We have developed and ac- 
quired software that allows us to warp the time ahead so that we 
were able during the summer to test systems for the period Decem- 
ber 27th through April 1st, which includes the leap year which is 
unusual this next year as well as January 1st. 

Also, through manufacture and vendor contact, we have deter- 
mined other systems in medical devices which may be affected and 
how they will be affected. We are following up as required, which 
could mean anything from repairing a device, loading new soft- 
ware, or taking a device out of service for the period of the date 
change. 

Also, all hospitals plan to increase the level of staffing during the 
days surrounding the millennium date change. Hospital personnel 
will be on hand during the date change to make sure equipment 
is safe and working properly before being used on any patients. 
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Let me point out that hospitals are somewhat unique in their use 
of technology. It is used as a clinical efficiency aide. Clinicians, of 
course, are fully able to perform nearly every function that patient 
support devices provide. We do not under any circumstances hook 
patients up to computers and then ignore their humanness; we cer- 
tainly will not on December 31st. To paraphrase the slogan of a 
telephone company: In the medical world of technology, people 
make a difference, and we truly believe that is a major 
differentiator. 

Nationally, the American Hospital Association is working with 
the President’s Council on Y2K Conversion and with other associa- 
tions to make sure the availability of drug products, pharma- 
ceuticals, and medical supplies will continue as needed into the 
new year. In New Mexico, hospitals are working closely with the 
two major drug houses to assure uninterrupted distribution of 
pharmaceutical supplies. 

What if something goes wrong? Here in Washington, members of 
the District of Columbia Hospital Associations have pledged to back 
each other up in case of any kind of trouble or high demand for 
patient services. A Memorandum of Understanding provides a blue- 
print for inter-hospital support. This kind of cooperation is hap- 
pening in communities all across America. 

In my State, hospitals are sharing information on medical de- 
vices, contingency plans, and performing readiness drills. We have 
emergency preparedness procedures in place at the State, county, 
and the local levels. We have emergency power generation capabili- 
ties that support all of our critical care and emergency care facili- 
ties. 

Finally, how are hospitals reassuring the public? As hospitals 
continue to perform their inside preparations, they are also reach- 
ing out to the communities. They are holding town meetings to en- 
sure the people they serve are aware of what is being done. For ex- 
ample, New Mexico hospitals are taking part in Y2K community 
conversations. In Albuquerque, local hospitals are participating in 
the Mayor’s Millennium Committee which has provided a public 
forum for citizens’ concern and input. 

In summary, the AHA distributed to all of its members “Health 
Care and Y2K: What You Need to Know About Health Care and 
the Year 2000.” This booklet was developed jointly by the Presi- 
dent’s Council with the help of the American Hospital Association 
and other affiliated organizations to focus on consumer questions 
about Y2K. We encouraged all our members to make this easy to 
read booklet available to their communities. 

To conclude. Madam Chairperson, the year 2000 issue will affect 
every aspect of American life, but few, if any, are as important as 
health care. What I have outlined today is merely a snapshot of a 
much more in depth and thorough and united effort to ensure pa- 
tient safety at midnight on January 1st and beyond. Hospitals and 
health care systems, their State associations, and the AHA are 
working together toward a smooth and healthy transition into the 
new millennium. Thank you. 

[The prepared statement of Mr. Margolis follows:] 
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I will focus on four key questions: Will hospitals be ready? How are hospitals preparing? What 
if som^hing goes wrong? And, finely, How are hospitals reassuring the public? 

WILL HOSPITALS BE READY? 

The majority of America’s hospitals expect to be completely “Y2K compliant” by Januay 1, 
2000. Based on the results of a nationally representative survey that the AHA conducted, almost 
ail ofthe remainder expect to be sufficiently prepared diat critical opei-ations will not be affected. 
At die time the survey was conducted last Spring, more than 95 percent of hospitals expected 
theii medical devices, information systems, and iniiastructure - such as elevators and electrical 
systems — to be Y2K compliant by ye&r rad or experted no problems in dieir operations. 

In the survey, hospitals were asked whether their medical devices would be compliant, or non- 
compliant with no adverse effects. This is Important, because some medical devices could 
technically be labeled non-compliant, even though they will operate - and do so safely - 
during and after die date change. 

For example, an EKG machine may provide accurate heart rate infonnation, while the strip 
recording the test mformation notes the date of the test incorrectly. In such cases, medical 
personnel would simply write the correct date onto the readout. In no way would this machine 
he a danger, bat it technically would be labeled noH'CQmpiiant because it did not recognize die 
date change. 



130 


2 

I will focus on four key questions: Will hospitals be ready? How are hospitals preparing? What 
if som^hing goes wrong? And, finely, How are hospitals reassuring the public? 

WILL HOSPITALS BE READY? 

The majority of America’s hospitals expect to be completely “Y2K compliant” by Januay 1, 
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More recently, a report issued last montli by the Health and Human Services’ Office of Inspector 
General (OIG) also mdicates iiigh coufidCTce in hospital Y2K readiness. The OIG report 
reaffiims ^at we’ve beat hearing from our hospitals on their Y2K efforts: that Y2K is a critical 
issue which they are actively working to address because their number one priority - as always - 
is patient safety. The feet that hospitals represented the largest percentage of i^ponses to the 
OIG report shows their willii^ess to be forthcoming about their Y2K preparation. 

Tlie Healthcare Year 2000 Readiness Assessment #2, prepared for the Health Care Financing 
Administration (HCFA) by the Rx2000 Solutions Institute and released earlier this year, 
identified hospitals as the healfecare sector that is ‘‘among the most aggr^sive towards meeting 
its Year 2000 deadlines.” 

In New Mexico, the state hospital association surveyed select hospitals across the state in May 
and June. The survey group was r^resentative of New Mexico’s patient population and 
gcogr^hic dispersion. The survey found that in May md June: 

• All systems directly related to patient care were expected to be ccwnpliant by year-end. 

• Most contingency and disaster recovery plans were vnitteix and ready to go, with the rest to 
be complete l^tiiis fell 

• More tiian half of physical plant systems were ready, \\dth fee rest moving towards readiness 
withcuit difficulty. 

• Every respondent was involved with community and supply chain discussions. All have 
been m contact vrith their local public safety d^artments, county and city governments. 
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utilities, the local and regional blood batiks, pharmaceutical suppliei^, ii]^ical waste 
contractors, and home care agracies to discuss madiness and operational issues. 

With the amount of time that has pa^ed since the New Mexico survey, as well as the AHA and 
OIG siiive>^, it is reasonable to infer that readiness status among all hospitals has improved and 
incrwsed. Taken together, all of tliese - the AHA survey, the OIG survey, the Rx2000 surv^, 
and my state’s survey - point toward the same conclusion: hospitals expect to be ready to meet 
the Y2K challenge. 

HOW ARE HOSPITALS PREPARING? 

America's hospitals and healtii systems are workii^ very hard to prepare all aspects of tiieir 
operations for the date change: devices and equipment, infonnation systems, and infoastructure. 
For example, hospitals have beea taking the followii^ st^ to ensure the safoty and reliabilify of 
their services at the turn of the century: 

• Taking inventory of all equipment and devices and support systems - Identi^ng which may 
be potentially affected by Y2K. 

• Determinh^ which are actually affected and how their functioning will be altered - this is 
done through contact with the manufocturers and vendors to get the results of their 
ass«sments and toting. 

• Taking follow-up action if those devices or equipment are affected by Y2K - depending on 
the device or equipment, this may mean repairing, taking out of service, or training staff on 
bow to use die eqiuptnent going into the new year. 
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• Developing contingency plans - even with, all the advance pr^arations, hospitals still need to 
anticipate the nn&reseeiL 

To ensure die readiness of medical devices, die AHA, the Food and Drag Administration (FDA) 
and die manufacturers and their representatives have been collaborating to ensure that the FDA’s 
Federal Year 2000 Biomedical Equipment Clearinghouse is receiving accurate and useful 
information that in him is useful for hospitals. This information is easily ai^lable on die 
agency’s Web site at www.fda.gov. 

It is also important that the FDA play a proactive “rumor control” role, monitoring such arenas 
as the Intranet and the media to nmke sure that information that circulates about the effeds of 
Y2K on inedicai devices and equipment is accurate, and correcting it when it is wong. 

The AHA also is working with the President’s Council on Year 2000 Conversion, as well as with 
other a^ciations and sectors of die heaJtii care field, to make sure the availability of dra^, 
pharmaceuticals and medical supplies will continue os needed into the new year. The exchange 
of infommticai bdween ho^itals and their stq>pUers, as well as joint contingency planning, are 
Ksential steps to avoid the hoarding or stockpiling that would !e^ to shortages. 

The AHA is focusing on a broad range of other stqjpliers to get die ven<tor infotmation our 
members need, fiom medical device manufacturers to pharmaceutical and other medical supply 
companies. Experts in the field are advising health care organizations to employ a risk 
managemrait methodology to identify their most critical supply issues, focusing on those that are 
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critical to pati^t health. Hospitals must know how their suppliers and manufectureis plan to 
deal with pot^tial disn^ons to the flow of medical and surreal s^^lies, or the raw materials 
necessary to produce those supplies. 

The AHA recMitly s«it a "YIK Advisory to every AHA member, also available on our Web site, 
detailing how hospitals can put together a responsible course of action in the fece of stockpiling 
concerns. In the advisory we advised hospitals that stockpilii^ and hoarding can cause the very 
shortages that they should be trying to avoid We zho used the advisory to urge hospitals to 
agree to act as each other’s backup in case of Y2K-related difficulties. 

WHAT IF SOMETHING GOES WRONG? 

Bight here in Washington, DC, for example, members of the District of Col^lmb^a Ho^ihil 
Association (DCHA) have pledged to back each other up in case of trouble. In order to support 
each, other in case of a Y2K emergency, district hospitals are linked to each other through the 
Hospital Mutual Aid Radio System. And a Memorandum of Understanding (MOU) is in place 
that provides a blueprint for inter-ho^itai support. 

Bodi-the radio system and the MOU addmss commimications during disast^ for appropriate 
care of parients, sharing of stafl^ and dispensing of equipment and pharmaceuticals. DCHA’s 
Y2K committee has been consolidating other efforts by mcmitoring Y2K reports for common 
Divide vendors that may have an impact, such as utilities, financial institutions, and the local 


go\^mnieQt. 
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This Jdnd of cooperation is happening in ccMiiinunitfes all across America. The reason is simple: 
Hospital care is not provided in a vacuum. It requires the help of utilities such as electricity and 
water; it requires emergency services such as police and fire departments; it requires cooperation 
with other health care providers; it requires partnership widi local govemn^ts; the list (m. 
To ensure that these requirements are not intermixed, many hospitals are working widi ofiier 
local health care providers, local agencies, police and fire departments. 

Another exanqile is a recent drill in California. Three hundred and seventy two hospitals took 
part The drill tested foe statewide coordination of communications systems, foe transmission of 
data about available hospital beds, and the hospitals’ own contingency plans for Y2K. All tests 
were completed successfully. 

In Hartfijrd, Connecticut, last monfo, local emergency services pcrsoimel and three hospitals 
participated in the city’s Y2K readiness drill, complete with a fake bus collision, injured 
volun^r cfaild:^!, and power outages. The drill went smoothly. 

In New Mexico, ho^itals have been working with each other and sharing information on 
medical devit»s, labor^ory contractors, c<»itingency plans and readii^ss drills throughout this 
entire Y2K preparation process. New Mexico hospitals are preparing for contingencies by 
making sure staff levels will be higlwr foan noimal across the state at the turn of the clock, with 
staff on-site or on-call and available within 30 minutes of a page. Local hospitals also have been 
working with regional emergency medical services personnel to stafi^ monitor and coordinate 
Emergency Command Centem in case rapid response is needed for medical emergencies. 
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On a national level, the AHA is working with the President’s Council on Year 2000 Conversion 
on the Year 2000 Information Coordination Center, which was created in June. Information 
available from the center can serve as an early warning system, enabling hospitals and other 
providers to manage their resources and responses better tlian if diey try to handle things alone. 

America’s hospitals and health systems are in the business of dealing widi the unexpected. They 
are used to mobilizing quickly in the face of floods, hurricanes and potentially disastrous events 
that are an unfortunate fact of life. Because patient safety is the highest priority for hospitals and 
health systems, our ultimate contingency plan is to take care of pleats at the bedside - as we do 
24 hours a day, seven days a week, 365 days a year. 

Contingency planning is not being done out of a sense of panic, but to provide the broadest 
latitude for dealing with the unexpected. Some devices and equipment can only be operated in 
real-time - that is, after the clock turns from Dec. 3 1 to Jan. 1 - and hospital personnel will 
literally watch this equipment’s clock change to ensure that it works properly before allowing it 
to be used for patient care. The ultimate contingency plan is to provide care the old-fashioned 
way in the unlikely case of a modem medical device impeding care. 

HOW ARE HOSPITALS REASSURING THE PUBLIC? 

Hospitals and health systems face the same kinds of Y2K concerns as other critical sectors of our 
nation. However, hospitals are unique. They have a special place in America’s social services 
safety net Every community in America relies on its local hospital to be ready to provide high- 
quality health care services on demand, 24 hours a day. It is therefore very m^jortant that the 
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public unders^d that hospitals have been very aggressive in their efforts to ensure the seamless 
delivery of health care services before, during, and after the turn of die century. 

So, as hospitals continue to perform their “inside” prepwations, they also are reaching out. 
Hospitals are deeply involved in efforts to communicate with thdr communities aboiu the 
ccsiversion to the Year 2000. for example, the AHA helped sponsor one of the White House 
Community Convenations, in St Louis. And we have encouraged every hospital to get involved 
when the Community Conv^ations come to their towns. 

The AHA also distributed to all its members “Health Care and Y2K: What You Need to Know 
About Health Care and Year 20CK).” This booklet was developed to address many of the 
questions consume!^ have about die Y2K issue and ite possible impact on health cam. It also 
provides consumers with important suggestions about ^at they can do for tiiemselves and their 
loved ones to plan responsibly for die Year 2000 date change. We encouraged all our members 
to nmke this easy-to^read booklet available to their communities. 

The AHA, in collaboration with our state, regional and metK^litan associations and otiier key 
strate^c partners, is working hatd to stress to our member hospitals the impr^tance of managing 
the Y2K issue from a public ccmfidence perspective. We have developed tools to counsel 
hospitals and health systems about how to talk with the public about Y2K and health care. A 
Y2K Communications Action Kit was distributed to our members, who adapted tiie materials in 
the kits for use in dieir communities. 
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A four-page insert will be included next week in AtiA News, our national new^aper, guiding 
hospitels througji the final 50 days of 1999. with emphasis cai community confidence. This 
comes on the heels of many other articles on Y2K, plus a regular column of information and 
advice. Several other national publications published by various AHA membership societies 
also have been focusing heavily on Y2K issues. Several of these societies, such as the American 
Society for Healthcare Engineering, the American Society for Healthcare Risk Management, and 
tl» Association for Healtinaxe Resource and Materials Maiagem«it, are helping their members 
attack the millennium bug in their hospitals. 

hi New Mexico, hospitals are also ^ng steps to answer the public’s questions, including 
participating in local Y2K Community Conversations. And hospitals in my city have been 
participants in the Mayor of Albuquerque’s “Millennium Committee.” 

CONCLUSION 

Nfr. Chairman, the Year 2000 issue will affect every aspect of American life, but few, if any, are 
as important as health care. America’s ho.spitals and health systems, tiieir state associations, and 
the AHA are partners in the effort to prepare for the Year 2000. Together, we are working to 
ensure a smooth - and healthy - transition into the new milleimium. 
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Chairwoman MORELLA. Thank you, Mr. Margolis. 

I am going to turn for questioning now first to a gentleman who 
has not had a chance to ask questions, the distinguished Ranking 
Member of the Government Management, Information, and Tech- 
nology Subcommittee of the Government Reform Committee, Mr. 
Turner, the gentleman from Texas. 

Mr. Turner. Thank you, Mrs. Morelia. 

I want to commend each of our three witnesses on this panel. I 
can tell you have invested many hours and many dollars in trying 
to be ready for Y2K. I have always held the opinion, at least after 
our many months of study on this committee, that it is the myths 
about Y2K that could hurt us rather than the realities. 

I did not get the chance to ask Mr. Koskinen a question that I 
really think I will direct at Mr. Willemssen. He in his work with 
the GAO probably knows the answer as well as Mr. Koskinen. The 
Council that Mr. Koskinen has an Information Coordination Center 
which, as I understand it, is designed to be a place that is kind of 
a central point for coordinating all information about Y2K prob- 
lems, about events that surround the new year. 

It seems to me that our emphasis at this point, after months of 
preparation, which I feel very good about, both in the public and 
the private sector, that we need to rethink a little bit about what 
we are doing to prepare to address the rumors and the myths that 
may surround the New Year. At one of our recent meetings, I even 
suggested that perhaps Mr. Koskinen’s council should bring aboard 
some high profile, credible personality to be a spokesperson, some- 
one who could answer press inquires and someone who could pass 
along the realities and dispel the myths, someone of the caliber of 
Walter Cronkite. 

But it seems to me that is our real fear. I can sense, Mr. Camp- 
bell, that you and the securities market would be particularly sen- 
sitive to the rumors and the myths that may float around the new 
year. I come from a small town and in a small town we used to 
all understand that there were a lot of rumors that started at the 
bridge clubs and at the coffee shops, and if you circulated in the 
right groups you could pick up on those rumors, and they would 
pretty quickly get around town. 

With the advent of mass media, television, radio, obviously, infor- 
mation spreads much faster all across the country. But at least 
there, there is responsible journalism to kind of screen the informa- 
tion that comes across the airwaves. But on the Internet, you can 
put anything on there you want to and spread that story to tens 
of thousands of people in a matter of hours. Most of us on this com- 
mittee have experienced in our own offices receiving large volumes 
of mail on subjects that our constituents heard about over the 
Internet that we turn around and have to write letters back to 
them and tell them what they read is absolutely false, there is no 
such proposal in Congress to tax the Internet, or whatever the 
issue happens to be. 

And I am fearful that Y2K offers the opportunity for pranksters 
and for outright frauds to run rampant on the Internet, and that 
we need to be very careful about how we structure Mr. Koskinen’s 
Information Coordination Center to be sure that it is going to not 



141 


only be able to process all of the myths that may surround the new 
year, but be able to speak with credibility to dispel those myths. 

Mr. Willemssen, do you know what Mr. Koskinen has done to en- 
sure that we are going to have that kind of response in place? 

Mr. Willemssen. I was over at the Information Coordination 
Center on Monday. They are located on about 18th and G. We got 
a tour, my staff did, of the facility. They do have a press briefing 
room set up I think for about 60 people. And as I recall. General 
Kind, the head of the ICC, mentioned to me that the plan was for 
Mr. Koskinen to provide press briefings approximately every 4 
hours during that rollover period. 

Secondly, echoing back to one of the comments you made earlier, 
as one of the ideas that we have suggested before, especially now 
that we are in November and entering into December, is the execu- 
tive branch may want to look at opportunities to use public service 
announcements now and in December rather than waiting for just 
the rollover period, especially to the extent that some may start to 
view Y2K as entertainment opportunities, as opportunities to show 
worst case scenarios. I think given that, it is best to combat those 
kinds of announcements with facts, the facts that we have dis- 
cussed here today. So I think there still is an opportunity prior to 
that rollover period to come out with those kind of announcements. 

Mr. Turner. Mr. Campbell, do you have similar plans for the se- 
curities industry to be able to speak with credibility to dispel ru- 
mors? 

Mr. Campbell. Congressman Turner, yes, we do. We expect fully 
to have our command centers staffed from the 28th of December 
on. We have hot links, hot lines, satellite communication, et. cetera, 
with our vendors, with the news media, with the President’s work- 
ing group, with the Securities and Exchange Commission. We have 
a broadcast facility at which we expect to have Frank Zarb, our 
chairman, available. 

We will close our markets on December 31st at 1:00 in the after- 
noon. We have that afternoon, that evening, and the entire week- 
end. The way we dispel the myths is that Monday at 9:30 a.m. the 
capital markets in the United States open and they trade. 

Mr. Turner. Thank you. 

I think we might could sustain a run on the grocery store, Mr. 
Scher, but I do not think we could sustain a run on the banks or 
the security market. 

Mr. Scher. Well, as I said earlier, on behalf of the food industry, 
we have been in an offensive manner of working with our cus- 
tomers and our vendors ever since earlier this year. The food in- 
dustry has done a very good job of communicating to the consumer 
that there is no need to panic. We are saying in ads and in a bro- 
chure, and the whole food industry is, if you are really worried, we 
advise you to stock up as if it were going to be a snowfall, no great- 
er, no less. But if you are worried, get items like batteries and per- 
ishable and non-perishable items. Of course, the perishable items 
the day or so before, the non-perishable, we are telling people if 
you are really worried, you can stock up now. But we are telling 
people there is no reason to do so. We think we have done a good 
job of informing the public that you do not have to panic. 

Mr. Turner. Thank you. Thank you, Mrs. Morelia. 
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Chairwoman MORELLA. Thank you, Mr. Turner. 

Mr. Scher, you spoke on hehalf of Giant Food. But how about 
other food distributors, are they in the same situation, do you 
know? 

Mr. Scher. The Ahold family, I mentioned earlier all the compa- 
nies that are part of the Ahold family, over 1,000 stores along the 
East Coast. Dr. Tim Hammonds is president and CEO of the Food 
Marketing Institute, he has appeared before Congress, and I know 
that other food chains have also appeared. And the message has 
been one of that the industry has worked on the issue, that we are 
ready for Y2K, and we will, indeed, be ready. I might add that also 
goes for the vendors, the companies that supply the food retailers. 
We at Giant have contingency plans, but we also know that they 
have worked with other food chains around the country. So the 
manufacturers, the vendors, the people that supply us within the 
food industry, they are also ready. 

Chairwoman MoRELLA. Mr. Campbell, in your testimony you out- 
lined some categories of potential Y2K events. I am curious about 
an example that you might want to give with regard to Y2K prob- 
lems that would affect business processing and be visible to the 
public. 

Mr. Campbell. We start off with protecting our infrastructure 
and our technology with very basic starts, where all of our com- 
puter facilities, including the one in Rockville, are fully self-con- 
tained entities starting with the electric power. Our generator fa- 
cilities have the capability of operating our operations stand alone. 

Our biggest concern has always been the fear that people will 
make decisions about economics and buying or selling their securi- 
ties based on a rumor. And it is our hope that our education has 
really been at the forefront and that people should not make eco- 
nomic decisions based on non-economic rumors or baseless fact. 

We expect fully that all of our systems, we have done the end- 
to-end testing, we have contingency plans that have addressed 
every area that we can humanly comprehend or think up, we have 
prepositioned technology response teams across the country, and 
will do so. To our way of thinking, the worst part of any of the Y2K 
issues that we confront is the lack of investor education. And we 
continue to do that every day. 

Chairwoman MoRELLA. Where are you going to be on January 1, 
2000 ? 

Mr. Campbell. I will be in my command center at K Street here. 
We will have a lot of our folks in Washington as well as both our 
primary and backup computer facilities in Connecticut and in 
Rockville. 

Chairwoman MoRELLA. Mr. Scher, are you going to be walking 
through the grocery store at that time? 

Mr. Scher. We will be ready. 

Chairwoman MoRELLA. Mr. Margolis, you mentioned that an in- 
ventory that had been done had something like 95 percent of the 
hospitals were compliant, but you assume there would now be 
more. Do you want to speculate on how many more? And of those 
that are not compliant, are they rural hospitals? And what will you 
do about that? 
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Mr. Margolis. Thank you. I think they would not he differen- 
tiated as being just rural or just urban hospitals. The process of re- 
mediation with the thousands of medical devices is a process of 
working with vendors and testing equipment. And I feel confident 
that process continues to go on. Many vendors early on, and this 
is back in the spring of this year, were not even certain about their 
equipment and what impact it would have on Y2K. So that it took 
them some period of time to check with their own chip processors 
that made the embedded chips and the other circuitry contained 
within the equipment. 

The remediation efforts are nearly complete. That 95 percent, 
which is actually more recently in our State of New Mexico 96 per- 
cent, is that equipment which has completely been remediated. And 
it is for that reason that I am confident that the remaining 4 per- 
cent is in the last few days of checking out and finally getting its 
Y2K compliance sticker, or that pieces of equipment that should 
not be used because it questionably may fail, it will be locked in 
a closet as not Y2K compliant and then could be pulled back out 
after January 1st. 

Chairwoman MORELLA. And where are you going to be on Janu- 
ary 1st? 

Mr. Margolis. Well, we have a command center in the hospital. 
It is a conference room with about 25 telephone lines in it which 
connects to the various departments. So I will not be partying. 
Maybe we will have some non-alcoholic punch available for 1 a.m. 
But in the Mountain States Time Zone we will be watching closely 
what happens here on the East Coast, and, of course, jointly with 
the AHA and the President’s Y2K task force, we will be watching 
what happens to medical institutions and health care facilities in 
New Zealand, which is about 19 hours earlier than the Mountain 
States, should specific pieces of equipment be affected. 

Chairwoman MoRELLA. Thank you. 

Mr. Willemssen, you have been very patient. I know that my 
time personally has elapsed, but I just wanted to quickly mention 
that I was alarmed when I read that in education 56 percent of the 
elementary and secondary schools in the United States were not 
compliant. I am just wondering what that can mean and what is 
it that we can do about it. This was like heating, security, tele- 
communications. 

Mr. Willemssen. The education sector is one that you should be 
concerned about. Education has gotten a late start. As Mr. 
Koskinen mentioned, they have made excellent progress. But when 
your starting point is relatively so late, there really is reason for 
concern. 

And one of the things that we have been emphasizing is the need 
for contingency plans for those educational institutions. Our survey 
of 25 of the largest school districts found many of them planning 
on December compliance dates. And as you know as well as any- 
one, information technology-related projects are often late. So that 
when you are planning on a December compliance date, it is going 
to be very difficult probably to make that date for all of those 
school districts. 

So I think there is reason for concern. And I think it is therefore 
incumbent upon all of us to continue sounding the alarm for this 
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particular sector, as Mr. Koskinen and the Department of Edu- 
cation have done in the very recent past. That needs to continue. 

Mr. Margolis. Madam Chair. 

Chairwoman MoRELLA. Yes, Mr. Margolis? 

Mr. Margolis. Thank you. I just wanted to comment on higher 
education particularly as it pertains to medical schools. One issue 
has been, and we have talked about it collaboratively, the safe- 
guarding of research projects, research specimens that are refrig- 
erated that could be affected if power is lost. At most major aca- 
demic centers, which certainly includes the University of New Mex- 
ico at this point, emergency power is in place to assure that both 
clinical laboratory specimens as well as long term research speci- 
mens, such as tumors, are under emergency power for continued 
refrigeration. 

Chairwoman MoRELLA. That just shows the tremendous implica- 
tions that one has to think of. You cannot take anything for grant- 
ed. 

I am now pleased to recognize Mr. Bartlett. 

Mr. Bartlett. Thank you very much. 

I do not know what the estimates are of the total amount that 
it has cost our country to get ready for Y2K. My question is, we 
knew a long time ago that this problem was coming. We started 
very late. Had we started in 1990 rather than in 1997 or 1998 or 
1999, whenever we started, how much less in your judgement 
would we have paid to solve this problem? Obviously, the longer we 
waited, the more technology was there that needed to be fixed and 
assessed and it was going to cost more. How much less would it 
have cost us, you may give it as a percentage, in your judgement, 
if we had started this in 1990 rather than when we did? 

Mr. Margolis. Mr. Bartlett, I believe that the costs would prob- 
ably be insignificantly less because in the case of hospitals, and I 
am sure in the case of financial institutions, there are so many 
interdependencies with other trading partners. Hospitals them- 
selves could very well have upgraded their systems, checked their 
devices. But without input from the manufacturers of certain com- 
ponents, they would have been waiting until the present time until 
a lot of information was made available. 

I think it is human nature to think of things in the future when 
the future gets a little closer. I speak from my own personal experi- 
ence. I started out in computer programming and development my- 
self in the 1970s and we talked many years ago about Y2K and no 
one believed that the computer programs that we were writing 
then would even be remembered by the time 1999 came along. 

Mr. Bartlett. But they have been remembered and we still use 
them. And when did we stop using a two-digit code in program- 
ming, which would tell you when the cost of fixing would be sta- 
bilized. 

Mr. Margolis. I could not answer that question directly. I know 
that at our hospital we stopped during the development of our cur- 
rent generation of client information systems. But I do know we 
have heard from other sectors that other software manufacturers 
have even introduced operating systems as recent as this year 
which had year 2000 defects. But they are easily correctable be- 
cause they are upgraded with a later version of the software. That 
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is not to dispute why they were introduced as being deficient to 
begin with though. 

Mr. Bartlett. Which is the basis for my question. If starting in 
1990 we had produced no programs with a two-digit date code, 
would not the problem have been a simpler fix? 

Mr. Margolis. I think it would have, but the interfaces between 
the systems would still be at issue. And in hospitals, that is the 
largest issue that we have. In our specific hospital, we have 80- 
some systems that speak to one another, that transfer data be- 
tween one another. So it is not only the interface programs that 
hand off that data, but each of the programs that have to be Y2K 
compliant in the same way or in a way that you can understand 
so that the data is properly translated. 

So that what you suggest would be the ideal. I am not sure that 
the cooperation of all the trading partners would have been 
achieved until the pressure of Y2K, the President’s Council, and 
the Congress had been felt. 

Mr. Bartlett. Of course, if we had started with a four-digit date 
code, there would have been zero fix; is that correct? 

Mr. Margolis. That is absolutely correct. 

Mr. Bartlett. Okay. Mr. Campbell, our procrastination has cost 
us nothing? 

Mr. Campbell. Whenever you procrastinate, it costs you some- 
thing. I would say that the greatest time that we have spent has 
been on our legacy systems, our older systems. As you build a one- 
of-a-kind computer system in the world and you start back many 
years ago, it is the legacy systems that take so much time to recer- 
tify. We would have also. Congressman Bartlett, had to certify all 
new systems that we put in place also. While it has cost us some- 
thing, I think it is very difficult to place a percentage on it, and 
I do not think that percentage is a big percentage because of the 
integration testing and the certification of all systems across all 
vendors, across all different legacy and new systems. So even the 
systems that we put in today, we still make sure that we certify 
them as Y2K. 

Mr. Bartlett. Mr. Scher? 

Mr. Scher. Within the food industry, most major retailers start- 
ed working on the problem 2 or 3 years ago. We do not believe 
there would have been significant cost-savings. Time is money, as 
they say, and there probably would have been some better flexi- 
bility with time scheduling in advance. But 3 years back the indus- 
try looked at the situation and worked aggressively, and the retail 
industry is ready. 

Most people think of the food industry as a rather simple busi- 
ness — you go in, you buy groceries, you go home. Looking at what 
we have developed as far as contingency plans, it is mind-boggling. 
Things that we within the food industry, not just Giant Food, have 
had to be cognizant of include such things as advertising, direct 
store delivery, front-end operations, fuel operations, gas, getting 
products to our stores from our various vendors, perishables, areas 
of payroll, what happens if there is a power failure, if we cannot 
get store supplies, transportation, water and sewage. These are 
major issues that most people say, “Gee, I had no idea that is what 
was necessary to run a food store”. 
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Again, I do not think it would have saved a great deal of money. 
Time, yes, if the industry would have worked a few years earlier. 
But, again, most retailers that I am familiar with have tackled the 
problem starting about 3 years ago in 1996. 

Mr. Bartlett. Madam Chair, I would like to ask Mr. Willemssen 
just a simple question. 

Do you concur, sir, that the major liability that we have in start- 
ing late is that we might not finish rather than it cost us more? 

Mr. Willemssen. I think the major liability is exactly that, that 
we may not finish in time. But I would also add that because we 
did get a late start, the pace, for all intents and purposes, was 
more frantic than it would have otherwise been. And you have to 
pay for that more frantic pace. 

Speaking from the Federal Government perspective, the most re- 
cent estimate we have, the 24 major Federal departments and 
agencies, is about $8.9 billion that it will cost overall. One could 
argue that if that had been stretched out over a longer period of 
time, it may have been less. Indeed, there was a $3.35 billion emer- 
gency supplemental that was just for Y2K. One could argue that 
if the effort had been stretched out over time, agencies could have 
funded these activities through their normal budgeting process. 

Mr. Bartlett. Thank you all very much. Thank you. Madam 
Chair. 

Chairwoman MORELLA. Thank you, Mr. Bartlett. 

I am pleased to recognize Mrs. Biggert. 

Mrs. Biggert. Thank you. Madam Chairman. 

One of the rumors that I have heard lately, and I do not know 
if it is rumor, but so many of the hotel rooms in major cities have 
been booked, not for the celebrations of the turnover on New Year’s 
Eve, but the fact that so many companies are having so many staff 
having to man the offices that they actually are having their fami- 
lies come into the cities and celebrate there because they will be 
involved with the turnover. Is that true, Mr. Campbell, from your 
standpoint? 

Mr. Campbell. We have scheduled, in Washington, 10 rooms at 
the Mayflower. We have scheduled rooms across the country be- 
cause our staff needs to be there prior to the date, as well as the 
holiday traffic. So we have booked a considerable amount of room 
in the hotel industry around this country. You are absolutely right. 

Mrs. Biggert. I think it will certainly be well-spent if we have 
those glitches that somebody will be there. 

I would also like to commend you on your brochure and I guess 
this postcard. Is this something that was put into store bills, or is 
this something that was sent out through information? 

Mr. Campbell. It was sent out by our member broker-dealers 
across the country in the statements which they send to their cus- 
tomers every month. 

Mrs. Biggert. Have you had response from the customers? 

Mr. Campbell. We have had quite an active session on our web 
sites with customers. And many of those customers would directly 
ask the broker-dealer that they deal with on a day-to-day basis 
many of the questions that they would ask us, and then we would 
respond either directly or to the member firms themselves. But our 
help desk has responded to over 20,000 requests over the last pe- 
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riod of time. So it has been very active, which is why we have real- 
ly thought that education was probably the most important thing 
that we do. 

Mrs. Biggert. I know one of the concerns about this has been 
fraud and that people were coming out with schemes to try and 
make money from this or take away money from people, particu- 
larly seniors, with scare tactics. Have you heard of anything where 
people have called your offices saying that somebody has tried to 
perpetrate something? 

Mr. Campbell. Not that I am aware of. The one issue that we 
have heard about is inducing people to withdraw money from their 
bank in cash form and then defraud them of that in one form or 
another. By and large, the securities industry is either book entry 
or by certificate, and the ability for somebody to walk into an office 
and demand ready cash is generally not the same as a bank. 

Mrs. Biggert. And then Mr. Scher, I know that we have had 
concerns that there will be people who will decide at the last 
minute that they need to ensure that they have those supplies that 
they had not thought about until the last day or so. Do you think 
that still is going to happen? I do know that in a snow storm, com- 
ing from an area where we do have a lot of snow at that time of 
the year usually, that this happens — even in a major snow storm — 
where people rush to the grocery store at the last minute. 

Mr. Scher. We have extra merchandise that will be available in 
the stores and in our warehouses, both perishable and non-perish- 
able, to ship. And we can do that in a matter of hours if need be. 

I do not think you will be seeing that. Early in 1999, the news 
media was hyping this, and there was, indeed, a lot of interest on 
the part of consumers about what is going to happen. People were 
worried. We were getting dozens of media calls and consumer in- 
quiries. Let’s advance to November 1999. We are getting about six 
customer calls or letters a month, which is nothing, and all the 
news media calls to date have died down significantly. I think they 
will probably heighten slightly the last week of December. 

But the message has changed from the news media’s perspective, 
because of good reporting, to there is no need to panic. The mes- 
sage today is that the industry is ready. And that includes the 
banking industry that I have read about, the food industry, the air- 
lines. So I think the apprehension on the part of the consumer is 
a lot less today than it was at the beginning of this year. 

Mrs. Biggert. Good. Great. Thank you very much. 

Thank you. Madam Chairman. 

Chairwoman MORELLA. Thank you, Mrs. Biggert. 

I am now pleased to recognize Mr. Ose. 

Mr. OSE. Thank you. Madam Chair. 

I first want to commend Mr. Scher’s organization for this helpful 
pamphlet which on the back lists any number of web sites down 
at the bottom that folks can visit for additional information, and 
if they do not have access to the Internet, there is a phone number 
that they can call for information on this, a toll-free number, 888- 
USA-4Y2K. So my compliments to your organization for putting 
this together. 

Mr. Scher. Thank you. 
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Mr. OsE. I cannot let the occasion pass, Mr. Campbell, without 
expressing my compliments to you and your organization. 

Mr. Campbell. Thank you. 

Mr. OSE. If I understand correctly from listening to each of you, 
the manner in which your business transacts is an increasing 
amount of its commerce is electronically. The hospital folks are or- 
dering supplies electronically, you are exchanging shares electroni- 
cally, you are buying food and produce electronically, probably pay- 
ing your people electronically with direct deposit, et cetera. Each 
of those transactions goes over the telephone lines, in effect. It is 
a telephone conversation. Which brings me to my question, and I 
regret we do not have the opportunity to visit with someone today 
on that. 

Mr. Willemssen, as far as the telephone companies, it is my un- 
derstanding they are perhaps the most ready of all the various or- 
ganizations in the country for this rollover. 

Mr. Willemssen. I would probably not go along with they are 
the most ready. I am much more optimistic today than when I tes- 
tified in the summer of 1998. I would continue to say that the 
banking and finance sector is probably the most ready. Within the 
telecommunications area, I think among some smaller local ex- 
change carriers there is still some level of concern about their read- 
iness. So bottom line for me on telecom, much more optimistic, but 
I would not put them at the absolute top of the heap. 

Mr. OSE. Well, that brings me exactly to my question, and it re- 
lates primarily to Mr. Campbell’s area of commerce. On Friday, De- 
cember 31st, at 1 p.m., the exchanges are going to close, and at 
9:30 a.m. on Monday, January 3rd, they are going to open. What 
is plan B if on Monday the 3rd there has been a problem? 

Mr. Campbell. Essentially, we operate one of the largest private 
communications networks that there is. We have paired T-ls to 
every server that we have across the country and across the world. 
All of those private, secure T-1 lines have been tested and tested 
and tested. The servers which they interface with have been tested. 
We have not only had physical on site presence to those servers, 
but the end-to-end testing that we have been involved in for quite 
some time leads us to believe that we know that our telephonic 
lines are operable in a Y2K environment. 

We also have the ability to do many tests over that weekend, 
which we will. We do not quit testing. We do believe that the com- 
munications that transact share volume in the NASDAQ stock 
market are ready and operable, and will be, as they have through- 
out all of our end-to-end testing. We have transacted business com- 
ing in, we have compared trades, the clearing organizations have 
vented the transparency of that trade back out at the price that it 
took place. We have gone through the order entry, to the trans- 
action, all the way through the settlement and clearing process in 
a year 2000 environment, having rolled on numerous times our cal- 
endars forward. 

We believe that we are ready. If we have issues to deal with, we 
will deal with them. But we believe that with the integrated test- 
ing end-to-end that we have done, we are ready and we will be 
ready. 

Mr. OSE. Thank you. 
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Chairwoman MORELLA. Thank you, Mr. Ose. 

It is now my pleasure to recognize the co-Chair of the House 
Working Group on Y2K, the gentleman from California, Mr. Horn. 

Mr. Horn. Thank you. Madam Chairman. 

Let me start with NASDAQ. It established a record high, as we 
all know, surpassing 3,000 in closing yesterday. And technology 
stocks really dominate that board. Last week, IBM announced that 
mainframe computer customers are waiting to buy new equipment 
until after January 1st as they grapple with their own Y2K prob- 
lems. 

What is the danger that Y2K could adversely affect the stock ex- 
changes and investors’ interests? 

Mr. Campbell. First of all, I think that whenever you approach 
year end, you either speed up your purchasing or you delay your 
purchasing, depending upon where you are with your budgets or 
the issues that you are dealing with. We do that at NASDAQ and 
I know the Federal Government does that. Essentially, in IBM’s 
case, I believe that it was a postponement, obviously, is what you 
said, and deferral of major purchases while they concentrated on 
making sure they were Y2K compliant. 

The SEC has been very diligent in requiring the disclosure of the 
Y2K risk that firms have. They have gone back and back, and 
those firms they felt had not been as forthcoming as they would 
have desired, they have gone back to them and asked them for 
more specificity with respect to their risks. I think that the tech- 
nology companies are more aware of Y2K and as sophisticated in 
the remediation because they are either the problem or they have 
been the solution. So relative to the damage that it would pose 
across the country, I think that it will be very limited in scope. 

Mr. Horn. In terms of contingencies, what things do you have 
on Y2K problems that affect businesses? What is the contingency 
plan? 

Mr. Campbell. Our contingency plan deals with many different 
levels of issues; whether or not somebody has telephone issues, 
whether or not they have order entry issues, whether or not they 
can operate their systems. We have it tiered in many layers. We 
have very specific reporting requirements over the weekend from 
December 31st to January 3rd. Those very specific reporting re- 
quirements go to the different capital markets and the regulators. 
The Securities and Exchange Commission has very specific report- 
ing requirements over that weekend. We will be, and have been, 
linked in terms of all the communications that will take place. 

So there are checklists for as many contingencies as our creative 
minds have been able to think up over the last couple of years. 
They are quantified, they are in books, they are in our command 
centers. We practice, we will continue to practice, and we will have 
basically triaged as many different contingencies and unexpected 
kinds of issues that we know how to create. 

Mr. Horn. A number of us have said from the very beginning 
that this is a management problem, not just a technological prob- 
lem. What have you learned out of this experience that might be 
useful should some similar circumstance ever occur? It might be 
the encryption bit and how little bright kids break through com- 
puter security and all the rest of it. 
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Mr. Campbell. We deal with security issues every day. From a 
management perspective, my best training is probably as an Air 
Force pilot and knowing what to expect that nobody has ever 
trained you for. Essentially, not only from our web sites, but our 
private communications systems, to our computers, to our people 
issues, I think that it has continued to make us more aware that 
it has to be done on every facet every day from a security perspec- 
tive. So I think that it has been, at least from my perspective, a 
very broadening experience. Hopefully, I have learned something 
from it. 

Mr. Horn. Would any of you other witnesses like to comment on 
that? What have you learned from this that might be worthwhile 
knowing as a management problem when we ever get into some- 
thing like this again? It obviously will not be this particular thing, 
hopefully, but it could be other things that relate to computers. 

Mr. SCHER. That is a very good question, Mr. Horn. We are look- 
ing at Y2K as an opportunity. We think we will not miss a heart- 
beat; it will pass us by. But your question is a good one. In the 
event of a natural disaster within the food industry, let’s take just 
one segment, people on welfare, people who receive Government 
benefits from the State and Federal levels, if the phones go down, 
for example, people that are on the electronic benefit transfer pro- 
gram, which is almost throughout the United States today, they 
would go into a food store and not be able to access their benefits. 

So what have we learned? We have learned that, aside from 
Y2K, we should indeed have good contingency plans in the event 
of, for example, telephones go out. A large segment of our customer 
base would not be able to shop for something they need to sur- 
vive — food. So we have to look at alternative plans to handle a situ- 
ation if, for example, the telephone lines go down again, how do we 
serve that customer. It is a question that we discuss today with one 
of our other owners, one of the other members of the Ahold family. 
Giant Food Stores of Carlisle, and we do not have the answer. It 
is a very good question. Aside from Y2K, if the phone lines go 
down, how do we serve this important segment of our business. We 
are going to be addressing that also. 

So it has widened our horizons. It has opened our eyes to look 
at possible other disasters that could occur within a retail business, 
how do we solve those problems. Some of those solutions are inher- 
ent with what we have found out with Y2K. Others we will be ex- 
ploring over the next few months. But it has, indeed, opened our 
eyes to potential other disasters that could occur. 

Mr. Horn. Would cellular phones be one of the options for your 
major customers, a direct line? 

Mr. ScHER. Possibly. If phone lines go down and a welfare indi- 
vidual or family is in a food store, they are at the checkout, we 
would have — currently, if the computer does not work today, we 
have a number that we can call within the State government to 
make sure that the benefits or their so-called account has funds in 
it. A cellular line would work perfectly for that. It is a little cum- 
bersome, but we would have to resort to something other than tele- 
phone lines and that is what we would use. 

Mr. Horn. Mr. Scher, in terms of the food situation, is there a 
concern within the food retail distribution industry about transpor- 
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tation being available to get the products you need on a regular 
basis? I assume a lot of the stores use what we call the Japanese 
inventory approach; on a timely basis, it gets there based on the 
demand. Is there going to be stockpiling in some cases in the back 
of particular stores if they do not have the space? 

Mr. SCHER. Mr. Horn, for certain commodities within the food in- 
dustry, yes, the food stores, to the best of their ability, have small 
back rooms that they will stock up with extra merchandise. Our 
warehouses will also have certain items that we know that, for ex- 
ample, if there is a snow storm, people would normally buy, includ- 
ing such items that are non-perishable like batteries, candles. We 
will have our truck fleet standing by. In the event that we see 
panic buying occurring, we will be able to ship merchandise to the 
stores. But with certain commodity groups, we will have excess 
product in the store just to be safe. 

Mr. Horn. Let me ask the gentleman from New Mexico. I have 
long admired the medical school at the University of New Mexico. 
I am curious, they were the ones that in the freshman year of med- 
ical school mixed the students studying medicine with actual pa- 
tients, and not just the dull bio-chem or whatever courses, anat- 
omy, so forth, but relating them to real human beings. Is that still 
going on at New Mexico? 

Mr. Margolis. Yes, sir, Mr. Horn, it does. It is the encounter or 
problem-based medical training. They were pioneers in that area. 

Mr. Horn. Well they were No. 1, but Harvard got the publicity 
because it is Harvard. 

Mr. Margolis. I am glad that story has travelled back east. 

Mr. Horn. And having headed a State university and been a 
head of a lot of those people, but you never get publicity because 
you do not have 35 people on your staff. 

Mr. Margolis. That is right. 

Mr. Horn. So I was just wondering if that kept going, because 
I have had a great respect for that institution for 20 years. 

Mr. Margolis. I will let the dean know. He will be very glad to 
hear that. 

Mr. Horn. Well, it is a very interesting situation. Let me ask 
you, with the AHA, when we were in Cleveland the representative 
of the Cleveland Clinic, a very distinguished group of hospitals, 
was our witness and noted that there was a common web site 
where you could check out the equipment as to machine number, 
patent, and all of the rest of it and you did not have to reinvent 
the wheel if you were checking your various pieces of equipment 
in the emergency room. Has that worked pretty well? And has the 
hospital profession been able to get and share information with 
each other so they do not have to reinvent the wheel? 

Mr. Margolis. Yes, that has worked very well. Actually, through 
the leverage of the State Hospital Associations and the American 
Hospital Association, we have shared a lot of information like that. 
The FDA, as you know, has a site for medical devices where you 
can check serial number, manufacturer, and other information to 
rely upon the piece of equipment being tested by the manufacturer, 
which is often the safest reliance you can have. 

In addition, the American Hospital Association has put together 
a monthly telephone conference line, one for rural hospitals and 
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one for large urban hospitals, where on a monthly basis for the last 
11 months we have shared information regarding what we have 
found with our vendors, what we have found in our own institu- 
tions, and how our remediation plans have been going, which has 
been an excellent forum for learning from one another and avoiding 
that issue of reinventing the wheel. So, although in many ways we 
are competitive with other hospitals in our community, it is impor- 
tant to share certain levels of data because we are community serv- 
ice-based providers and it is critical that we be able to respond as 
a team and not as a single hospital island. 

Mr. Horn. Now a lot of the manufacturers of some of that emer- 
gency equipment probably were out of business. Did you find there 
were ways to get replacements for some piece, or did you just have 
to go and let’s buy something new? 

Mr. Margolis. In some cases. I can think of three or four pieces 
of equipment, and that was I believe EKG pieces of equipment, 
that had to be replaced because the manufacturer had in fact been 
out of business for something more than 10 or 12 years and there 
was no successor to that manufacturer that could provide the up- 
grade. The reality is a piece of equipment like that has a useful life 
of 8 to 10 years. So, on the one hand, it was probably time to re- 
place it, but, as you know and commented about New Mexico, we 
probably did not have the money to budget to replace it and so we 
would have liked to have kept it running. But, for the most part, 
there has been successor companies who are able to provide the up- 
graded software, and in many cases the upgraded computer proc- 
essing board, which will allow that piece of equipment to operate 
beyond January 1st. Most of that was done under warranty or 
maintenance service agreements that we have. 

It is a large challenge for hospitals to have identified all that. 
But that is part of their remediation plan and, as you pointed out, 
much of that information has been shared over various web sites. 

Mr. Horn. Now in going through this exercise, which nobody 
wanted obviously to do, but you had to do it for your own computer 
systems, have you learned something that will help you in better 
arranging new computers which are needed in terms of a new gen- 
eration? We are always out; the minute we have bought one, it is 
3 years out of whack anyhow. But what have we learned from that 
in terms of did we need all those programs, could you get rid of 
some, could you merge some? Did anybody use that as an exercise 
to say why are we doing this? 

Mr. Margolis. I think a valuable lesson that we have learned is 
the compatibility between equipment and the need when procuring 
equipment or software, which is mostly what hospitals do rather 
than develop their own software, to use common standards in data 
communication to insist that vendors can provide that common 
interface. There are committees of HCFA I believe that have de- 
fined something called HL-7, which is a standard of data interface, 
and that has become very popular in the last 2 years, to insist that 
vendors provide software that can communicate using this HL-7 
interchange. I think that is probably the most valuable lesson be- 
cause that will ensure not only for year 3000, which is quite a dis- 
tance off, but for various things that happen in terms of Federal 
programs and insurance programs, that various pieces of the data 
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process share the same codes for the same meaningfulness of the 
data. 

Mr. Horn. The way you are getting the new replacements for 
some of us, we might be around in the year 3000. 

Mr. Margolis. I hope I am. 

Mr. Horn. You gentlemen really did a great job and in your writ- 
ten presentations. I think it is one of the best panels we have ever 
had before us. It was very useful as to what you have gone 
through. 

I am going to ask Mr. Willemssen, who has followed us every- 
where in the United States, overseas, you name it, and we usually 
ask him, because he has got all this knowledge, to say what have 
we missed. And what would you suggest? Ask some questions that 
make sense to you. 

Mr. Willemssen. I think you have really touched on some of the 
key points that you would want to hear from these witnesses. The 
only thing that I might add from a lessons learned perspective that 
maybe these sectors have learned, that we have definitely learned 
in the Federal Government, is going into this, and going into future 
information technology problems such as this, you need to focus on 
the business function first and the system second, instead of think- 
ing systems and then how do they work for the business. That is 
one lesson learned in the Federal Government is focusing on the 
programs and then looking at the supporting systems rather than 
the other way around. 

Mr. Horn. Anybody want to add something that came to mind 
that we did not ask you? This is your chance. 

[No response.] 

Mr. OSE. Mr. Chairman, I have one thing I want to make sure 
that Mr. Scher addresses, because come January 1st, if there is not 
an adequate supply of Oreo cookies in his store, he is going to have 
trouble. 

Mr. Scher. They will be there, I promise you. 

Chairwoman Morella. You are talking to a Marylander, we be- 
lieve in the Oreos, however you spell it. 

Mr. Horn. Well, if the Chair would indulge me, there is a few 
closing remarks I would like to make that I did not make because 
I was not here. I was in a markup of my subcommittee earlier. 

Chairwoman MoRELLA. Mr. Chairman, before you make the clos- 
ing remarks, may I just ask one other question. We are also going 
to open it to members of the committee of both subcommittees to 
be able to present any other questions to you, if that is amenable. 

But I just had a question that dealt with an article that I saw 
in USA Today. It was an article that indicated that a number of 
companies have failed to comply with SEC regulations requiring 
full disclosure of a company’s vulnerability to Y2K. I just wondered 
if any of you wanted to comment on is this a widespread problem? 
Does this imperil investor confidence? Because I think it would af- 
fect all of you and I just wondered if you wanted to make any com- 
ment on that. 

Mr. Campbell. It is my understanding. Madam Chair, that it is 
a very small contained group of companies that the SEC has gone 
back and asked for further information. Obviously, the most impor- 
tant thing that the management of a company can do is maximize 
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and protect their shareholder value. And those companies that do 
not have full disclosure obviously risk that. 

Chairwoman MoRELLA. Anyone else, because it actually would 
affect all of you. 

Mr. ScHER. No problem. 

Chairwoman MoRELLA. Are you okay with, I know NASDAQ is 
going international, but the Asian markets, the interoperability 
concept? 

Mr. Campbell. We are moving forward relative to globalization 
of our markets. The links at this present time do not provide major 
risk to the U.S. capital markets. Essentially, we will know early 
whether those markets operate, how they operate. But the connec- 
tion between the markets is not there at this point in time. So at 
least to U.S. citizens, the issue relative to their domestic securities 
is not at issue, it is their foreign owned securities. We have not had 
any direct conversation with the foreign markets except in terms 
of exchanging information about Y2K from a technology perspec- 
tive. So I really cannot address that. 

Chairwoman MoRELLA. If there were a run on the Asian markets 
and you found out before it happened here, how would you react? 

Mr. Campbell. I think our reaction would be to address the con- 
fidence issue in our domestic markets. I think all of our markets, 
all the regional markets, the national exchanges would address 
those in concert along with the SEC. The most important facet, we 
believe, of our markets is there is confidence in them; they are 
well-regulated, they are transparent, and they do protect the inves- 
tor. That happens no where else in the world like it happens here. 
So we would address that very openly and very directly and we 
would share with the investing public exactly what is happening. 

Chairwoman MoRELLA. Mr. Willemssen, do you want to comment 
on that issue at all? 

Mr. Willemssen. We have not done an analysis of that par- 
ticular issue, so I am not in a position to comment. 

Chairwoman MoRELLA. Thank you. I want to thank all of you, 
too. 

Now I am going to defer to Chairman Horn, the co-Chair. 

Mr. Horn. Thank you very much. Madam Chairman. 

No one really knows what is going to happen on January 1 and 
December 31 in terms of what happens when we switch over. We 
have got predictions that are springing up like wild flowers about 
this. We have eager entrepreneurs promoting their year 2000 sur- 
vival kits. We have some of the people in the county jail have al- 
ready talked to the warden and the captain of the guard to say 
could you let me off for December 31st and January 1st because 
they think everybody will take money out of the bank and put it 
in their homes. That is the stupidest thing an American citizen or 
anyone here could do is take money out of the bank and put it in 
their homes because that is just where the robbers and burglars 
and all the rest of them will be looking. 

Already, I read into one hearing a letter to Ann Landers on the 
scams already happening to elderly citizens. And all I can say is 
it needs to be “buyer beware” in those last few days in terms of 
people selling you things you really do not need. A lot of them just 
might collapse on you anyhow. I have been looking at probably 100 
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different magazines over the last couple of weeks and have seen 
these ads that are the kinds of things you would see in the Na- 
tional Inquirer or something that want to scare your wits out of 
you. But we do have some real problems. 

Of course, some of this is just amusing in a way, but it certainly 
is upsetting people. For example, in 1993, Minnesota officials in- 
structed 104-year old Mary Bandar to report to kindergarten. Now 
it turned out that the State computers had misread Ms. Bander’s 
1889 birth date as 1989, placing her at age 4. Recently in Maine, 
several hundred car owners were dismayed to find the titles to 
their new year 2000 model vehicles categorized as “horseless car- 
riages.” State computers has misread the year 2000 as 1900. 

Well, we can get by those things. But some of the more serious 
ones obviously worry us; and that is, how you get gas from Russia 
to Eastern Europe, Central Europe, would that affect the United 
States in any way? Will the electricity fail? So forth. Now both the 
administration and the Congress have looked at a number of these 
questions around the country and I think people have been very 
prepared. When we had a problem on nuclear reactors, we asked 
the Nuclear Regulatory Commission to look at all of them, not just 
10 percent; they were only going to look at 10 percent. They have 
looked at all of them and presumably that situation which gen- 
erates electricity is okay. But we really will not know until you get 
it all in an operational sector where you have all of these different 
factors coming together in a typical operational day. And that is 
the main thing we really have to care about. 

We will have two more things in terms of these two subcommit- 
tees. One, we will hold the final grade release to the press on No- 
vember 22nd, a Monday, and the staffs and the GAO team that has 
worked very closely with us will be doing the work of analysis that 
week. We think that should tell us a little bit about at least the 
executive branch. I think Mr. Koskinen and his team have done a 
fairly good job. The question is could it all have been done earlier, 
and would it have cost less. We still have shades of panic even in 
the executive branch as well as in private industry when a lot of 
their talented people have been bought out from under them by 
other industries who want talented people. The question will be did 
we have enough human resources in the right place at the right 
time. Again, that is a management question. 

So, Madam Chairman, I think we hope you will be there on No- 
vember 22nd. And then your committee and mine, after this is all 
over, we will have a retrospect summing up, and if something has 
gone wrong, what could we have done to get the administration to 
do it the right way then. I was worried for several years over the 
procrastination. I think they have played catch-up and I hope they 
make it. That is what we need. We should not have to do things 
that are just fouled up and not run on a steady track of some sort 
of management approach to solving the problem. 

And so that is where we are. We do not know what is going to 
happen on January 2nd and December 31st. But you certainly give 
us some heartening hope in major industries that you represent, 
the hospitals, the grocery industry, the stock markets. I know the 
stock markets were one of our first witnesses when we started and 
I think they have done a splendid job. So thank you all for coming. 
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Mr. Horn. Mrs. Morelia, I think we have the tributes to the 
staff. 

Chairwoman MoRELLA. And as he gives the tributes, I want to 
indicate that I would agree that the cost has escalated, maybe it 
would not have had we started earlier. I remember the first sub- 
mission by the President was $2.3 billion. Remember that, Mr. 
Willemssen? Now it is $8.9 and probably continuing. But we will 
be continuing to monitor, and we appreciate very much your being 
here and for your patience for being here all afternoon. 

Mr. Horn. I might add that the GardnerGroup, when they testi- 
fied before our subcommittee, said it will be about a $30 billion cost 
in the case of the Federal Government. We think, and we thought 
as it went along, and we simply pulled it out of the air, but that 
is the way they sometimes build budgets around here, we thought 
it would be $10 billion. And that is about where it is I believe. 

So we are going to thank our staff that has stuck with this now 
since 1996. Russell George, the staff director and chief counsel, is 
standing against the wall there. Don’t worry, we are not some 
Latin American banana republic where people that stand by walls 
are in trouble. You are in good shape. Matt Ryan, senior policy di- 
rector, is right behind me here. Bonnie Heald, communications di- 
rector, is probably working with the press. Chip Ahlswede, our 
clerk, is right there with them. Rob Singer, the staff assistant; P.J. 
Caceres, intern; Deborah Oppenheim, intern. That is all of our 
staff. 

And then Mrs. Morelia’s staff of the Subcommittee on Technology 
of the Science Committee: Jeff Grove, the staff director; Ben Wu, 
behind us, counsel; Joe Sullivan, staff assistant. 

The minority staff on the Government Management, Information, 
and Technology Subcommittee team is Trey Henderson, minority 
counsel; Jean Gosa, the minority staff assistant. On the Technology 
Subcommittee, Michael Quear, the professional staff member; and 
Marty Ralston, staff assistant. And the court reporter is Ruth Grif- 
fin. 

We thank them all for all they have done. They have worked 
overtime many a night, many a weekend to get the job done, and 
we appreciate it. 

Chairwoman MoRELLA. We will now adjourn the committee 
meeting. 

[Whereupon, at 5:07 p.m., the subcommittees were adjourned, to 
reconvene at the call of their respective Chairs.] 




Y2K and You 


PreudentX CoimciJ on Year 2000 Coiwevspi 
Fedoidl Emergency Management Agency 
Federal lYadc Commission 




158 


Table of Contents 


WHAT IS THE ?EAR 3000 ISStJE? 

Fa^2 

HOW WILL THE T2K ISSLTl AFFECT ME? 

Page4 

untpriEs 

]%ige 6 

PE8S0NAL FINANCE 

9 

FOOD AND FUEL 

Page 13 

Y2K PREPABEDNESS CHECKLIST 

Page 16-17 

HEALTH 

B^20 

TRAVEL 

page 33 

AROUND THE HOME: 

Domestic appUtmces, consumer electronics, 
personal computers, eleeators 

Page 35 

THE FEDERAL GOVERNMENT: 

Getting Seadp for YBK 

Page 30 

NOTES 

Page 32 


1 



159 




This booklet offers background 
information an the Y2IC issue 
and provides suggestions on how 
you and your family can prepare 
for the century date change. 


WHAT IS THE TEAR 2000 ISSUE? 


The Year 2000, or Y2IC, issue [also known as the Y2K 
problem, the Y2K Bug, and the Millennium Bug) refers 
to the difficulty some computers may have telling the 
difference between the Year 2000 and the Year 1900. 
Computers not able to properly recognize the Year 2000 
date may produce incorrect data or shutdown. 

While it is unlikely the Y2K issue will affect most of the 
appliances and electronic equipment we use in our homes, 
the large number and inter-connectivity of computers 
we depend upon every day make Y2K a serious challenge. 
In the workplace, computers help to operate everything 
from factory production lines to cash registers. As a result, 
businesses and governments in the United States have 
spent billions of dollars over the past few years to make 
sure their computers will be ready for the date change. 


How Did It Happen? 


In the early days of computers, computer memory was 
scarce and expensive. Computer programmers saved 
memory space by using two digits to represant the year. 
For example, 1999 was entered as "99." Overtime, the 
use of two digits became common within the computer 
industry and, today, a number of computers operate with 
this format. When the Year 2000 arrives, not all of these 
computers and electronic systems will be able to properly 
recognize the new year. 


61-629 00 - 7 


Does the Y2K Issue Apply Only to Januaiy 1, 20Q0? 


Some people think the Y2K issue will surface only on 
New Ywt's Day. This is not true. y2K distenges can happen 
any time a computer that is not Y2K compliant uses a ' ’ 
Year 2600 data, A number of businesses and governments 
have already had'to use Year 2000 dates in their automated 
operations. Hotels and airlines operate systems that have 
been processing Year 2000 reservations for several 
months. Many companies and governnnent agencies have 
budget systems in which Fiscal Year 2000 has already 
begun and they too have been operating successfully. On 
the other hand, some glitches or problems caused by 
the Y2K issue may not be apparent for several days or 
weeks after January 1, 2000. 

Somebody tidd me... I heard that.. 

A great deal has been written and said about what could 
happen on January 1, 2000. Some of it is true, but a 
number of the stories and tales told about Y2K are not 
accurate. This booklet is designed to provide you 
facts about the Y2K issue, what it could mean 
to you, and ways to prepare for any problems 
that may occur. 
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HOW WILL THE Y2K ISSUE AFFECT ME? 


Outside the home, we ail rely on companies and other 
organizations in our communities for important services {e.g., 
electric power, telephone service, banking). Many organizations 
have made a significant effort to prepare computers for the 
date change and test back-up plans in ease there are system 
failures. But no one can say for sure that there won't be 
problems or glitches related to the Y2K issue. These problems 
could create temporary disruptions in some services. 


Y2k 


Information provided to the President's CouncB on Year 2000 
Conversion and the public indicates that the major national 
systems that support the basic infrastructure in the United 
States (e.g., networks for power, telecommunications, 
transportation, financial transactions) are expected to be 
ready for the Year 2000. There is, however, significant 
concern about smaller organizations that are taking a "wait 
and see" approach to the Y2K issue (i.e., wait to see what 
breaks and fix it after January 1). This concern particularly 
applies to some small businesses, local governments, 
health care facilities, and educational institutions. 


Organizations taking a wait and see approach to the Y2K 
issue are placing themselves — and the people they serve 
— at a greater risk of experiencing difficulties related to 
the date change. 

What Should I Do? 

It is important for individuals, like businesses and 
governments, to be prepared for Y2K. You can use the 
information provided in this booklet, along with Y2K 
readiness information from your local service providers, 
to help you and your family to be ready for the date 
change. We encourage you to follow the steps outlined 
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in the Y2K Preparedness Checklist (pages 16-17) to be 
better prepared for Y2K or any future emergency. 

If you have additional questions about tite Y2K issue, the 
Federd Government operates a toll-free Y2K information>.^ 
line T 1-S8S-USA-4-V2K (1-B88-872-492S). The line is 
operational 24hours a day, seven days a week, wrilh 
updated inforrnatfon on the most requested subjects, 
information spet^lists and reseatchers are available to 
answer your questions during normal business hours, 
Monday - Frid^. You can also call the irtfomnation line to 
order additional free copies of this booklet. 

Per More Infonuatian 

* Ttie Preskfenfs Council on Year 2000 Conver^n -web 
site — http;//Vvww.y21cgov — contains regularly updated 
information on the Y2K issue and links to other 
important YSK-related sites. The President's Council, 
vs^jfch was created by PtesMent Clintwr in FWsiaiy 1^, 
is in charge of coordinating the Federal Government's 
Yea" 2000 efforts. Information on the web site is also 
available by calling 1-8S8-USA-4-Y2IC 


Bid Ton Enow? 

mm 

The 9/9/99 date mitestone (consecutive "Ss" 
were sometimes used as a command to 
stop computer programs) passed wrth only a 
handful of reported glitches, but it is no reason 
to become complacent about the Year 2000. 
The Y2K issue is a dffsrent, and more wide^ead, 
challenge for oomputets. 
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irrajriES 


We rely on local utility companies every day for power, 
phone service and water. These companies have been 
working diligently to make sure that they are ready for 
the Year 20CK3, so that on New Year's Day people can 
enjoy the normal festivities of the holiday season. 

Elettric Power 

The electric power industry has completed most of its Y2K 
remediation work and is confident in its ability to make a 
successful transition to the Year 2000. While the possibility 
of focal power outages can never be ruled out — there are 
rv3 guarantees any of us will have pcsArer tomorrow, let alone 
on January 1 — the industry is accustomed to planning for 
and responding to outages caused by bad weather, accidents, 
equifxnent failures, and other events. 

Teleplione Service 

It is unlikely the Y2K issue will create difficulties for the 
nation's telecommunications network. Large telephone 
companies, which provide services to most Americans, 
have been leaders in fixing and testing systems to make 
sure they are ready for the Year 2000. The major U.S, local 
and long distance carriers expected to complete upgrades 
of their key systems by the end of September 1999. 

Telephone usage is expected to be heavy on January 1 , 
2000. People are encouraged to use telephones, and the 
Internet, only as necessary on New Year's Day. "Testing" 
the systems to see if they work or engaging in long 
conversations could create delays greater than those 
experienced during high volume usage periods such as 
Mother's Day. If you are unable to obtain a dial tone, it is 
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rscommended that you wait several minutes before making 
another attempt to place your call or to log on to the Internet. 

Water 

Water system operators are confident that they will 
be ready for the date change. Most of them are fixing 
and testing their automated processes. In the event of 
problems, mostrfadlitias can convert to manual operations 
as a back-up. 

For More Information 

* Read utility company notices about Y2K readiness. If 
you have additional questions, contact your individual 
service provider. You should be able to find contact 
phone numbers on your most recent bill. 

* The Federal Communications Commission web site 
— http:/Awww,fcc.gov/year2000 — contains information 
about the Y2K preparations of the communications sector. 
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Did ¥oa Know? 

Telsri^on and Badio 

Broadcasters have been taking steps to ensure that the 
Y2K issue will not affect radio and television broadoasts- 
The Federal Communications Commteaon is confident 
that, even if some broadcasters experience service outages 
due to Y2fC-falated problems, the multiplicity of listening 
and viewing options ensures that there is little risk the 
public will be without radio and television bnoadcasts as 
a source of information. 



It's always a good idsa to make sure that you have 
adequate dothing, toote artd supplies, flasWi^ts, 
batteries, a tHttery-povyerec! radio, and a first aid 
B kit, as reoorntrrended by FEMA and the 
P American Red Cross. Por more infomiation. 


or call FEMA at 1-800480-2620, 



166 


PERSONAL FINANCE 


Across the United States, people make an annual estimated 
1 .8 trillicn retail purchases using credit cards and engage 
in 1 1 billion transactions using automatic teller machines, ^ 
(ATMs). Computers are an important part of these and 
other activities involving your finances. 

Banks, brokerage and securities firms, and other financial 
institutions are arriong those that have received the highest 
marks for Y2K readiness. In addition to devoting years of 
effort and spending billions of dollars to make sure their 
own systems are ready, financial institutions have been 
cooperating with one another to test the points where 
computers interact throughout the industry. 

Your Monc^ 

It is extremely unlikely that the Y2K issue will cause 
banks and other financial institutions to lose track of your 
finances. Financial institutions have been working for 
years to make sure that computers used for record keeping 
will be ready for the Year 2000 and most financial institutions 
are required to keep back-up copies of critical books and 
records stored in electronic form. 

Depository institutions such as banks, thrifts, and credit 
unions have extensive Y2K programs in place. Federal 
financial regulatory agencies like the Federal Reserve, the 
Federal Deposit Insurance Corporation, and the Office of 
the Comptroller of the Currency have conducted multiple 
examinations of their progress and have found that virtually 
aii Federally insured depository institutions are ready for 
the date change. 


9 




167 


The securities industry, under the supervision of, the 
Securities and Exchange Commission (SEC), has been 
working aggressively to make sure that the Year 2000 
will mean business as usual for its operations. Firms are 
required to report to the SEC on their Y2K readiness. 

The roughly 400 broker/dealers, markets, and clearing and 
settlement organizations that clear all market transactions 
participated in detailed industrywvide Y2K testing in spring 
1 999. The testing produced very few Y2K glitches, and 
those that did occur were fixed quickly. 

ATMs 

Depository institutions and firms that operate ATM 
networks have established aggressive programs with 
rigorous testing to make sure that ATMs will work normally 
on January 1 and every day thereafter. White most ATMs 
are expected to make a successful transition to the new 
year, remember that temporary disruptions in ATM service 
are not unusual and may not be Y2K-related. If one 

ATM is out of service, another one is usually 
available nearby. In addition, the Federal 
Reserve has taken steps to make 
sure that financial institutions 
have sufficient cash available 
at year's end. 


Credit Cards 


Credit oand companies are confident that their key systems 
will be ready for the Year 2000 and, with retail stores, 
are making sure individual credit card processors are ready 
as well.- As always, stores that experience difficulties 
with their autoijiated credit processing equipment can 
process card transactions manually. 

Reported problems about the use of credit cards with 
post-1999 expiration dates appear to have been solved. 
Most consumers have now successfully made purchases 
using credit cards with expiration dates in the Year 2000 
and beyond. 

Employer EayroU and Ketirement Plans 

Your employer should be making sure that computer 
systems for payroll and retirement funds are ready for 
the date change. If your employer has not provided you 
with information about Y2K efforts in these areas, it is 
a good idea to inquire about their readiness. 

I 

For More Information 

-*■ Make sure to read Y2K notices from your bank 
and other financial service providers. 

■* The Federal Financial Institutions Examination 
Council web site — http://wvvw.ffiec.gov — provides 
additional information about financial institutions' 
Y2K readiness. 
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Did Yon Know? 

Financial Eeeords 

It is always wise to keep copies of important records 
such as bank and financial statements. When you 
receive a transaction receipt, check it 
for accuracy and save it to compare 
against your statement. 


Did ¥on Know? 

Cash 

Withdrawing large amounts of cash for Y2K is unnecessary 
and may invite theft. If you decide to withdraw cash, 
hold only as much as you would for any holiday weekend. 
Remember that, as always, you have more than one 
payment option fe.g., checks, credit cards, debit cards, 
traveler's checks). 

Did You Know? 

Scams 

Beware of Y2K scams. Be skeptical if someone tries to 
sell you a product, service or investment that is "Y2K 
safe" or wishes to sell you Y2K insurance. Never give 
out your bank account, credit card or Social Security 
number unless you initiated the call or contact. 
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FOOD ANB FUEL 

Ths food industry has been focused on making sure its 
computers will not Pa affected by ttie Y2K issue. Food 
manufacturers, distributors, and supermarkets report that, 
as g result of these efforts, consumers will find that 
stores have arbple supplies of essential food and groceries. 

Food 

Grocery stores are already anticipating a surge in sales at 
the end of the year because of millennium celebrations, 
and they intend to have sufficient inventory on hand. The 
nation's supermarket companies report that they normally 
have five weeks of inventory in their distribution centers 
and stores. These stocks provide a supply cushion in times 
of unusual demand surges. 

If supermarket companies do experience Y2K-reiated 
difficulties, it is important to remember that the industry is 
accustomed to operating under adverse conditions. Companies 
already have contingency plans in place so that 
they can continue to serve their customers 
when, for example, bad v. 
problems with power 
and other services. 
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Gasoline 

The oil and gas industry expects to conduct business 
as usual over the New Year's weekend. The industry 
is committed to ensuring safe and reliable delivery of 
gasoline in Ihe Year 2000 and beyond, Service stations 
have been testing and, when necessary, replacing fuel 
pump systems to make them Y2K-ready. 

Home Heating Oil and Natural Gas 

Supplies of home heating oil and natural gas should not 
be affected by the date change, according to the oil and 
gas industry. Companies have been checking and testing 
embedded systems found in pipelines carrying petroleum 
and natural gas, as well as in drilling platforms and rigs. 
As the New Year approaches, the industry is advising 
consumers to arrange for regular delivery of heating oil. 

While there are concerns about the Y2IC readiness of 
some developing countries from which the United States 
imports oil, two of the major suppliers to the U.S., Canada 
and Mexico, are basically done with their Y2K work. 
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Y2IC PREmRlDMESS CMECiaiST 


Governments and businesses have spent biiiions'of dollars to ensure that campuier systems will make a successful transition 
to the next cennjry, Al^iough it is unlikely that the Year 2000, or YZK, issue will create sigmGcant problems in the United States, 
no one can sa/ for sure that tiiere ’rvon 't be temporary disruf^ions in some services . Such interruptions are e>!pected to be 
shoT-lived, ike tempofary fYobtems In ser>.tee caused by storms, and whie inconvenient, a'9 not exported to cau^ longterm 
problems. The following recommenctedons will hefe* yfXJ and your neighbors frepare for difficulties thst may ocxur: 


□ Lopal Lnfomiatioiu Read Y2< notices provided by 
local government officials, banks, power and telephone 
companies, healtin care oiganizations and otfier importent 
service providers. Adapt the recommendations in this 
checklist to what you iearn tocaliy and to your past 
experiences with local service providers. 

□ Food, Water and Other Suj^lies: 

v' Prepare esyou would for a icmg holicay weekend by 
havBig at least a three-day supply of food and wate^ 
(one gallon per person per day), 11)© food hdustry is not 
only ready for Y2K, but it is resilient and accustomed 
to dealing v^h unexi:»cted disruptions [e.g., storms). 
As always, it is a good idea to make purchases earV- 

v' Make spersond assessment of items and services that 
are crilioal to your family, including special items or 
services requreri by family menbsre vAfth special needs, 
such as intents, Ste eideriy and persons with disabilities, 

v' Make sire y?H! have adecpjate clothing, tools and 
supplies, fiashiighte, batterias, a batteryfower^d radio 
and s first aid kit, as recommended by FEMA end 
the American Red Cross. For further information, 
visit: http://www.fema.gov/pte/emprep.htm and 
http://www.redcross.org/disastsr/safety/ 
$m»iprep.html, or call FEMA et 1-8&0-4^2S29. 

Follow all appropriate safety instructions for fuel 
storage and use of heating and cooking devices or 
other emergency items, 

O Important Eecords: Keep copies of important 
records— particuialy your bank and financier stetements, 
medical records and prescription drug infor.mation — 
in the few months before and after January 1, 2000. 
'A/hen you receive a transaction receipt, check it for 
accuracy and save it to compare against your statemert. 

/ Develop a list of phone numbers for hospitals, 
police and fire d8paftiTier)ts and neighbors. 


. □ Caslt: it you decide to withdraw cash, hold only 

-> 8S much as you would for any holiday weekend. 
Withdrawing i^e amounts of cash is unnecessary and 
may invite theft. Remember that finandai institutions 
are well prepared for the date change artd you have 
more then one payment option (e.g., checks, credit 
cards, debit cards, traveler's checks). 

□ Medicine: As always, refill prescription medications 
when you have a five- to sevwvday supply remaining. 
The pharmaceutical and health care industries ar© 
confident, based on experience, that following this 
standa'’d practice is all that is needed for Y2K. if you 
hasre any questions about your health care needs, telk 
to your doctor, phafrracisl or other health care provider. 

Q Gasoline: As you would in preparation for s winter 
storm, keep your automobile gas tank above half full. 
Service stetions a.'e re-suppjied regyiarly — sometimes 
as often as ever/ erther day. 

□ CoRsmner EJeetronics: Check with manufacturers 
to see if the essential electronic equipment you us© 
around your home is Y2K ready, especially personal 
corrputsfs, monitored security systems or programmable 
thermostats. 

□ T^lepfaoties and Ditentet: Use telephones and 
the Internet only as necessary on Janu^ ] . “Testing" 
the systems to see if they work or engaging in torg 
conversations could create delays greater than those 
experienced during high volume usage periods such 
as Mother's Day. 

□ Scains: Beware of 's'2K scam®. Bo skeptical if 
someone tries to sell you a product, service or 
investment that is "Y2K safe' or wishes to sell 
you Y2K insurance. Never give out your tenk account 
credit card or Social Security number unless you • 
initiated the call or contact. 
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For More Mormatioii 

*■ Many grocery stores have brochures and other 
written materials about their Y2K readiness. If you 
are interested in learning more, ask for a copy during 
.your next visit. 

* The U.S. Department of Agriculture's web site 
— http://vvww.usda.gov/aphis/FSWG — contains 
additional information about the Y2K readiness of the 
food supply system. 

* For more information about the Y2K readiness 
of the oil and gas Industry, visit the Council's 
Oil and Gas Sector Working Group web page at 
http://www,ferc.fed.us/y2k/index.html. 


Did Yon Know? 

Gasoline 

Gasoline service stations are re-suppiied regularly — 
sometimes as often as every other day. Nonetheless, 
you should always keep your automobile gas tank 
above half full. 

Md Yon Know? 

Food and Witter 
Since no one can say for sure 
that there won't be some Y2K 
glitches, prepare as you would 
for a long holiday weekend by 
having at least a three-day 
supply of food and water lone 
gallon per person per day). As always, it is a good idea to 
make purchases early. 
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HEALTH 

In health care, making sure that computers are ready 
for the Year 2000 is an important prbrity. Most hospitals, 
doctors offices, health clinics, and long-term care facilities 
across the United States have been working together to 
identify and solve potential date change problems. 

Large health care facilities have aggressive efforts 
underway to make sure the Y2K issue will not affect their 
operations. However, much less is known about the 
readiness of smaller health care providers. Y2K difficulties 
are not expected to have a direct impact upon patient 
care, but record keeping and payment systems could 
be at risk in health care facilities taking a wait and see 
approach to the Y2K issue. 

Hospitals 

Most hospitals have contacted local medical vendors, 
suppliers, and other organizations to make sure that 
hospital medical devices, as well as important record 
keeping and payment systems, are ready for the Year 
2000. As an extra precaution, hospitals are also updating 
long standing back-up plans for storms and other events 
so that they can continue to provide health care in the 
event of temporary disruptions in key services such as 
power and telecommunications. 

Medical Devices 

Medical devices include a wide rang® of equipment used 
in hospitals, ambulances, and long-term care facilities. 
Medical devices also include implanted items, such as 
pacemakers, but these are not affected by the Y2K issue. 
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The U.S, Food and Drug Administration has requested 
that medical device manufacturers assess whether their 
equipment is Year 2000 compliant. Manufacturers have 
discovered that some devices may experience minor 
problems related to the Y2K issue, such as showing an 
incorrect year date on display monitors. The vast majority 
of medical devjices do not have date change issues 
that will affect ^tient health or the delivery of safe and 
appropriate carel 

Health care facilities are dedicated to making sure that 
the few devices that rely more extensively on computers 
— and could present problems for patient care if not 
fixed before December 31, 1993 — receive 
appropriate upgrades or are replaced. 

Home Health Gare 

Medical devices and equipment used in home 
health care are not likely to experience Y2K problems 
that will affect their safe operation. It is a good idea, 
however, to contact each item’s manufacturer to 
make sure that it will function properly in Year 2000 
and beyond. 

For More Information 

* If you have concerns, ask your doctor or local health 
care facility about "tfieir readiness for the Year 2000. 

* For more information on medical devices and the Y2K 
issue, visit the Food and Drug Administration's web 
sits at http://www.fda.gOv/cdrh/yr2000/year2000.htm!, 
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Did You Smow? 

PreseriiJtion Medications 

it is always a good idea to refill prescription medications 
when you have a five- to seven-day supply 
remaining. The pharmaceutitd and 
health care industries are confident, 
based on e^erience and the 90- 
RllflP*’' day supply of finished products in 
i#S“' the supply system, that following this 
standard practice is all that is needed for Y2K. 


when 


Wd 'Em Know? 

811 Systems 

The organizations responsible 
for the operation of 91 1 
answering centers vary by 
community. Some are operated 
by fire departments, others are 
run by police or private companies under contract to the 
local government. If you wish to find out more about the 
Y2K readiness of your local 91 1 systems, check with 
your local emergency services office. 



Did Yon Know? 

Meiieal EeeoHls 

Keeping copies of important records such as medical 
histories and prescription drug information makes good 
sense for Y2K or any other time. 
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TRAVEL 


The travel industry faces a global challenge with the 
y2K issue. If you stop for a moment to think about travel 
outside the United States, it isn't hard to imagine how 
many computers play an important role in your safe 
transport and comfortable stay abroad. 


The travel industry — including airports, airlines, government 
aviation officials, and travel agents — for some time has 
been fixing and testing systems within the United States 
so that they will be ready for the Year 2000. Overseas 
travel authorities are also making sure their systems are 
ready, but much work remains to be done on the Y2K 
issue in a number of countries, (f you have plans to travel 
outside of the United States during 
the New Year's holiday, especially to 
developing countries, you should 
expect some difficulties related to 
the Y2K issue. 

Domestic Air Travel 

The Federal Aviation Administration (FAA) has completed 
work to make sure that all of its systems — including 
those involved in air traffic control — are fully coiripliant 
for the Year 2000, and it is updating back-up plans just 
in case there are system problems. 



The FAA has also been engaged with airlines, airports, 
and airplane manufacturers to make sure the Y2K issue 
will not affect the safety and effectiveness of their 
operations and products. Airplane manufacturers report 
that they have not found any Y2K probisms in aircraft 
that would present a safety risk to passengers. 
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Travel Outside the United States 

While many countries have made extraordinary progress 
on the Y2K issue in the past year, concerns still exist about 
Y2K readiness in some parts of the world. Individuals 
with plans for travel outside the United States can obtain 
country-specific information on Y2K readiness abroad 
from the State Department's Bureau of Consular Affairs 
and the Department of Transportation, 

Jbr More tnformation 

* The State Department provides country-specific 
information to travelers through consular information 
sheets and, in some cases, travel warnings. Consult 
http://travel.state.gov/y2kca.html or your travel 
agent for more information. 

* The Federal Aviation Administration web site — 
http://www.faay2k.com — contains information about 
the FAA's preparations for the date change. 

* The Department of Transportation web site — 
http://www.fly2k.dot.gov — provides information about 
the Y2K readiness of international aviation systems. 


Did Yon Know? 

Travel InforrmaUon 

The State Department has for some time provided 
Americans traveling or living abroad country-specific 
information through consular information sheets on more 
than 1 80 countries. These sheets have been updated to 
include information on country Y2K readiness. You 
can consult http://travel.s1ate.gov/y2kca.html for more 
information about these resources. 



180 


ABOUND THE HOME: 

DOMESnc APPUtANCES, CONSDMEE BIECIBOMCS, 
PEHSONAE COMPOTEBS, ELEVATORS 


Items With No Signfficant Bisks 

Most appliances and consumer electronic systems in use 
around the home do not keep track of the year date to 
operate effectively and vrill prctebly not be affected by the 
Y2K issue. Refrigerators, ovens, microwaves, coffee 
makers, television sets, smoke detectors, washers and 
dryers, and alarm cioek radios should not have difficulties 
with the date change. 

in addition, major auto manufacturers that account for 
roughly 90 percent of all cars and light trucks sold in the 
United States have stated that the Y2K issue will not 
affect the safety and performance of their vehicles. If 
you have questions about a specific vehicle, contact the 
manufacturer or your local dealer. 

What May Be AHected 

A small number of domestic appliances and other 
consumer electronic systems are "year-date aware” and 
may experience Y2K-related difficulties. While it is unlikely 
that such difficulties will cause these products to stop 
working entirely, they could create inconveniences and 
should be checked. As always, it is a good idea to contact 
the manufacturer if you have any questions about whether 
a specific product will be affected by the Y2Kissu8. 
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VCHs 

White most VCRs will not be affected by the Y2K issue, 
some models manufactured before 1 987 that program by 
calendar date may experience difficulties. 

Y2K problems with these few older VCRs will not 
disrupt your ability to play videotapes or view television 
programming if you use the VCR tuner to change stations 
on your TV set. However, timed recording could be 
affected. If you have an older model VCR and want to find 
out whether it is Y2IC ready, contact the manufacturer. 

Calendar Progtamniable Thermoetats 

Some home thermostats with advanced calendar functions 
that allow consumers to program temperature settings 
months in advance could be affected by the Y2i< issue. 

If you have such a thermostat, contact the manufacturer 
to determine whether it is Y2K ready. 

Security Systems 

Professionally installed home security systems and home 
safety systems connected to large commercial monitoring 
systems should continue to operate normally in the Year 
2000. However, small, consumer-installed systems may 
experience Y2K-related problems. 

Consumers with questions about their security systems 
should contact the manufacturer. If you own a system 
that is connected to a professional monitoring service, it 
is also a good idea to find out if that company's systems 
are ready for the date change. 
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Cameras and Camcoidrass 

Most cameras and camcorders that are date-aware will 
recognize the Year 2000 without difficulty. However, 
modete that have problems recognizing the y«r wall still 
work but may cSsplay the wrong date. Manufacturers can, 
provide details on hcaw to reset calendar date di^lays. 

ntxMadibies 

Some fax machines that are not Y2K compiiatrt may 
be unable to initi^e and receive a call or fax. It is a good 
idea to check with the manufacturer to determirte 
whether your machine is ready for the date change. 

Kiecmal Computers 
Personal computers (PCs! are more 
complex than -Other household Items 
and are at greater risk 
of experiencing 
Y2K-related difficulties — 
i.ri hardware, operating 
systems, and sottvsrare. 

Hardware in PCs could 
be vulnerable to the Y2K 
issue. In particular, PC "BlOSs,' 
which store basic information about the computer and 
access its electronic calendar, could be affected 
-Operating systems (e.g., Windows 95). including some 
introduced as recently as 1 998, could also experience 
problems related to the date change. 
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Software used for word processing, graphics, and games wiil 
probably not be affected by the Y2K issue. Software used 
for applications where year dates are critical, such as in 
spreadsheets, money management and personal organizer 
programs, could have problems and needs to be checked. 

Most computer and software manufacturers offer erctensive 
information about how the Y2K issue could affect their 
products. Fixes, or "patches," can often be downloaded 
from the Internet: Check manufacturer web sites for 
more information. 

Blevators 

If your apartment or condominium building is equipped 
with an elevator, you should know that many 
elevator manufacturers have said their products 
will not be affected by the date change. 

Otis Elevators, one of the largest 
manufacturers, reports that its elevators 
are not year-date dependent. 

It is important to note, however, that 
elevators could be affected if they are tied 
into larger building-control systems that are not Y2K ready. 

If you live in a building where you depend upon elevators, 
check with the building manager or community 
association to make sure they are on top of the situation. 

Globa] Fosittoning System Receivers 
Global Positioning System (GPS) receivers — often used 
for navigational purposes by recreational hikers, boaters, and 
campers — could be affected by the Y2K issue, which 
may result in users receiving incorrect navigational data. 

If you own a GPS receiver and want to find out whether it 
is ready for the Year 2000, check with the manufacturer. 
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For More Iiiformatio£ 


* Many consumer electronics companies, PC 
manufacturers, and software companies fiave made 
information available about the Y2K readiness of 
their products. Check their web sites or call their 
toll-free information tines for details. 

* The PC Y20p0 Alliance web site — 
httpYAvww.^'200O.arg/testri^nde>!.htm — contains 
links to Y2K web sites for PC manufacturers, steps to 
conduct manual tes®, and links to free automatic tests. 

* The Federal Government's consumer web site has 
a Y2K section — http://wvvw.consumer.govAf2k — 
that contains y2K compliance infomnation for personal 
computers, consumer electronics. ar>d automobiles. 

* Check http://wwvr.navcen.uscg.mil/gps/geninfo/ 
y2Wd0fault.htm (the Coast Guard Navigation Center's 
web site) or call 1-^8-USA+Y2K to find out more 
about how to contact GPS receiver manufacturers. 


DM ¥oa Know? 

Bnfldiag OperatiosB 

You may live in a building where you share access to 
heat, power, and telephone service with other residents. 
If you do, it is a good idea to check whether your building 
manager or commu.nity association has taken steps to 
make sure these systems are ready for the date change. 




Did "Sni Know? 

Slobal PosWoniag System 
While many Global Positioning 
System (GPS) receivers passed an 
August 21 date challenge (the so-called 
"GPS End-Of-Week rollover") without 
difficufty, users should still check with manufacturers to 
make sure their receiver is ready for die Year 2000. 
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THE FEDERAL GOVERNMENT: 
GETUNG.READY FOR YEK 


The Federal Government has undertaken a massive 
effort to ensure that its thousands-of computer systems, 
which help to provide services to millions of Americans, 
will be ready for Year 2000. 

Agencies have been working for years — some, like the 
Social Security Administration, since 1989 — to make sure 
that systems are ready for the date change. They've 
been evaluating systems, fixing or replacing those that 
are not Year 2000 ready, conducting system testing, and 
developing and testing contingency plans. 

As a result of this major effort, the Federal systems and 
processes that help to provide some of the most important 
government services — from Social Security and veterans 
benefits to air traffic control, Medicare, and weather 
forecasting — are ready for the date change. 

Federal agencies also monitor the administration by State 
governments of a number of important Federal benefit 
programs including Food Stamps, Child Nutrition Programs, 
WiC, Medicaid, Temporary Aid for Needy Families, Child 
Support Enforcement, Low Income Housing Energy 
Assistance Program, Child Care, Child Welfare, and 
Unemployment Insurance. 

Some States do not expect to finish their Y2K work on 
State-administered Federal programs until late 1999. if 
you depend upon these programs and have questions 
about your State's Y2K readiness, contact your State 
program office. 
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President’s Coiraei] on Year 2000 Conver^on 

The PrGsictent's Council on Year 2000 Conversion was 
sstablished in February 1 998 to coordinate the Federal 
Government's Year 2000 efforts. The more than 30 , 
agencies represented on the Council are committed to 
making sure that Qovemment systems and programs will 
make a successfuf transition to the new century. 

The Council's wditing groups, led by Federal agencies, 
have been encouraging others — including -businesses. 
State, local, and tribal governments, and other countries 
— -to ensure that the Y2K issue does not affect their operations. 
Industry trade associations have been major partners 
in the Council's, efforts by increasing awareness and 
gathering information about how their members are 
addressing the Y2K challenge. 

The Council maintains a web site at http://www.y2k.gcv 
that contains the most recant information about the 
Y2K issue, including the Council's quarterly status reports 
on Y2K within major industry sectors such as electric 

power, finance, and telecommunications. The 

web site aiso contains quarterly reports 
from the U.S. Office of h/lanagement 
and Budget on the Y2K progress of 
Federal agencies. Individuals can also 
call the Council's toll-Tree line at 
1-888-USA.4-:Y2K (1-S88.872-4926) 
for morB-.information about 
the Y2K issue. 
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This consumer information pamphlet is offered at no cost by the 
President's Council on Year 2000 Conversion. For aoditional free copies, 
contact the Y2K toll-free hotiine at 1-888-USA-4-Y2K. 
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